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1. TepMunnl, onpegesienus H COKPALIEHHS

1.1. B Kourpakre, BKmo4as HACTOAILEEC TeXHHUecKoe 3anaHuc (patee — T3)

HCTIONB3YKOTCA CICAYIOIHE TCPMHHE]L, OIIpEIEJICHUA H COKPAlICHHA:

Tepmuu
AS

CE

DDoS-araka

ICMP

IETF RFC

IP cetb McnonnmuTens

IP-naker

MPLS

Onpeaeneuue

Autonomous System, aBroHomHas cHcrema, P cets,
HaxXOMAILAACA  HOJ  CAOHHBIM  AJMHHUCTPATHBHBIM
yhnpaBleHHeM H  HMEIAs  eJHHY0  HOJHTHKY
MAapLUPYTH3a1HH, XapaKTEpPH3YeTCA HOMEPOM, KOTOPSI
BBLAACTCA  OQHUHANBIBIM  HHTEPHET-PETHCTPATOPOM
(uanpumep, RIPE)

Customer Edge Router, rpaHH4HOe ycTpoOiicTBO B
JnoKansHOM BeraHcnanTcenbHoM cetH C30, Ob6wvexra LUK,
HEMoNb3yeMoe JIA MApIUPYTH3allHH Tpaduka u3 eetH C30,
Ob6nbexra UK B cets Mcnonunrens u o6parHo

Distributed Denial of Servicc , pacnpenenesuas araka na
OTKa3 B OOCAy)XHBAHHM, Pa3HOBHAHOCTH araKk Ha
KOMMBIOTCPHBIE €HCTEMBI H CETH CBA3H, CBA3AHHKIE C
GONbIHM KONHYECTBOM 3ampocoB (B BUAC 1P-nakeros),
NOCEUIaeMBIX ¢ Gonbtoro konmdectea IP-ampecos ceru

Wurtepner H HaHpaBneHHBIX Ha 1P-agpeca oGopynosanus
C30, Obbekra LIUK.

Internet Control Message Protocol - HPOTOKOJI
MEXKCETeBhIX YNPABIAIOIIAX Coo0meHuti

Hoxyment (Reques For Comments ) paGoueii rpysusi no
HIKeHEpHBIM  Hpobncmam cet  Wurtepner (Internet
Engineering Task Force)

Cerepast HndpacTpykTypa VCNONHHTENS H MPHBICKAEMEIX
Hcnonnurenem  cybnogpsaysKoB  (COHCHONHMTENEH),
COCTOALIAA H3 PaCHONOKECHHEIX Ha y3dax MCHOMHHTENA H
TIPHBJIEKAEMBIX Henonmutenem CYOHOAPAIHHKOB
(concnonuurenei), yCTpoiicTB, obecresHBAIOMUX
B3aHMOACHCTBHE 10  cereBOoMy  Hporokony  IP
(cnenmuduxagus IETF RFC 791), mapmpyTuzauuro,
KoMMyTaluio H oOpalorky Tpad#ka, COeAHHRIONIMX HX
MarHCTPBIIBHAIX KAHAJIOB H HHUBIX CPEJICTB CBA3H

Ilaker 3 yposus (OSl), MmapupyTH3Hpyemoro no
npotokony 1P

Multi Protocol Label Switching, TexHonorus KoMMyTauuH
HaKeTOB C HCHONB30BAHHEM METOK



Tepmuu

MPLS cerb Ucuonsurens

RIPE NCC

SLA (anrn. Service Level
Agreement)

SNMP

WEB

Asapuiinas cHTyauus

BapHauus 3aIepxKu

Bnagency C

Buewmnue IPv4 aapeca

Bpems peakiuH

BOJIC

Onpepnenesnse
[ocrpoeHnas mo  texuonorni MPLS  ceremas
nuppacTpykrypa Hcnonnerens H = HpPHBIEKaeMBIX
Hcnomuurenem  cybnoapandnkoB  (COHCHOMHMTENEH),

BKJIIOYAIOINAs OTnopnLie MapmpyTH3aTophi (P), rpaHHYHbie
MapupyTH3aTopsi (PE), coenunssoniie ¥X MarucTpajisHbie
Kallanki H HHBIE CPENICTBA CBA3H

Pervonaneueiii  Epponejiexuii Perncrpatop Hutepser
azpecoB

Cornamicusc o6 ypoBne HpenocTaBlIeHHA yCIyr -
— opManbHeif  soroBop MexAy — 3aKkasyHKOM M
Henonuurtenem, conepxamui mnpaBa H 0OA3aHHOCTH
CTOPOH, & TAKXKC COIIacoBaHHBIA ypoBedb KadecTBa
HpENOCTABNEHUS HAHIION yenyr

Simple Network Management Protocol, 1poToKon ceTeporo
YHpaBICHHA

BeemupHass nayTtHHa — (aHrn. World Wide Web) —
pacmupeneneHHas CHCTEMA, NpeROCTAB/AIOMIAs ZIOCTYN K
CBA3aHHBIM MeXIy coboM [JoKyMeHTaM, pacronOoKCHHAIM
Ha DPa3jHYHBIX KOMMBIOTEpPaxX, HOAKIIOYEHHBIX K CETH
«HHuTepreT»

Hegoctynnoers  ycnyr  Hcwhonserens,  Bel3BaHHas
HEMCMPABHOCTRIO  000py/OBaNMA, CETH, HEDKEHEPHBIX
cHCTEM H  HHOpacTpyKTypel  UCHONHHTENA WM
HPHBIIEKAEMBIX HenonHurenem eyonoapAHHKOB
(concHonmuTenel), BKIOYas HECAHKUHOHUPOBAHHBIE
HebaronpuaTHEIe BO3ACHETBHA Ha yKasaHHbie 0OBEKTEI

Jitter, OTKIOHCHHE OT CpejHCIO 3HAYEHWU]I BPEMEHH
npoxoxacHus IP-HakeToB Mo y4acTKy H3IMCPEHHSA OT
Hepenaloweif CTOpOHB! K MPHEMHOH CTOpoHe

POHMB, ®OHUB, C30, sranciomuii permnoHAIbHON W/HIH
texepBnbnoi HHGOPMALHOHHOM CHCTEMOM

BHemHHe (myOnuuHEIE) IP aapeca H3
3aperucTpupoBaHHoro B Oaze paunwix RIPE NCC IP
agpeeos 4 BepcHH HpoTokoja IP

Cpokx, B Tedenue kortoporo HcnomuuTens obs3yercs
HPHETYHHTh K pabote Han npobnemoii, obo3uaucH#ol B
3anpoce [lony4datens ob uHunAeRTE, onpeneneHHsii SLA

BoOI0oKOHIO-OMTHYCCKAS THHMA CBA3H



Tepmnn
BUYC

I'ocynapcrBeHHbIH 3aKa34HK -
3aka3uHK

JfocTyHHOETD yCIyra

ECIIJ

3azepxka

3asiBKa

OnpenencHue

Brnpryansuas wuwaethas cerb (30, O6wexta IHK,
nocrpoedHass Ha ©Oaze MPLS cers Hcrommurens H
TIPHBIEKAEMBIX HcnonuuTenem CyOHOAPANHHKOB
(coucnonuHTENEH), HYTEM OpraHH3allHH BIPTYAIBHEIX
KaHAJIOB MEXAYy nNOpTaMH Ha Y3Jlax JOCTyHa CeTH
Hcnomuurens, k koropeiM mogkmodern C30, O6vext HUK,
H obccreyHBamas nepefady paslHYHBIX THIIOB TpapHKa
C rapaHTHeH HapaMeTpOB Ka4yecTBa.

MunucTepcTBO UHPPOBOrO PpasBHIHA H  MAacCOBBIX
KOMMyHHKauui Poecuiickoii degepannn.

OTHOmICHHE BPEMEHH ITAXOXKCHUS OKAa3bIBAEMBIX YCIYT B
paboueM cocrosHHH K ofmel IpoAeIDKMTEABHOCTH
HHTepBana HAGMIOACHHSA, BBIPAXENMHOC B HPOLUEHTAX
(mocTyHHOCTE 33 OTHETHLLH NepHOxN).

BupryainpHass 4dactHas cerb (eetH) HcHomuuTens,
obecHeTHBAIOIIAs NOCTYH COLHANBIIO-3HAYHMBIX OOBEKTOB
K HNPOopMALHOHHBRIM CHCTeMam H K eetu MHrepuer, a
TaKXKe nepeady NaBHRIX NMPH HPENOCTABIEHHH JOCTYHA K
HH(OpPMALIHOHHEIM CHCTCMaM H K ceTH Hurepuer;
obecneunsatomas foeryn Llentpanbhodt wibnparensnoi
KOMIICCHH,  H30HpaTelbHBIX  KOMHCCHH  CyOBEKTOB
Poceuiickoit Dencpausy H TCPPHTOPHANBHEIX
H30HPpaTeNbHEIX KoMHECHH K BHPOPMAIMOHUEIM CHCTEMAM
H K cern Hurepder, pasBepHyTas B COOTBETCTBHH ¢
NpOeKIOM, COTIAacoBaHNbIM B 4acTH MojenH yrposz H
HapyLIHTe A ¢ denepanbHEIMH OpraHaMH,
YNOITHOMOYEHIILIMM B 00JIACTH Ge30IMacHOETH H 3alIMTHI
HHpopMaLHHE

onc-way delay, Bpema npoxoxageuusa I[P-nakeros Ho
YYaCTKy H3MEpPEHHMS B OJHY €TOpPOHY (OT Hepemalouiei
CTOpPOHBL K NpHeMHOH). Onpeaenseres cornacoBaBHLIMH C
[Torpebureem MeTopamMH H HpH  HEoOXOAMMOCTH
PaeCUHTHIBAETCA KAaK HOJNOBHHA BPEMETHOIO HHTepBaja
MEKIY MOMECHTOM OTIIPABIICHUNA COODILEHUN «3AIPOE 3X0»
Hepemalomed CTOpOHOH H  MOMEHTOM  NONyYeHUs
€oobLeHIA OTKIHK 3X0» OT HpHeMHoi cropousi (PING
nporokona 1ICMP).

Hamnexammm — ofpasoM  odopmnenHoc uo  dopme
(ITpunoxeune Nel) ob6pauenne 3akazunka Kk Mcriomintemo
¢ yKalaHHeM HaT H Hepeuus OOBEKTOB MIA KOTOPRIX
He0OX0/1HMO 0Ka3bIBaTh YCIAYrH CBA3H.



TepMuu
150

HcHonuutenp
Kaunan L2

Knacc Tpaguxa

KomuouenTa Yeayr ¢z

KoureuTras ¢punbrpauus

KCA

Kosddunuent norepu
HAaKeToB

Ko
MC3

Hexenarensusiit Mareprer-
TpadHK

OO0pazopaTenbnas
OpraHH3aLuA

O0BeKT

O6nexTa ITUK

Onpepenesnue

IocyapcTBeHHas, perHOHANBHAS, MyHHLIMIIANLHAS ¥ HHAN
HH(OPMALHOHHAs CHCTEMA, K KOTOPOM MpEAOCTaBIACTCA
ACETYII C HCNOJNE30BAHHEM EIHHON €CTH NEPEaady JaHHAIX
HUcnonuurens.

OnepaTop CBA3H, ¢ KOTOPRIM 3aK/o4eH [oeyaapcTBeHHBIH
KOHTPAKT Ha OKa3aHHE Y CNyT CBA3H

Kanan cemu or C30, O6eexkta IIUK g0 Touku
npacoenasenna ECI1]]

Habop tpeGoBaBmii Kk 3KCIUIyaTaUHOHHBIM HapaMeTpaM,
eobmogaeMeiM VcHonHUTENEM HpPH Hepeaadye MO CeTH
HPHMEHHTENBHO KO BceM 1P-makeraM, HpHnagiexkammMm
JAHHOMY THITY

CocraBnsiomas Yemyr CBA3H , ONOpec/sIolias OAHY H3
OCHOBITHIX HOTpeOHOCTEH, YAOBIETHOPAEMBIX ¢ HOMOIIBIO
OKa3bIBaEMBIX Y CIIyr

He#tetsue Hcnonuurens no 6nokuposke noetyHa C30 k
PA3NMYHEIM KaTeropusM HHTepHeT-peeypcos,
KOMIIOHCHTOB Y CIIyr

KoMmiekc cpencTB aBTOMATH3AUHH

Makcumanbias noTeps NMAKCTOB — OTHOWHIEHHE OBIEro
KOJIM4CCTBA HEJOCTABICHHBIX [IAKETOB K  oOwmemy
KOMMYEECTBY HEPCAAHHBIX MAKETOB, BhipaXKaeMas B
HPOLIEHTAK MOTEPAHHBIX [TAKETOB

KonrentHas dwibTpauus
MexcereBoe 3KpaHHpOBaHHE

HHTepueT-TpadHK, HocTynawomui 1a 06opynosanue C30,
Obbexra LMK, wHanHyHe KoToporo MoXer ObiTh
obyenomnesio HamHuuem DDoS-arakn, 1860 apyrumH
HexenarenbneiME 1A [loTpebuTens dakropamu

Focynapcreennas HIH MyHHOMnaibuas oOpa3oBarenbnas
OpraH{3auus, peajH3ylomas  mnporpaMMei  0b1ero
obpasoBanus H (WIH) epeazero npodeceHONaNLHOro
obpasoBaHus

COBOKyNHOCTP ~ TEXMWHYECKMX  CPeACTB,  Cpe/CTB
BRIYHCIIKTENBITON TCXHHKH H IIPOFpaMMHOTO obecHedeHus,
PAacroNIOKEeHHBIX HO OOHOMY apecy

IeutpansHass u30uparenbhas KOMHCCHA PoccHitckoit
Qenepauns HaH  M3OHpPATEAbHbIE KOMHECHH CYyObeKTa



Tepmuu

OT4eTHRIA HepHOX,

Oneparop CK3U

[Taxer

1901
[oTpebutens
Ilopr

[Mpencrasurens C30

IIpeactaButens o6bekra LIMK

IIponeHT noTepsHHBIX
NaKeTOB

POKB
Cetb «uTepHET?

C30 - ConuanbsHO 3MaYHMBIIT
00BeKT

CK3U

Onpeaenenue

Poccutickoii  ®epepauuu UWIM  TEPPUTOPHAIBHEIE
U30UpaTeNBHRIE KOMUCCHH.

Ilepuox BpeMcHH oKa3aHMA YCIyr, HO OKOHYaHHH
KOTOPOTO HPOH3BOAHTCA CAAYA-HPHEMKA Y CITYT CBA3Y H X
ormnara

Oneparop CBf3M, OKa3bIBAIOIIHA YCIYry HO KOMIOHEHTY
«3ammuTa manubeix» Ha ydactke oT C30 no Toukm
npacoenunenns ECT1] na MoMenT HeHonHenns KouTpakTa

PdopmaTHpoBaHIIEIH 6ok HHpOpPMalUUK, HepeaaBaeMblil HO
CETH CBs3H, (pyHKIHOUHUpYIOmeit NOCPEACTBOM
TEXHOJIOI'HH KOMMYTAUHH HAKETOB

Ilepepaya panHeIx

Ilone3oparens Yemyr ceasy uiH ee KoMuouenTtos na C30,
Ob6vexte LITUK.

Jlormgeckuit nnrepdedic BUC [lorpeburens na yanak
noctyna cern Micnonuurens

PykoBogHTens cOLMANBEHMO 3HAYUMOro OOBEKTa, B
HHTEpecax koToporo MicmonHWMTeNns OKa3mIBaecT YCIYTH B
COOTBETCTBHH C [ OCyqapcTBEHHBIM KOHTPaKTOM, WM
KLU0, YHOIHOMOUYEHIIOE B YCTAHOAICHHOM HOpAAKE HA
B3auMozeficTare ¢ MicnomnreneM nNpH oxa3asud Y Coyr.

Pyxoponurene obbekra IIVIK, B WHTepeeax KOTOPOro
HicronHuTeNnp oOKa3piBa€T YCIAYTD B COOTBETCTBHH C
IocynapcTeenuaiM KOHTPaKkTOM, HITH JIHIO,
YHOIHOMOYEIIHOE B  YCTAHORNEININOM HOpPAAKE Ha
B3auMozeiictene ¢ McnonHHreneM Hpn oka3zaHHM YCmyr
CBA3H.

IP packet loss ratio, oTHOWeHHEe Pa3HOCTH KOJIMYECTBA
OTIIPARICHHAIX B KOMEYHYKO TOYKY ydacTka usMepeuns [P-
HaKETOB IT KOJHYECTBA HDHHATHIX B 3TOH To4Ke IP-HakeToB,
K KOIMYECTBY OTHPANeNHEIX B KOMe4ymyld Touky IP-
HAKETOB

PerHonansubiii opran MCONUUTENIRHON BIACTH

HHdopmannonno-renexoMMy HHKALMOHHAS CeTh
«urepuer»

O6pa3zoBarensnan opraHu3anus.

Cpenctsa kpunTorpagHueckoif 3aumrsl HHGOPMAUKK



TepMuun

Cayx0a TexHH4YeCKOH
NOAAEP* KU 3aka3zyHKa

CM35B
COPM
Cybsext PO

T3

Touxu npHCOeUUEHESA

ECIIA

Tpadmxk

Yeayru cesi3u

Oupepenenune

OpraHH3yeMas  3aKa3YHKOM  CIyX0a  TEeXHHYECKOif
Hopaepkkd  Ilorpeburens, Koropas  oOCywmecrsiser
KOMTPOJIE OKa3aHus Yciayr Ho obpamenusam [Torpebureneit
HIH 3aKka3ynka B €O0OTBETCTBHH C  PerimaMeHToM
TEXHHICCKOH MONIEPKKH IPH OKa3aHHH YCIyr

CucteMa MEXBEXOMETBEHHOrO NEKTPOHHOrO
B3aUMOJICHCTBHS

CHCTEMBI TEXHMYECKHX CpeACTB U1 OOGeCHEYeHHs
(QynKUHiT ONepaTHBRO-PO3LICKUBIX MEPONPHATHIA

TeppuropuaneHas eOMIIHIA BEpPXHEr0 ypPOBHA B
Poccuiickoit ®enepaumu.

Hacrosmee rexuuyeckoe 3ajanue

Cpencrsa CBi3H, BXOIAIAE B COCTAB CETH 3JEKTPOCBA3M
HcuomuuTeNls, C HOMOINBIO KOTOPHIX OCYLIECTBIASTCS
Hoakmo4yeHHe H noctyn C30, O6sexroB LUK x ECITJ

CosoxynHocTs IP-nakeToB, NepenanueIX N0 CeTH Hepeaavu
AAHHBIX

Okazaune WcHonmHTencM yenyr cessu mia C30 u
O6wvexrop LMK, pacnonoxeuuslM Ha TeppOTOPHAX
cyobekToB Poccuiickoii depepaunn (38 mCKIIOYEHHEM
Pecmy6nuku KpsiM i . CeBacronons) Ho:

Hepefadye JAHHBIX [PH OCYILIECTBIEMHH JOCTYNA K
TOCYapPCTBEHUbIM, MYHKUIUNATBHEIM, HUBIM
HAQOPMalHOMHBIM cHCTeMaM M k cetH "Harepuer”
(Komuouenr VYemyrH cBasu  «llepepaya aanHeix») B
COCTaBE YCIYT:

00  3amure AaHMbIX, oOOpabaTbiBaeMeIX H
NepefaBaeMBIX MpH OCYHIECTBIEMHH AOCTYyma K
rOCyAapCTBEHMBIM,  MYHHLHHANBMBIM,  HHBIM
HMH(OPMAIHOHILIM CHCTeMaM u k cetd "Unrepuer”
(KomHoOHeHT «3aIHTa AABHEIX» ),

HO obecmedenMro OrpaHMYEHMA [JOCTYNA K
HudOpMauMy, paclnpocTpaneHHe KOTOpoi B
Poccuiickoit ®eaecpauuu  3ampemicio, W K
HHQOPMalHI, HPHYMHAIOWEH BpeX 340POBLIO U
(unu) pasBuTHIO AeTeH, cogepkameici B CeTu
"HMHrepner" mus o6pa3oBaTeNbIBIX Oprauu3alHii



TepMHH
POHUB
dCh
LUK Poccuu
1010)i

Onpeanenenue

(Komuouenr «Orpanuyenue aocTyna K
uuGopMaHI»);

HO MONHTOPHHTY H ofecHedyeHHIOo 0e30MacHOCTH
CBA3H HPH  IPEAOCTARNCHHH  OOCTYHA K
rOCYAApCTBEMHBIM,  MYUULMNANBHEIM,  HMAIM
HHOOPMALKOMUEIM CHCTEMaM I K ceTd "HHrepner”
(Komnouent «Mouutopuur u  obecHeueHue
Ge3omacHOCTH CBSA3UY);

IO MpeAoCcTaniIenHio ¢ uenonssopanneM ECIIJ] goctyna
TOCYIapCTBEHHBIM, MYHHLIMHTNABHEIM, HUEIM
HAPOPMAUHOHHEIM CHCTEMAM H K HMPOPMAUHOHHO -
TeleKoMMynnkaiHouHod cetu "Harepuer" (KoMmuoueHT
YcnyrH cs3H «IlpesocTapinenye ocTyma»).

OxasanHe HMcmomuutenem ycnyr ceisu g C30 H
Obbexror IIHMK, pacuoNokeHHBIX HA TePPHTOPHIX
cyOnexToB Pocchiickolf (Depepauuu (32 HCKIIOUCHHEM
Pecuy6nuxu KpeiM 1 r. CeBacToHONA) HO:

oprann3anun HoaxmoveHua k ECITJ (Komuouent Yenyru
cBs3u «Opranm3anps Kanana L2»);

nepeaaye NaHUBIX WPH OCYIIECTBICHUH goctyna Kk ECTIJ
(KommnonenT Yenyrs cessu «[lepeqaya ganusix L2»)

Defepannyblit OpraH HCIONHHTEIBHON BIACTH

Denepansras  cioyxba  OGesomacuoctu  PoccHiickoit
Genepanuu

IlenrpansHas w3buparensuas xomuccHs Poceutickoit
Denepanuu

Ilentp 06paboOTKH U XpaHEeUHs JAHHEIX

2. Oommue cBeacBus

2.1. OcHoBauua OkazaHus YCiyr:

2.1.1. Tloctanornenne [pannrenscta P® ot 15 anpena 2014 r. Ne 313 (pen. or

23.05.2019) «O6 yTBepkaenuu roeyaapeTBenHolt nporpamMmal Poccriickoit ®epepatmu

«rdopManuounoe o6IecTBOY;

2.1.2. Tloamyukr «6» nynkta 2 I[lepeyus HOpy4eHHit HO peamu3auuu [locnanus

IIpesupenta Poccuiickoi Pepepaunn QPenpepansnomy CobOpanuio Poccuiickoit
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Qepepaun ot 26.02.2019 Ne [Ip-294 HO  BOMPOCY  MOAKIKOUEHHI

obmeobpa3oBaTeNbNBIX Opranm3anyi k ceTH MiHrepHer.

2.1.3. MNoanyHkT «B» HyHKTa | [lepeuHs HOpydYemuil MO HTOTaM COBEMIAHHA
Ilpesunenta Poccuiickoii Penepauuu ¢ umeHamu IlpasHrenscrBa Poccuiickoit
Qepepaunn ot 23.04202]1 Ne [Ip-676 O nNpHHATHH AONOJHHTENBHEIX Mep,
NaNpaBleHHBX A HEJOHYIENNE CAy4YacB HEOIPaBAAHIIONO 3aABLIMCHHA CTOMMOECTH
YCIIYT HO NOAKMIOYEHHIO 00meobpa3oBaTenbHBIX OpraHH3auHii K BEICOKOCKOPOCTHOMY
Hurepuery,

2.1.4. Pacuopskenns IlpasutensctBa Poccubickoit ®Pemepauun ot 28.07.2017
Ne 1632-p «O6 yrBepxaenHH mnporpammel «Lludposas sxoHOMHKA Poccuiickoi
PenepauHH»;

2.1.5. ®egepansnnii MIPOEKT «HMudopmanHOHKAA HHpacTpyKTypa»
nauuonaneuoro HporpamMa «lludposas sxonomuka Poccuiickolt deaepaunu»,
YTBEP)KIACHHBIH IPOTOKOIOM 3acejaHuA NPEe3HAMyMa HPABUTEIECTBEHHOH KOMHCCHH 11O
HHGPOBOMY Ppa3BHTHIO, HCHOJB30BANMIO LMPPOBRIX TEXHONOTMH 1A yIyHuleHWs
Ka4yecTBa XW3HH H YCJIOBHMil BeICHHA MPEAHPHIMMATENBCKON AEATENBHOCTH OT
06.05.2019 Ne 8.

2.1.6. ITlonoxenne o MunucrepcTBe LMGOPOBOr0 Pa3BUTHA, CBA3NM M MACCOBBIX
KoMMyuuKanHH  Poccuiickoit  deaepaunu, yTBEpKACHHOE  [MOCTAHORICHUEM
IlpaBuTenscTa Pocchiickoit denepaumu or 02.06.2008 Ne 418 «O Muuucteperse
1H($POBOro pa3BHUTHA, CBA3M H MacCOBBIX KOMMyHHKauuit Poccuiickoii ®enepaimm».

2.1.7. Oxasanne YcIiyr CBS3H JODKHO COOTBETCTBOBATD:

—  MepepansuoMmy 3akoHy ot 07.07.2003 Ne 126-03 «O ceszu»,

—  QepepanbHOMY 3akoHy oT 27 wions 2006 roga Ne 149-03 «0O6 undopmauuu,
HHOPMALHOUHEIX TEXHOMOIHAX H O 3alUTe NHGOPMALUK»;

—  OepepansHoMy 3akoHy ot 27.07.2006 Ne 152-®3 «O nepcoHanbHEIX
AAHUBIX?;

—  QepepanbroMy 3aKkomy ot 06 uiona 2016 roma Ne 374-03 «O Bneceuuu
uiMenenuit B Qenepanbusbiit 3axou «O HpOTHBOAEHCTBHH TEPPOPUIMY»;

—  depnepansuoMy 3akouy ot 26 uions 2017 roaa Ne 187-03 «O 6e3onacHocTH
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KpUTHYECKOH HHpOPpMALHOHIOH uudpacTpykTyphl Poccniickoit Denepannn»;

-—  @epepanbHeiii 3akoH ot 29.12.2010 Ne436-d3 «O 3amure aperedl ot
UNGOpMaLKH, HpUYMHAIOMEH Bpeg HX 340POBBI0 M Pa3BHTHIO» B pPEHAKUHH
Qeaepanbnoro 3akoua ot 01.05.2019 Ne93-P3;

—  Vka3y Ilpesunenra PO or 6 mapra 1997 r. Ne188 «O6 yreepxaennu nepeyns
CBeIcHH{T KOHGHACHLIHATIBHOIO XapaKTepay;

-—  [lpaBunaM oKasaHMs YCHYr CBS3M [0 [Epejade AAHOBIX, YTBEPHKIEHHEIX
HOCTaHORJIEHHEM [IpaBurebcTBa Poccuiickoi Menepannu ot 23.01.2006 Ne 32;

—  IlpaBuiaM OKaszaHMsl TEJIEMaTHUeCKHX YCIYr CBA3SH, YTBEPKIOCHHBIX
HocraHornenneM [Ipasurenscrsa Poccutickoit Mepepannn ot 10.09.2007 Ne 575;

—  [locranosnenmo IlpasurenscrtBa Poccuiicko#t ®egepaunn or 30.12.2005
Ne 2385 «O nuueHsHpoBaHuH AEATENLHOCTH B 0GIACTH OKa3aHUA YCIIyT CBI3H I PH3KAHHK
YTPATHBLIMMH CHITy HEKOTOPLIX akroB [ Ipasurenscrsa Poccutickoit ®enepanyn»;

—  [ocranosnenmo [Ipamrrenscta PO or 27 amrycra 2005 r. N 538 «O6
yTBepkaeHur [IpaBuin R3aWMOAEHCTBHA OMEPATOPOB CBSNSH € YIOMHOMOYCHHBIMH
rocy1apCTBEHHBIMH OpraHaMH, OCYILECTRIISIOLIMMH OIEPATHBHO-PO3BICKHYIO
REATENBUOCTEY;

-—  Ilpuxasy MuuncrepcTsa HnpopMaLMOHNBIX TEXHOIOTHIE H cBs13M Poccuiickoit
Denepaunu o1 13.02.2008 Ne 18 «OO6 yreepxaeHun TpeGoBaHIi K CHCTEMHOMY NIPOEKTY
CETH CBA3U®;

—  Ilpukazy Munkxomcessd Poccau ot 26.08.2014 Ne 258 (pea. or 06.02.2019) «O6
yTEepxaexHH TpeGopanuii K nopaaxy BBOza ceTeit JNMeKTPOCBAZH B SKCILLY ATALIAION;

—  Ilpuxasy ©@CB Poccuu ot 10 mrons 2014 r. Ne 378 «O6 yreepx)aennu Coctasa
H COACPIKAHHA OPraHU3aLHOHIBIX H TEXHHYSCKUX Mep HO obecHcyenuio 6e30HacCHOCTH
OEPCOHANBLHLIX OAHMHBIX 0OpH HX 00paborke B OH(POPMALMOHHBIX CHCTEMAaK
NEPCOHBJABHBIX OAHHBIX C HCHOJB30BAHEM CpENCTB KpHITOrpadudyeckoil 3ammuTel
HAboOpMaLnH, NeoOXOAMMBIX /Ui BLIMOJHCHHA YETAalNOBNEHHRIX IlpaBHTENbCTBOM
Poccniickoit ®eepanus TpeboBanuii K 3aiHTE HEPCORANBHBIX JAHHBIX i KAXKI0T0 H3
YPOBHEi1 3alIHIIEHHOCTHY;

—  Ilpuxazy MuHKCTEpCTBa CBS3H H MacCOBBIX KOMMYHHKaum#k PO or 16 anpens
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2014 r. N 83 «O6 yrsepxnenuu [Tpasun npameHeHNs 000pyA0BaHUA CHCTEM KOMMYTALHH,

BKJIKOYAsA MpOrpaMMHOe obecHeueHHe, 0DecHEUHBAIIEr0 BHIHOJHEHHE YCTAHOBICHHEIX
ACUCTBUIH [TPH NPOBEICHUH OHEPATHBHO-PO3BICKHBIX MEPOTIPHATIID;

—  Ilpukasy MunHuCTepCcTBa €BS3H H MacCOBbIX KOMMyHHKanuii PO ot 16 auBaps
2008 r. N 6 «O0 yTBep)neHHH TpeGOBaHHI K CeTAM 3EKTPOEBA3H [UIA NPOBENEHUS
OHEPaTHBHO-PO3EICKHEIX MepoHpuATHY YacTs 1. O0uiHe TpeGoBanys»;

—  TexnuyeckumM HopMaM B €ooTBETCTBHM ¢ «PJI45.129-2000. PykoBogsaupii
AOKYMEHT OTpacnH. TeneMarudeckHe CiyxObl», yTBEpKEEHMBIM MpPUKa3oM MHHEBS3H
Poccuu ot 23.07.2001 Ne 175;

—  T'OCT 34.003-90 «MudopmanuonHas TexHonorus. Komuneke crannapros Ha
4BTOMATH3HPOBAHHLIE CHCTEMBI. ABTOMAaTH3HPDOBAHHbIE CHCTEMEl. TepMHHBI H
ornpeeneHu;

~—  T'OCT 34.201-89 «HMudopmauuoHHas TexHonorus. Kommaeke craspapros Ha
aBTOMATH3HPOBaHHEIC €HCTEeMbL. BHILI, KOMILICKTHOCTh H O0O3HAYEHHE NOKYMEHTOB
HPH CO3[aHHH aBTOMATH3HPOBAaHHKIX CHCTEM),

—  T'OCT 34.601-90 «MudopmauroHHas TexHomornsi. Komieke etannapros na
ABTOMATH3HPOBaHHbIC CHCTEMbI. ABTOMATH3IpOoBaHHEIe cucTeMbl. CTaaHH CO3AaHAM?;

—  T'OCT 34.602-89 «MudopmansoHHas TexHOMOI'HA. KoMuleke erannapTos Ha
ABTOMATH3HPDOBaHHbIe  CHCTEMBl.  TexHHuYeckoe  3agaHHe HAa  CO3JaHHE
ABTOMATH3HUPOBAHHOH €HCTEMbI;

—  TOCT 34.603-92 «MudpopMauuonuas TeXHONOIHA. BHAK HCHHITAHHIT
ABTOMATH3UPOBAHHEIX CHCTEMY),

— TOCT 27049-86 «3awmra obGopynoBaHus HpPOBOAHOM €BA3H H
00CITy>KHBAIOLIEr0 HEPCOHBIA OT ATMOCHEPHRIX PaspAIOBY;

—  T'OCT 28439-90 «AvmnapaTypa BOTOKOHHO-OHTHYEEKHX CHCTEM IepelayH Mo
JIHHUAM 2AeKTporepenay undposas. Obixe TeXHHYeeKHe TpeboBaHUAY;

— T'OCT 5238-81 «Ycranosku HpoBOAHOM eBA3H. CXEMBI 3aIIHTHI OT OMACHEIX
HaNpsHXKEHHU H TOKOB, BO3MHKAIOIMX HAa AHHWAX. TeXHHYCCKHE TpeOOBaHUA;

— TOCT P 50799-95  «CoBMECTHMOCTh  TEXHHYEEKHMX  EpejCTB

INEKTPOMATHHTHBA.  YCTOHYHBOCTE  TEXHHYECKHX  €PeACTB  PaaMoeBf3n K
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3MEKTPOCTATHICEKHM Pa3pPAAaM, UMITY TbCHEIM HOMEXAM H JHHAMHYECKMM H3MECHEHUSM
HANPSHKEHUIT €eTH 3MeKTpoHUTanus. TpeboBaHUs H METO/ ikl HCIILITAHHIDY,

— I'OCT P 53724-2009. «KagecTBo yenyr esasn. O6uue NOaoKeHus»;

—  TOCT P 53731-2009. «KagectBo ycuyr cBsa3H. TepMHHBI H OIpeeNemm;

—  T'OCT P 53728-2009 «KauectBo yciyru «[lepepaga manusxo». [TokasaTenu
Ka4ecTBay;

— TOCT P 53729-2009 «Kauectso ycnyrs «[Ipexoerasiense BHpPTyalbHOM
yactHoit eeTH (VPN)». [Tokazarenn kadecTsay,

— T'OCT  28147-89 «CHcrember  obpaborky  HudopManmu. 3ammpra
KpHHTOrpadH4YecKas. AIropHTM KpONTOrpagHYecKore npeodpasosammwm;

— T'OCT P 34.12-2015 «HMndopmaunoHHan texHonorus. KpunrorpadHueckas

3al(HTa HHPopManuH. Brounsie mndpe.

2.2. Cpox oxasauus Yemyr: ¢ | ausaps 2022 roga no 31 asrycra 2023
BKJIIOUIITE/BHO.

Yeayrn CBA3H OKa3hBAlOTCH HENPEPHIBHO, KPYIIOCYTOMHO H €XEAHEBHO B
€00TBETCTBHH ¢ yclnoBusMu T3.

2.3. Oxazaune Ycayr csssu s C30 v OObextoB LUK ocyilueeTBiseTcs B
eoorBercTBuM C 3asBkamH H llenamn eanuHn Yceinyro ([lpmioxenne Ne 2 k
rocyJapCTBEHHOMY KOHTpAKTY).

2.3.1 Ycuyru essizu, cOrNacHO HAIPABIAEMEIM 3aKa3uuKOM 3asBKaM, BIUTIOUAKOT

B ceb:
2.3.1.1 Oxazanue HcnonnareneM ycmyr cBm3H ms C30 H Obsexros ITUK,
PaclONOXeHHEIX Ha TeppHTOpwix cyOpekroB Poecuifckolt demepauun (32

Hexmouyennem Pecny6nuku Kpeim o r, Cepacrorons) mo:

1) Hepenade NAHHEIX HOPH OEYIIECTBIEHHH JOCTYHA K IOCYAPETBEHHEIM,
MYHHI[HHANBIIBIM, HHBIM HH(pOpPMAIHOHHBIM CHCTEMAM O K CeTH

"UuarepHer” (KomHOHeHT YenyrH ces3n «[lepepada AaHHBIX») B €0CTaBe

yelyr:



13
— HO 3amure [AaHHEX, 00pabaThiBaeMEIX H [EpedaBacMEIX HpH
OCYIIECTAICHHH AOETYHA K IOCYAApCTBEHHEIM, MYHHLIHMAJBEHBIM,
HHbIM HMHPOPMAUHOMHBIM CHCTeMaM H K cetH "Hnarepner”

(KoMnoHeHT «3ammTa qauHbIX»);

— HO ODecreyeHHIO OrpaHHYCHUs AOETYHA K HHQOpMALMy,
pacHpocTpaneHHe kotopoi B Poecuiickoit Menepaunu 3anpemeno, u
K HHQOPMALHII, HPHYHUAIOWEH BPEX 340POBBIO H (HAH) Pa3BHTHIO
aered, eonepxawedica B cetH "HurepHer" mns o0pazoBarenbHEIX
opranmzauHi ~ (Kommowent — «OrpanmyeHne — pgoeryHa K

HropMaLHmM»);

— HO MOMHTODMHIY H oDecHeueHHI0 Oe30HAEHOETH CBS3H MpH
HPELOCTABIICHHH JOCTyHa K rOCYAAapCTBEHHbBIM, MYHHIMIIATLHEIM,
HHBIM HMA(QOpMAIHOHHBIM eHcTeMaM #u Kk cetd “"Hurepmer"

(KoMuoHeHT « MOHITOPHHT H 06ecHedenue 6e30HacHOCTIT CBAZHY );

2) 00 nmnpepocTaBieHHio ¢ HeHonme3oBaHweM ECIIJI goeryHa x
roeyapCTBEHHLIM, MYHIIIHIATEHBIM, HHBIM HH(QOPMAIMOHHEIM CHCTEMAaM
H K HHQOPMAUHOHHO - TeNeKOMMYHHKAUOHHOH eetH "Uxrepner"

(KomuonenT Yemyru cea3H «[IpeocTaBieHne JOCTyHa» ).

3) opranmzanmu noakmouenns Kk ECIL] (KomHoHeHT VYeinyrm cessd

«Opranmsauys kaHana L2»);

4) mepenaue naMHbIX OpH ocymjecTBIeHHH poctyna K ECIT (KoMmoHenT

Yemyru essi3n «Ilepenaua gaHHex L2»).

2.4. Meero OKa3aHUR YCIyT:

Cybwextel Poceniiexo#t ®epepaunH (3a HcKmoueHnem PecnyGinxu Kpemm u
r. CesacToHOan), HO MecTy HaxoxuaeHun Touek mpHeoemuuenus ECILI, Ho MeeTy
Hakoxaeuns C30 u O6wexron L{UK, HO MeeTy Haxoxaenus Mcnomunrens.

2.5. Hexonnsi¢ naHHEIC,

[Ipn okxazanHH VYemyr eBaA3H McoOaHHTENs AOMKEH pPYKOBOICTBOBAaThEA
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CIeAyIOIHMH HCXOAHBEIMU AAHHBIMH:

— HaerosmuM T3;

— mnepeunem Todek npHcoenmuenus ECII;

— 3asBKaMH HA OKa3aHHe Y CIyr CBA3H.

2.6. PeaynsTaThl OKa3zaHua YCIyr CBA3H.

2.6.1 Hcnomuurenem oka3zaHel ycnyrH ceasH mia C30 m OOwexto LUK,
PacnoNOXEeHHBIX Ha TeppuTOopmsax eyOpektoB PoecHiickoit ®epepannno (3a

Hekmo4eHHeM Pecry6nnku Kpbim H r. CepaeToHOIA) HO:

1) mepenaye NaMHBIX HPN OCYILECTBACHHH ROETYHA K rOCYAAPCTBEHHBIM,
MyHHIHHAJIbHBIM, HHBIM HH(QOPMALHOHHHIM CHCTEMAM H K €€TH

"UnrrepHer" (KomuoHent Yenyru ceasn «llepenaya HaHHBEIX»®) B COETABE
yenyr:

— M0 3alj¥Te JaHHHX, 00pabarsiBacMBIX [ mepelaHAEMBIX IPH
OEYHICCTBACHHH AOCTYIA K rOeyJapCTBEMHbIM, MYHHIHIAJILHBIM,
HHBIM HHQODMAlHOHHBIM €HeTeMaM H K eetH “Hurepuer”

(KoMmoHeHT «3auura fanubIx»);

— o0 ofeCrHedYeHHIo OrpaHuYeHWss J0eTynma K  HHPOPMAILHH,
paenpocTpaHeHHe KoTopoii B PoccHiiekoit denepauHu 3alpemeHo, H
K HH(pOpMaUHH, IPHIHHAIOILEN! Bpea 3Z0POBBI0 H (M) pa3BHTHIO
Jeredi, copepxaweiica B cetH "HMHrepHer" ana o0pa3zosBateNbHEIX
oprauuzaimii  (Kommonent  «OrpaHuueHue aoCTyHA K

uudopManumu»);

— HO MOHHTOpHHrY Hu ofecredyeHnio 0€30HAGHOCTH CBA3H HpI
MPEAOETABICHAM AOCTYyNA K rocylapeTBEHHBIM, MYHHI[HIIANBHBIM,
HUBIM HMHQOpMAIMOHHBIM eHeTeMaM H K ceTH "HurepHer"

(Kommnonent «MonnroprHr o obecHeuerHe 6e30HaCHOCTH CBA3M ),

2) npegocrasnenmio €  HewonszoBaHHem ECIIJ]  moeryma K
rocyJapeTBeHHBM, My HHIIMITATBHEIM, HHBIM HHQOPMALHOHHBIM €HCTEMAM

H K HHQOpPMAUHOHHO - TeJeKOMMyHHKaitHOHHOM cetH "HHTepuer"
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(KoMuouent Yenyru ceasu «Ilpepocrasnenne J0CTyHa»).

3) opraumzanuu HomwmoueHus k ECIIM] (KomHoHeuT Ycenyru cassH

«Opramu3auus kasaita L2»);

4) Hepenaue AaHHBIX HpH ocymecTBlIeHnu noctyna Kk ECITM (KoMuoueHt

Yeayru cea3u «[lepenaga ganeix L2»).

2.7. MHcoonHurens LOMKeH COOTBETCTBOBATh TpeOOBAHUAM, YCTAHOBIEHHLIM B
COOTBETETBHH C  3akoHojatenbeTBOM Poccmiiekoit denepaunmH K  JIHOAM,
OCYIIECCTBIAIOMMM OKa3aHHE YeJIyr CBA3H, HO3BOJIAIOU(MM HAa HPOTHKCHHH AEHCTBHN
['oeynapcTBEHHOrO KOHTpaKTa OKa3bIBATh C/EAYIOIIHE YEIYIH:

—  YCIYI'H CBA3M IO Hepelade NaHHBIX, 33 HCKQYEHHEM YCIYr CBA3H IO
nepenade JaHHBIX U Lenel HepenayH ronoeoBoi HHpOPMALUH;

—  TENeMATHYECKME YEIYyTH CBA3H;

—  YeIyru HO 3amuTe HHPOpMALHU.

2.7.1. HcHonHHTeAb ANA €OOTBETCTBYIOIIMX BHAOB paboT JOAXKHBI HMMETH
NHLIEH3HH, JeHeTBYIOIHE Ha TEpPHTOPHH PoecHiickoi denepaiiHu Ha eeayiomue BH B
JeSTeIBHOCTH:

— axoew3Hd @OCTIK Poecum Ha oOCymecTBIeHHE JeATENBHOCTH IO
TeXHH4eeKo# 3anuTe KOHPUACHIMATEHOM HdopMally B YACTH CNeAYIOIHK paboT U
yeIyr, yTBepXAeunelX HoeraHoBNeHHeM [Ipasurenscrsa Pocentiekoit deaepauun or
03.02.2012 Ne79 «O nHUECH3HPOBAaHMH JEATENLHOCTH HO TEXHHUYECKOH 3aluTe
KOH(HMIeHHATBHON HHGOPMALTHHY:

— KOHTPONbL  3AINHHICHHOSTH  KOHQHACHUMAILHOM  HHQOpMAuHO  OT
HECAHKIHOHHPOBRHHOIO JOCTYHa H ¢¢ MOAHGHKALII B CpeACTBaX H €HCTeMAax
HH( OpMaTH3AIMH;

— yeTaHOBKa, MOHTA)K, HEMbITAHHSA, PEMOHT CPEACTB 3aUHThI HHMOPMALMIT
(nporpamMHeIX  (MPOrpaMMHO-TEXHHYEEKHMX) CPEACTB 3alHTH  HHQOpPMAlHH,
3AMIMOICHHRIX [OpOrpaMMMbIX (IIpOrpaMMHO-TEXHHYEEKHX) cpeacts oOpaborkn
HHPOPMAUKH, HPOrpaMMHBIX (HPOrpaMMHO-TEXHHYECKNX) CPEACTB KOHTpOAA

33IMUIIIEHHOCTH HHPOPMAIHH);
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- muuensuy  QenecpancHOR ciyxkOnl no  Hagzopy B cdepe  cBA3M,
HH(GOPMALMONHMEIX TEXHOIOTHIH H MACEOBBIX KOMMYHHKALHI:

— Ha OKa3aHHE YEIYT CBA3M MO HEpeRade NaHHBIX, 33 HCKIIOYCHHEM YCIyT
CBA3M IO fiepeaade AaHHBIX A1 Lenel rnepefadu ronocosoit MuGopMaLHH;

- Ha OKa3auHue TeleMaTHICCKUX YCIIYT CBA3H,

~ nuneusnn ©CH Poecus Ha ocymecTBienne pa3zpaGoTKd, NMpoW3BOACTBA,
pacfipoCTpaHeHHs MHAGPOBANBHEIX (KPHITOTPaQHYeCcKHX) CpeAeTs, HHGOpMAUHMOHHBIX
CHETEM M TEIEKOMMYMHKALHOMMBIX CHETeM, 3aIMIIeHHBIX € HCMOJB30BaHHEM
IHGPPOBATBHEIX (KPUNITOrpaguIecknX) CPEACTB, BHIMOIHEHHS paboT, OKasaHHsd YCIyT B
ofnacty wHpoBaHus HUGOPMALHH, TEXHHIECKOrO O0CTY)KMBAHMA IHPPOBANBHEIX
(kpurrrorpadaeckux) cpeACTB, HUGOPMALMONMBIX EHETEM H TeIEKOMMYHHMKALIMOHHBIX
CHCTEM, 3AIIMHICHHBIX C HENONB30BAHUEM MUGPPOBANBURIX (KPHIITOrpaguIeckux)
cpeaeTs (3a MEKIIOUENHEM CITyqas, eCIH TeXMHIecKoe 00cIy XuBanne mudpoBalbHBIX
(kpurrrorpadaeckux) cpeACTB, HHOOPMALMONMBIX CHCTEM H TEIEKOMMYTHKALIMOWHEIX
CHCTEM, 3AMHINCHHEIX ¢ HCHONB30BAHMEM MIMGPOBANBIBIX (KpUNTOrpadUIecKux)
CpeAcTB, OCYHMIECTBIAETCH AN obecrieuenus CoOCTBEHHEIX HyXK] IOpHAMIECKOro JHIA
HIIH MHAHBUAYaJILHOro MpEANPHHUMATENA)» B 9aCTH CICAYIOHX paboT u yeayr:

~ MOHTaX, YCTaMOBKa (MMETAUBIMA), HanagKka  MHPPOBANBLUBIX
(xpunrorpaguaeckux) cpeacts (H.12 Ilepeuns BHIMONUAEMBIX pabOT H OKa3bIBAEMAIX
YEIyr, COCTaBIMIOHX JIHIEH3UPYEMYIO NEATEIBHOETh, B OTHOMENHH IMHQPOBAIBHBIX
(kpuHTOrpadUvIecKuX) €peacTB);

- MOHTaX, YyCTaWOBKa (HHCTAULALMA), HANaAKa 3alMINENNEX €
HCMONE30BAHMEM MHQPOBAIBMBIX (KpHAITOrpaduUuecKHX) CPEACTB MH(POPMALMOHHBIX
cacreM (.13 Ilepeums BRIMONHSEMBIX padoT U OKa3BIBAEMBIX YCHYT, COETABIISIOLMX
JIMUEHINPYEMYIO AEATENLHOCTh, B OTHOLICHWH MH(pPOBANBHEIX (KpUIITOrpaduiecKuX)
CpEACTR);

~ paboTsl HO OOCAYXHBAHHIO MHPPOBANEHEIX (KPHHETOrpadUIECKHX)
€peJICTB, MpeAyCMOTPEHHEIE TeXHHIECKOH U SKCILTYaTalMOHHOM JOKyMeHTauMel Ha 3TH
cpencTtea (3a HCKIIOUYEHHEM CIydas, ecld yKasauuble palGorei npoeogsTes s

obecnievernns co0eTBeHHBIX HY* ) (11.20 [lepeyuns BuinonuseMux paboT H OKa3KBaeMBIX
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YCAyr, COCTARIMIOMHX JIMLEUIHPYEMYIO JesTeNblOoCTb, B OTHOMEHHH MU(POBAILHEX

(xpHOTOrpadHYECKHX) CpEACTB);

~ Hepenava mupposansubx (KpuaTorpaguyeckux) cpeacts (u.21 Iepeuns
BBIIOJNMAEMBIX pabOT M OKashlBaEMBIX YCIYF, COCTaBISIOMMX IMUECI3HPYEMYIO
AEATENBHOCTD, B OTHOLIEHHH MH(POBANBIKX (KPHHTOrpadMUECKUX) CPENETR);

- nepeava  3AIHINEMMBIX € MCMONB3OBAHHEM  MIMOPOBAILHBIX
(kpurrorpagHueckux)  epeacte  MHGOpMaunHOHHRIX cHcteM (.22 Ilepeuns
BBIMIOJIMSIEMBIX paloT M OKa3blBaeMBIX YCIYr, COCTABJIMIOMMX JIMUEHIHPYEMYIO
AEATENBbHOCTD, B OTHOIEHHMHA IM(pPOBATBHEIX (KpNITOrpadHIecKUX) epeacTs);

- nepenada CpeACTB U3NOTOBIACHHUS KIHOYEBBIX NOKyMeHTOB (11.24 Ilepevus
BBIMONKAEMBIX PabOT M OKa3bIBAEMBIX YCIYI, COCTAB/SIOIUMX JIMLEH3HPYEMYIO
AEATENBHOCTD, B OTHOILIETIMA IMGPOBANBHEIX (KpHITOrpadMyeeKux) cpescTs);

Hns nogTBEPXKAEHHS COOTBETCTBHS YKa3zaHMbIM TpefoBaHusM Hcmonuurens
AOJDKEH MPENOCTaBUTh BBIHHEKY H3 peecTpa JuueusHil o manmuuu y Henonuurens
COOTBETCTBYIOIUMX  JIMLEM3MH MIH KOHHM COOTBETCTBYIOIIMX JIHIEM3HH B
YETaHOBIIEHIIOM 3aKOHOAaTeNsCTBOM Poceuiickoii Qenepanun nopsaxe.

2.8. VYenyrH cBs3u JODKHKI OKa3bIBaThes 24 (ABafuATH YETHIPE) Yaca B CYTKH 7
(ceMr) gHedt B neaemo.

29. VYemyru cps3d AOMKHBI [PENOCTABIATHCA IIOCPEACTBOM CETH IEPEayuu
AaHHeX Mcnomnmnrena.

2.10. ECIIJ{T aomkHa OBITb OpraMM3oBaHa HO HPHHMUHHY HOJHOCBS3HOIL,
JAUMMINCHHON CeTH CBA3M, H30NMpOBaHHOH oT cetH Murepuwer H ceredt npyrux
nonp30BaTeNcil Ha JIOTMYECKOM YypOBile, M MNoaaepkupaomed oOMeH RaHHBIMU
(rpadmxom) uepes yanu ECII na yposue cy6sexros PO (3a nekiouenneM Peeny6Ginkn
Kpuaim u r. Cepacronons).

2.11. inx oxazamus Ycayr eessu C30 u Obwekram LUK B coerase ECILJ
OPraHu3yIoTCs KaHalbl nepenadyu JaHueIX M Touku npacoenuunenas ECII.

2,12, Ins  oxasaHEs Ycayr  HCHONHHTENS,  JOMKEH  MCHONB3OBATH
TeNEKOMMYHHKaUHOUHOe 000pyA0BaHHE, CTPAHOH NMPOHCXOKIEHHA KOTOPOTO SBIAETCS

Poccuitckaa @enepanusa, M CBEACHHA O KOTOPOM COAEpXKATCA B NEpEdYHE
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TEAEKOMMYNHKALMONMOr0 060pyA0Bauus POCCHICKONO HPOMCXOXKAEHHS, KOTOPBIH
hopMupyeTCs nprkasaMu MMHMCTEPCTBA NMPOMBIILIEHHOCTH H TOProBiH Poccutickoi
Qepepaupy, wn B Epuuom peectpe poccuitexoif paaMosneKTponMoil MpomyKimH,
chopMUpOBaHHOM MHUMHCTEpETBOM [POMBILLICHHOCTH M TOproBad Poccuiickoit
Depepaiuu.

2.13. Ilpu OTCYTCTBHH TeNeXOMMYHHKAIMOHMIOr0 05OpYN0BaHUs, KOTOPOMY
NPUCBOCH  CTATYC  TENCKOMMYHMMKAHOMMOro  ofopynoBaHus  poecHicxoro
HPOMCXOXIECHUs, 0Onafaromero XapakTepHETHKAMH, HEOOXONMMBIMH And OKa3amus
Yeimyrd, @ Takke B CIydae, €ellM IPOM3BOJMTENE TAKONO TENEKOMMYHMKAIIMOMHOIO
o6opynoBanys He B COCTOAMUH OGECHEUMTD €r0 HAIMYHE B JOCTATOYHOM KOIMYECTBE
AT HaJala OKasauus YCIyr Wid B TEHEHHMM CPOKa ee okasaHus, McuonnHTeNs Bripape
MCHONB30BaTh /A OKa3aHWA Yelyr MHOe TEeleKOMMYyHKanoHHoe o6opymoBanue
TOJILKO HOEJIE COrNacoBaHUs €10 HCHONB30BAMKMS ¢ 3aKas KoM,

2.14. 3axa3’uuk COrnacoBBIBacT HCHONMBE30BAaHHE MHOIO TENEKOMMYHHKAIIHOTHONO

ofopynopanns, npexycMoTpernoro m. 2.13. T3, B cneayromux cirydasx:

— OrcyrcTBHE  TENEKOMMYMHMKALMOMMOTO  O0OpyNOBaHHS, KOTOPOMY
NPHCBOEH  CTaTyC  TENEKOMMYHMKAIIMOHHONO  ofopymoBaHus  poccuiiekoro
HPOHEXOXKcHusd, 00Nafalolero XapaKTrepueTHKaMH, MeoOXOIUMBIMH U OKa3aHUA
Yenyru;

— I[IpeacrapnenneMm McnonuuteneM 3axkasunky 3aBepeHHBIX KOHMH 3aHpoea,
HAMpPaBJIEHHOI0 MPOMIBOAUTETI TEICKOMMYHHMKALHONHOro obopyaoBanusa, KOTOpOMY
HPHCBOEH  CTaTyC  TENCKOMMYMHKAUHOHMHOrO  obopygoBanuss  poccuifckoro
HPOMEXOXKIeNud, 0 BO3MOXKHOCTH o0eeHedenus €ro HAJMYMA B CPOK H B KOJHYEETBE,
KOTOphie HeOOXOZMMBI fANs OKa3aHHA YcCIyr, a Takke MpeJoCTaBACHHMA OTBETA
HPOM3BOAMTENA, HOATBEPKAAOET0 HEBO3MOKHOCTE TAKOro obecnedeHmus.

2.15. Henonuurens obecrevupacT MpHEOCAHHEHMe KaHana cesasu mexay C30,
O6nexramn [LIUK u ECTI]] B Touxax npucoeauueuns ECIT]I.

2.16. TpeboBanux x 06opynopanuto Touex npucoeguuenus ECIIO pis C30

1) Touxoit npueoenunenns ECIIJ sBnsetres xoMnonekT oGopyaoBaHUS

HcnonuuTens, B cocTaB XOTOpOro BXOAMT ©O0OpymOBaHHE; C CETEBBIMH



2)

3)

4)
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watepdeficamu s nogxmogenss Kawanos L2 mexgy C30 u BCIIL

KonuyectBo HATepdeiicoB ans HOAKMOYenus 0OOPYAOBAHMS KAHANA CBA3H
mexay C30 u ECIJ] nomkHo ofecneunts okasanHe Yciyr CBA3H.

Cocras ofopynosaHus Touek mnpucoemuuenuss ECIIJ] nomxen Gbith
oupenence McaomureneM e yaerom TpedoBanuii T3.

Hcnonuutens obeeHeuHBaeT yCTaHOBKY HeoOXoguMoro ofopypoBands B
Touxe npueoenasenus ECI1/] cBouMn cuitaMH U 3a €Boii cuer

Anpeca pasmewmenus TodeKk npucoeansenus ECIIJ] MPeAOCTABISIOTCH T1a
yTBEpXaenne HO dopme B coorBercTBHM ¢ I[lpmiuoxkenmwem Ne 4 K

TexuugeckoMy sapanuio McnomuureneM 3aka3duky B CpPOK, YKa3aHHBIH B II.
7.1 T3.

2.17. Tpeboranns k 06opyaopauuio Touek Hpucoenunenus ECII ana O6vekToB

11714
1)

2)

3)

HUcnonuatens obecHeuuMBaeT YETaHOBKY NeoOXoaumoro ofopynoBands B
Touke apucoegunenus ECI1/] cBouMH CHTamMH H 3a cBOH cyeT.

Touko#t wupucoenuuenus ECILH senseres xommnext ofopynosanus
HUcnonuutens uiu npusiedennoro UcnomureneM COHCHOJIHHTENS, B COCTAB
KOTOporo Bxoautr ofopyxoBaMHe ¢ ceTeBRIMA uuTepdeiicamu i
HoAkmovenus obopynosanus O6wvexros LK. Konuyeerso untepdeiicos nnsa
noaxmodenus obopynopanas O6nexror LUK nomxao obecHeunTL OKa3aHue
Yenyr ¢Ba3H.

OGopynosanne Touxkn npucoeaunenus ECIUI pomkxuo ofecueqHBATH
AOCTATOMHOE KOJMYECTBO HHTepdeiicoB mna woakmovenns k ECIIT
obopynopanua O6sexta LUK u pacnonararscs ua O6wexre LUK B MecTe,

cornacosanuoM [Ipencrasurenem odpekra LUK

2.18. Hoctyn x cetn Wurepnetr u3 ECII/] nomken oCymecTBAfTHCS Ma YPOBHE

aJAMMHUHETPATHBHBIX LIEUTPOB ¢yOBekTOB Pd, B xoTOpSHIX pacnonoxedsl C30 u O6neKTh

UK. Ocymeersienne noctyna K cetd MHTepuer Be anMUMHCTPATHBUEIX LIEHTPOB

cybrvexros PO cornacoBaiBacTes € 3aKa3zqHKOM.

2.19. Konuuecrso Touek npucoexunenns ECITM ans O6sextos LUK pomksO
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COOTBETCTBOBATE KonHuecTBy O6sexTor [[UK, ykazaHHbIX B 3asBKaX, H MAKOAUTLCA 110

ux daxtudeckum aapecaM. Ilo cornacosanmio ¢ IlpeacraBurenamu o0bekroB LUK
RoNlyckaeTcs opranusauns ogHod Touku Hpucoemuuenns ECIIJ{ ang HeCKONBKHX
O6mnexros LIUK npu yenoeus MX HAKOXKIEIIA B OQHOM 3aHHH (NOMEILECHHH).

2.20. s O6sextoB LUK, xoTopeie OyayT 400aBnATECA JONOAHHTENLHO, THYHH
CBA3H OT CPEACTB CBA3M, BXOASWMX B COCTaB CETH 3nexTpocBa3n HMcnoanaTrens, ao
Touexk mpucoeaumennus ECIII ma Obwextax LMK gpomkuel ucnoassosats BOJIC.
Henonp3opanme CIIyTHHKOBBIX K8HAIOB CBA3M M opranu3aiuu Touex HpucoeanHenus
ECIIT B TpyZHOROCTYHHBIX HAacElIE€HMMBIX IIyHMKTAaX [OMYCKAeTCH TOJNBKO IpH
oboenoBanuH gauuoil HeoOxomuMmocTH MHMcenmonmureneM H HO COrIACOBAHHIO €
3aKa39MKOM.

2.21. B xaxnom cybbekre Poccuiickoit denepanuu RokHe ORITE He MeHee
oauo#t Touku npucoezunenns ECIIJ] ¢ Bo3aMoXHOCTBIO OKaszaHHs Ycayr cassd (3a
nekmovenneM Peeny6nuku KpeiM u r. CeBaeronons).

2.22. Touks Hpucoegunenusa ECIIJ] nomkuel ofeeHeduBaTH JOCTATOYMOE
KonugecTBo MHTEpdeiicoB mis Hoakmouenas K ECI]] Kananos L2. Tansi abouentexux
(u3MgecKX HUTEpGEiicoB, KOTOPEIE MOTYT HCIIONB30BATHCS [P IPHCOSTHMEHHHE B TOM
9HCIIE:

- 802.3ab 1000BASE-T (10/100/1000 Ethernet over copper);
- 1000 Base-LX (onMoMOA0BOE OHTITHECKOE BOIOKHO);

- 1000 Base-LU (onoMonoBoe onTHYECKOE BOIOKHO);

~ 10G Base-LR (oamomMonoBoe onTiyecKoe BOJOKHO);

- 100GBASE-LR4 (0n1HOMO0BO€E OOTUYECKOE BOJIOKHO).

2.23. Kanannl cessu ECIT/] mexnay Touxamu npacoemuuenus ECITI nns C30,
3a/ieiieTBOBaHMBIC B OKa3aHUM Y CIIyT, JOMKHEI HeHONL30BaTL BOJIC, 3a HCKMOUuenneM
YyKoTCKOro aBTOHOMHOTO OKpyTa.

2.24. JlMMHH CBS3HM, MCIOJNB3yEMBIE ANS MPENOCTABIEHHS YCIIYr, NOJDKHEI
HaxXOOuTRES B mpeaenak rpanuy Poceuiiexoii Depepaiuu, 3a HEKIIOUECHHEM Tex,
KOTOpRI€ HCHOJILIYIOTCH AL 00eCHeYeHus PyMKLIHOHMpoBaHuA TovYeK HpUCOeAHUEHUS
ECITA 8 O6wextoB ITUK Kanuuuarpaackoit o6aacTH.
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2.25. He nomyexaercs OpraHH3anHd KaHAJOB CBA3H, HCHOJB3YIOMMXCA IS
okazanus Yenyr casH C30 u O6wexram LIUK, uepes cetr UnTepuer.

2.26. na C30 B eoerase ECIIJ] opraHH3yloTCs CleAyIOlHE OTACIBHEIC
BHPTYANBHEIE CETH BKIIIOYas, MO Me OrPanHUHBAACEH CIETYIOLIHMH:

- Hepeqayy [JaHHBIX O0pa3oBaTeNpUBIX OpraHmsaunit npu
JOCTYHE K NnopMalHOHHEIM CIICTEMaM H B ceTh UHTepuer.
2.27. Ina ObwextoB LMK B cocrane ECIIJ opranusytorca enemyrompe
OTAeNBHEIC BUPTYAIBIEIE CETH BKIIOYAA, HO HE OrpaHIUBAACh CIIEMYIOMIMH:
- nepenadd aanuelx LUK, UK CP®, TUK nns FAC «Bribopei»,
- nepexaam nanneix UK CP@, THUK npn npegoctapiennn 10CTyna B CETh
«HHTECpUET?.

2.28. Tpaduk, npeauasnadeuublii QA OTHENBHBIX BHPTYAIBHBIX cerelt, ue
JOXEeH HEpeMemnBaTbCA.

2.29. Touxku npucoeauuenus ECIJ gma C30 pomkmnel cooTBeTCTBOBATH
CNEAYIOMIMM MapaMeTpam:

— konuuecTBo Touek npucoeqnnenus ECITM ue menee 83

- B aJIMHHHCTPaTUBHOM LenTpe Kaxaoro cydbekra Poccniickoit @enepannn
(3a ncxmouenneM Pecuybnniu Kpeim 1 r. CeBacronons) gomkHO GBITE e MEHee OfHOM
Touxu npucoexunenus ECIT];

- HOoNoca mporyckanus Ha ogHy Touky Hpncoemuuewus ECITJ momxua
obecrneyHBaTh rapaHTHPOBAaHHOE BBINOJINEHUE NAPaMETPOB KA4eCTBA HEPeqa4H JAHHbIX,
COOTBETCTBYIOINHX TpeOOBaHUAM uonKmodeHds A kaxgoro C30, HOOKIOYEIHOro K
ECIII;

- koadpunuenut roropuocty cety Kr He meHee 0,997 3a pacueTHrIi nepHOL;

- Ko3ddHLKeHT roroBuocT Touku HpHeoegunenus ECIL ue menee 0,997
33 pacyeTnklit HepHo,

~- IpoueHT HoTepH IP-HakeToB, 3anepXKa nepexadu [P-nakeToB 11 BapHauus
BpCMeuH 3a1epxKe |P-nakeroB JOMXIEI COOTBETETBOBATh Tpebopanuam T3;

ApYr¥M TpeboBaHUAM, H3JIOXENHEM B T3.

2.30. Touxu HpHcoeauHenuss ECIIA gmma O6vektoB 1[UK  gonxHE
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COOTBETETBOBATH CIICAYIOMMM NapaMeTpam:

— komuuectBo Towexk mpucoennnenus ECIII mma  O6wnextor LUK
onpexeiseTca B coorsercTnnn ¢ KommectsoM O6nexToB [IUK, ykazanubix B 3asBKax,
OpH 3TOM JOIycKaeTcs opraHusauus oaxoit Touku Hpueoemumewms ECIIA ans
neckonbkux O6wextoB UK, pacHOI0XEeHHBIX B OMHOM 3X8HHH, HOMEINCHUH;

— yBenmienne/ymenslienne Touek npucoeannennss ECIJ] nponexonut npu
popmuposanuu HoBbIX O6bexToB LIMK Poeenn uin ux cOKpaleHHN nocie Moxy4eHus
3adaBKM;

— noyioca nponyckanus na oAHy Touky HpHcoeansenus ECIII pomxna
obecreunBaTe rapaHTHPOBAHIIOE BRINONIHEHHE NIApAMETPOB Ka4eCTBa Nepeadn JaHUBIX,
COOTBETETBYIOIMX TpeboBaHHAM noaxarodenus ans Kaxuaoro O6sexra [TUK;

— xo3ddunuent rorosnoctd Touku upucoeannenns ECI] ue meuee 0,997
3a pacyeTHbli Nepuos;

~ npouent HoTepH IP-naketos, sanepxka Hepenayn IP-HaKeTOB 1 BapHANMS
BpeMeHH 3aepkkd IP-HaKeTOB AOIDKHBI COOTBETCTBOBATH TpeboBamusam T3;

- ApyrnM TpebopaHmsM, u3NoXeHHEIM B T3,

2.31. Hcnonxurens o6s3aH okaspiBars Yemyry caszu mis C30 u O6sexros [TUK
6e3 orpanudeHns o6beMa nepeaaun (6e3mumMnTyo).

2.32. Hcromurens camoetoaTensHo npuncoeauuser kK ECIT MC, na oenoBauHH
3aMpOCOB OT JaKa34yHKAa.

2.33. Wcnommurens o643aun nponsseetu npncoeausenne MC x ECIT] B TeuenHu
30 (rpuauatH) nHedf ¢ maThl HONMy4euus 3ampoca OT 3aKa3uuKa MM 3AIPOCOB OT
Bnazensues MC wiu [TUK.

2.34. UeHonuvreNb 3a CBOH cYeT NPOBOAMT Bee HeobxommMuie paboTEl MmO
npueoegnuennio VIC k ECILJ B tom uyucne H gopaborky MIC B uactn o6ecnevenus
obopynoBaHueM i ofecHeyeHMs KpunrTorpadpuueekolfl 3amMTEL nepenaBaeMBIX
JAHHBIX MeXcy uons3oBareinamn n UC.

2.35. HUcuonunrens npucoeguuser K ECIL]] peruoHansHele B MyNHLHHATBABIS
ceTn nepefavH NaHHbIX Cy6nexToB Poceniickoit PeaepaiiHy, HO obpameHio cy6LeKTOB

Poecniicko#t Qenepaunu. ITpHeoeaunenne perHOMANBHBIX W MYHHMLHMNATBHLIX ceTel
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nepemaun JaHHBIX ey0nekroB Poccuitexoili PepepauuH POW3BOAMTCA MOCIHE
COITIaCOBaHHUA C 3aKA3YHUKOM.

2.36. Uenomuvrene Beaer peectp HpucoegdHenHslx k ECIJI HC B
undopManronno-aHanuTHIeCKas cuerema «Peectp yenyr epazm» (MAC PY(Q), c
ykazanuem: naspamua MIC; paret npucoemumenus MC x ECIT u wepeums C30,
ncrons3yromux UC. Joeryn k cucteme UcHonnmrenio upegocrasnser 3aKasduk.

2.37. HAcuonuurens obecHeunBaeT MapmpyTH3anuo Tpagnka 1 goeryinocrs MC
it C30, moakmMoueHHBIX K pernonanbHeiM eeTaM cybpekTos Pocenitexoit Denepauny,
B CBOEH 30HE OTBETCTBEMNNOCTH,

2.38. HUcuonuurens, ana obecuedenus Ycoiyr, okaseisaer eogeifcreue C30 uo
HaCTPOHKeE JIOKANBbHBIX BEIMUCANTENBHBIX ceTelt U Bcex APM, pacHonoxeuusx B C30
HO 3afnpocam ot npeacrasureneit C30.

2.39. Ilpn okazanun VYcmyr cBs3H, B TOM unciae B 4YaeTH ofecnedeHus
dynxuuounposanus ['AC «Boibopr», O6bextam I[MK Hcnonnurens o6sa3an
BEIHONHATh TexHH4eckne TpeGosaHus «Ha okaszaHne Vciyr CBA3M TepPUTOPUATLHBIM
M30HpaTelbHBIM KOMIICCHKM ¥ M30HpaTelsHBIM KOMHCCHMSIM eyOnexToB Poecuiickoit
®enepanyu naa obecHevenus Qyrximonuposanui [AC «Beibopu» ([Ipunoxenne
Ne 7), eelH HHOE HE yCTANOBIICHO ACHETBYIOMINM 3aKOHOAATENILCTBOM.

2.40. Opramusauus Kamana L2 or C30 po Touku npucoeamuenuss ECIIJ{
MPOBOAMTCA B rpaHHUAx oxnoro cy6wekta Poccuiickoit @enepanun. ITpn orcyTeTBuu
IKOHOMUYECKOH U Texumueckoli uenecoobpa3uocTH noxkarouenus Kanana .2 x ECIIJ
B I'PaHHLAX OfiHOTO eybnekra Poccuiickoii @exepanuu, nogkmouensde C30 MoxcT GHITh
BeimonHeno K Touke npHcoemunenus ECIIJ| eoeemnero cyGvexta Poccniickoit
QenepauuH, HPH 5STOM Januoe pelieHHe COriacoBhIBAETC VMCHONHHTENEM C
3aKa3zyuKOM.

2.41. TNMogxmouenue Kanama L2 ot C30, O6sexra LHUK k Touke npncoeavHeHHs
ECII1A npoBoaurcsa cunamu Ucnonuurens.

2.42. Tpebobauus k p3aumonelicTerio Mexy McuonnoreneM u [IpeacTaBurenem
C30 nopu upegocraBnenuu YcCiyr:

2.42.1. Hicuomuurens npepocrasnser W ycraHasnuBaer ans Beex C30,
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upueoenuusembix (nogwmouaemeix) Kk ECIL, kpunromapmpyrnsaropnl. Yeranobka

KPUOTOMApIIPYyTH3ATOPOB OCYIIECTBAACTCS B TeleKOMMYyHOKaUHouuble IukKadbl. B
Clydae OTCyTCTBHA Ha obbekTe C30 TenexoMmynHKauuonnoro inkaga McHonuuTens
OCYLIECTBIIfIET €0 yETallOBKY.

2.42.2. Ycranoska KpHHTOMapmpyTn3aropa Ucnonuurenem He tpebyeres B
ciay4ae, eenu Ha yuyactke cetn ot C30 po Touku upucoenmuenus k ECILJ 3amura
nannbix obecueyuBaerca cTopomnuM oueparopoM CK3HM B coorsercrBuM
tpeboBanusamu T3.

2.423. HcnomunTens B TeYenmHe BCero cpoka OKasaHUs Yelayr CBsi3u
obecyeunBaeT 3a CBOH cYeT HACTPOHKY, BITIOUAA H3MEHEHHE HACTPOEK B COOTBETCTBHH
C 3ampocaMy 3aKa3dnka, TeXHuueckoe obenykHBanue I peMOHT O0OpYIOBAHMS, B TOM
4UCNIe KPIHTOMAapmpyTH3aTopos, ycranosneuusix Kcenonuurenem B C30. TlpH sTom
CPOKH ¥ MOPSANOK BHINOIHEHHS PErflaMEHTHBIX H PEMOUTHBIX paloT ycTaHaBIHBAKOTCA
PernmamentomM TexHMueckoit NOMNEPKKH NOpU OKAa3aHHH YCIyrd, YTBEpXKIEHHBIM
3aKazguKOM.

2.43. HicnomyHTens NpUyMMaeT yqacTie B paboTe HCOLITATENbUO0M KOMUCCHH HO
Hogxmouenuio C30 u Qorexto LIWK k ECIII.

2.44. TpeboBaHNA K MOLYJIBHOCTH YCIYT:

1) Ycnyru cesasu AoipkHBL 061a1aTs MOLYIBHOCTHIO.

2) MoaynsHocTh gOJDKHA oOfecrmeunmBarh BO3MOXKHOETh AOGABIATE H
KOMOHHIIpoBaTh KOMHOHEHTHI YCIyT B paMKaK npejocTaBienys VCIyr.

3) Kaxneni Komnoneut nomxen o6ecuedHBaTh BRIMONHEUNE CBOEH (ynKuHH.

2.45. Tpebosanuk k MacmrabHpyeMoOeTH VY CiIyr:

I) Wcnonwutens pomken oOecHedUTs TeXHHUECKYI0 TOTOBHOETH CETH
nepefadd naHHbX Mcuonuurens k okasaHuio Yemyr ceazu C30 B COOTBETCTBUH ¢
HONYyYeHHbIMH OT 3aKa3uuKa 3asBKaMH.

2) Yciyru cBsasH AOICKHEI oOeeHeuuBaTh MacIITabHPyeMOCTh, HOCTATOYHYIO
s paboTel caMuk Ycnyr, a Taioke Beex KoMmnoneuroB Yemyr cBA3M B ee cocrase Ge3
ROMOJIMMTENBHBIX 3aTpaT 3aKa3uuKa.

3) MacmrrabupyeMocTs  YCIyr CBA3SH  MOXET JOCTHTATBCA — [YTEM
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MOJEpUU3ALMY HPOTPAMMHOIC H/MNN annapaTdoro obecnmededus, HOAKIMOYEHHK
aouonHHTeNEnEIX cucteM K ECIL u paciupenuem npoHyckroOlt ¢iocoOHOCTH Kallanos
CBA3U.

4) Pacmimpenne KawaioB CBA3N HE JOMKHO OPOBOAMTE K yXYALUENHIO
HapaMeTpoB KayecTBa YCIIyT CBA3M M He JOJDKHO OKa3kIBaTh BIMSHHE na KOMIOHEHTHI
Yeayr.

5) Hcuonuurenr BO BpEeMS MCOOJNEHHS [OCYAAPCTBEHNONC KOHTPAKTA
CaMOCTOATENIbNO M 10 TpeOoBanmuio 3akasyuka ompeelfser Heo6XOaUMOCTh
MacirTabupoBaHuk YcCiyr.

2.46. TpebGosamus K OTKa30yCTOHYNBOCTH Y Cayr:

1) Veayrn cBasH gomkHel 0GecHeYHWBAaTh OTKA30YCTOHYMBOCTE B LENOM M
OTKazoycToduMBocTh Komuouwentor VYenayr cBasm B wactuoctn. B ciaydae
BO3HHKHOBEHHS COOEB WIH aBaphit YCIyrd ¢BA3H AOJKHEI MPEIOCTABIATH BOZMOXHOCTE
H3MENCHUA AITOPUTMOB paboTel, mis obecueuenus coxpaneuus paboTocHOCOGHOETH
Ycmyr ¢Ba3u B HOMNOM ofbeme.

2) OrkazoyeToliYHBOCTh NOAKIIOMENHsS MPH OKa3aBuI YCIYT CBS3M AOIKHA
ofecnednBaThbCs CIEAYIOMMMH PELIEHAMH, HO HE HCKTIOYUTENBHO:

—  MCOONB30BAHHE DE3CPBUBIX KanajOB CBA3H HA MArOCTPANLHBIX JHMMAX
ECIIA;

—  HenoJNb30BaHHE OTKA30yCTOWYMBEIX KoudHrypauuit ofopynosanus wu
nporpaMmuoro obecnevyenus, no cxemam N+1 wiu N+N;

—  HCHONB30BAlldE HCTOWMMKOB OecmepeboiiHoro HMHTanuk Ha Touxax
HPHCOSAMUEIHK AJS 3aLIMTEL OT HOTEPH SNEKTPOUNTAHHS;

—  nybnmpoBaHue KIIOMEBEIX KOMIIOHETOB;

—  MCHOJIb30BAHHE PE3CPBHBIX KaHAIOB CBA3H B MArdCTPAJIbHOM coeTaB/utomei
ECIII wmexny ToukamH Hpncoemanenus ECIIJ], no3pomsiommx
nepexanpasifth Tpapuk B 00X0a OTKa3aBIIErO MTYTII;

—  MapmpyTHzauuio Tpadpnka ¢ OpUMEHENHEM [POTOKOJIOB CTATHYECKOM MM
JHHAMHYEEKON MapImpyTH3anuy.

3) B enyyae upeKkpameuus 3sHeprocuaGkatomeil opraumsauueii nogadun
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leKTponuTauus Ha Touky mpucoenuuenus ECIIM, McnonuuTens 06s43am npoaomkuTs

HpenocTaBnenue YCIyr CBA3N B Tedenue 4 dacos. bonee anurencibie vepepriBEl B
WIEKTPOCHAOKEHIN, HOATBEPHIEHHbIE CO CTOPOMBI IMEproeHalKAIONIEX OpraHH3amHii,
CUHTAIOTCH GOPC-MAKOPOM.

2.46.1. TpeboBaunsa k orkazoycroiiumBocTd KomHoHenta Yenyr cBssm
«MoHuTOpUMI U obechedeHHe 6e30MacHoCTIl CBA3H» B 9acTH DJeMeHTa MEXCETEBOTO
sKpaHuposanus (MC3)

1) Orkazoycroitampocts MC3D pgomxknmo obecnmeqdBaThCs  CIEAYIOIIMMH
peLUCHHAMIT:

—  HCHONB30BaHWE OTKajoyeToH4WBEIX Komdmrypauuwii anmapatnoro u

nporpaMMHoro obecuedeHns;

—  pe3epBHPOBaHHE HACTPOEK CPEICTB 3all|THL.

2.46.2. Tpebosanusd x oTkasoyeroifunBoctu Komwuomenra Veiyr ceasm
«MomnHTOopHNT I 0becnevenue GE30MACHOCTI CBA3M» B 4YacTil JJIEMENTa «3alUThl OT
DDoS».

1) Otkasoycro#tansocts cpeserB 3ammutel 0T DDOS pomkHo obecuednsaTnes
eneayrOmyMA pelllenHAMM :

—  HCNONB30BaHHE OTKA30yCTOHYMBBIX KOHQHIypaumid aHHapaTHOrO W

nporpaMMuoro obecuedenus;

—  MCIOJb30BAHUE PE3EPBHBIX KAHBJIOB €BA3W B MaruCTPAIH, MO3BOJAOIMX

neperanpasiiTh TpaGuk B 00xo 0TKa3aHIIEro MyTII;

—  pe3epBHPOBAHME NMACTPOEK EPEACTB 3AIUTHI.

2.47. Tpebopauns x pesnu3auan CHCTEMB TeXHHUECKHX epeacrs s
obeenevenns GpyHKOMi onepaTUBHO-PO3LICKHBIX MepoupusTrii (COPM).

O6ecneunTs pepnusanmio pyuxuuit COPM (COPM 2 u COPM 3), B cooTBETETBHA
e TpeOOBaHHAMH HOPMATIIBHO-IIPABOBKIX aKTOB:

1) TpeGoBanns x CETAM IEKTPOCBA3N AJIA MPOBEJEUNA OHEPATIIBIIO-PO3BICKHBIX
meponpusitTiii  Yacte 1. OO6mume TtpeGoBanms (yTB. HpuKazoM Munmncrepcersa
nropMaMonKeEIX TeKHoMoruit 1 cBa3u PO or 16 ansaps 2008 r. N 6);

2) llpaBuna okasanMs TENEeMaTIMEeCKUX YCIYI cBA3H (YTB. IOCTAHOBJIEHHEM
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[IpannTenscTea P® ot 10 centabps 2007 r. N 575);

3) Ilocranosnenne Ilpasurenscrsa PO ot 27 asrycra 2005 r. N 538 "O6
yrBepxneHun IlpaBun B3anMogeHCTBHA ONEpaTopoB CBA3M C YHOJNHOMOYENHBIMHA
roCyapeTBEHMBIMH  OpramiMH,  OCYIUECTBIAIOIMMH  OHEPaTHUBIIO-PO3LIEKHYIO
nesaTensnocts"”;

4) Ilpnka3s MunucTepeTsa cBA3M I MacCOBBIX KOMMyHuUKauHit P® ot 16 anpens
2014 r. N 83 "O6 yrsepxnennu [IpaBun npumevenHs oOGOpPYyJOBAaHMA CHCTEM
KOMMYTalHH, BKIIIOYas nporpaMmHoe obecnedenHe, 06eCnednBalOWErO0 BEIMONHEARE
YCTalOBIENMBIX ACHCTBUA IpN NpOBEAEWHH OHEPATIIBHO-PO3LICKHBIX MEPONPHSTHIA.
Yacte 1li. IIpaBnna upumenenns o6opynoOBaHHA KOMMYTALMH W MAPLIPYTI3aLME
HakeTOB HHdlopManuK ceTeil nepenavn JaHHBIX, BKJIIOYAs mporpaMMuoe obecuedenne,
oDecHeYMBAIOIIEr0  BEIMONHMEMHE YCTAHOBJENNBIX AeicTBuil npu HpoBeneHAM
OHUEepaTUBIIO-PO3LICKHEIX MEPONIPHATHI";

5) Ilpnxa3 MuuucrepcTtea wndpoBoro pasBUTHA, CBASM H  MacCOBBIX
Kommynnkanui PQ or 29 okrabpa 2018 r. N 573 "O6 yrsepxaeunn TpeGosanuii K
TEXHUYECKHM W IPOrpaMMHEBIM CPEeNCTBAM NdioOpMalHONKIbIX CHCTEM, COXEpIKAMMX
0a3bl naHmbIx abomenToB OHepaTOpa CBA3W I HPELOCTABIEHIEIX MM YCIYyrax CBS3H, a
Takke HAQOPMALHIO O IONB30BATENAX YENyraMd CBS3M M O HPEJOCTARJENNBIX KM
ychdyrax cBg3N, o0ECHEYHBAIOMMX BhHINOJAEHNE YETAaHOBIENNbIX AeHETBHH IpH
HpOBeIeMHH OMEPaTHBHO-PO3BICKHBIX MEPOUPUATHIL";

6) ®enepansneii 3akon ot 6 mong 2016 r. N 374-@3 "O BHeceunn usMenenwii B
@enepneHblii  3akod  "Q  mpornBogeidcTBME  Teppopu3My" H  OTHENBHEIE
3aKOHojaTenkuble  akTel Poecuwiicxoft egepaimm B 4actnm  yCTanoBIEHHA
JOMOIHHTEABHALIX MEp MMPOTHBOACHCTBUA Teppopu3My H obechedeHns 0O0mIeCTBEHIOH
6e3oHacuocTH".

2.48. TpebopaHusa K XpanewHio MepenaHaeMoro Tpaduka W eo3JaHHi0 CHCTEM
XpaHeInus JaHHbIX.

ObecHeunTh peBmH3aumi0 ¢ynkuuii MO XpaHEMHIO NepenaBaeMoro Tpadusa u
CO3AaHHIO CHCTCM XPaueuHs NAaHHBIX B COOTBETCTBHMH C TPeOOBaHHUAMH HOPMATHBHO-

IIPAaBOBbIX AKTOB H BRIHQIIHCHHA I[Ei:lCTBy'EO'IIICFO COrracoBaHHOrO HiraHa MCpOl’[pHJITHf! mo
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peann3auun Tpedosannii ®eaepansroro 3akoHa ot 06 mwona 2016 roga Ne 374-®3 «O

Briecenud H3MeneHud B ®egepenbneiii 3akon «O MPOTHBOJESHCTBIM TEPPOPIZMY» H
OTAeNbHbe 3aKOmoAaTeNbHble akThl Poccuiickoit Pepepauuu B 4acTn yCTaHOBIEHHS
AOMONMHTENBIBIX MEP ITPOTNBOACHCTBHA Teppopu3sMy H obecnevenns obuiecTBeHHOHR
Oe3zoHacHOCTHY.

2.49. Tpebosanusa x pesnmm3aumn B3aHMoAekeTsna ¢ Llentpom MouHTOpHMra K
Yopasnenus eeTsio eBA3n 06mero nonszosanna Pepepanbroii enyxObl M0 nag3opy B
ctepe CBA3M, HHOOPMALMONHBIX TEXHOAOTHH H MACCOBBIX XOMMyHHKauui (1pinee [IMY
CCOID).

Obecneunts peanm3aumo szaumoueiicreus ¢ [IMY CCOII B cOOTBETCTBHH ¢
NIpHKa3aMH 0 HopAake npegoerapnenud uudopmaunu B [IMY CCOINL.

2.50. Tpebopanus K eHCTEMHOMY HPOEKTHPOBAHITIO.

He mozmmee 1i4.10.2022, Hcnonnwurens gomkenm HpeNOCTaHWTE 3aKazquuKy
eUCTEeMHLIH UPOEKT B CooTBeTCTBHMH ¢ [IpnKasoM MunHcrepcTBa HNOPMaLHOHHBIX
Texnoloruid n cBa3u Poccumiickoit dexepauun ot 13.02.2008 Ne 18, onumceiBarommii
BOITPOCHI IPEAOCTABIICHUA Y CIIYT CBA3H, BKIJIFOYAN:

2.50.1. Mozens yrpos 6ezonacnoctn ungopmanmu.

Mogens yrpos GesonaenocTH nmopManun A0KHA CONEPXATE OUUCAHHE YIPO3
GesonacuocT MHGoOpManNm, BKIIOYAMOUIEE OMMCAHNE BO3MOXHOCTEH napymurtenei
(Moziens MapyLINTENA), BOIMOXKMBIX yA3BIMOCTEH MPOrpaMMHEIX MOAYyieil, cHoco6oB
peanusanuu yrpo3 GesomacrocTd MndiOpMaLITH 1T HOCIEACTEMI OT MAPYILIEHHs CBOMCTB
Oe3oHactocT HHGOPMaLHH.

Hnsi onpenenenns yrpos 6esonacioern unopManny 1 pa3paboTkH MOZENIH yIpo3
M MOZENH Napymurens Oe3onaeHOCTH NNGOPMALMH HPUMEHAIOTCH METOIHYECKHE
JOKYMEHTEL, pa3paboraHisle H yTepxaenauie OCTIK Poceny, a takke yuHThIBaeTCS
uHbopmMaums u3 bBanka pgadnbix  yrpoz  Gesomacuoctn  @®CTOK  Poecuu
(https://bdu.fstee.ru/):

- [Ipukasy ®Cb Poccnn ot 10 mons 2014 r. Ne 378 «O6 yreepxaenun Coerana u
COOEPXAHUA OPraHI3alUOUMEBIX I TEXHHYECKHX Mep no ofecnedenuio Oe30macHOCTH

NEepCOaNbHBIX  JAaWMbIX MpH MX 00paboTke B NNQOPMANIOHIBIX CHETEMAaX
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HEepPEOHANTEHRIX JalUBIX C ICHONB30BAaMHEM CPEJACTB KPHHTOrpa(UecKod 3alHTEl
uadopManum, HeoOXOMMMEIX U8 BBIMOANENHS YyeTamnoslenusix [IpasBnrenscTBOM
Poccuiickoii ®eaepailnn Tpebosanuii K 3a1nre MepconanbrbiX AAMHBIX IU1A KAXIOr0 U3
YPOBHE 3aIUHIIEHIIOCTHY.

TpebGosanusa x Komnonenty Yemyr cbasu «3alidTel JAHHBIX» OMNPENEIAIOTCA B
3aHUCHMOCTII OT Kilacca 3alMWIENNnocTn 1 yrpos OesomacHocTn uuGopManmy,
BKJIFOYEIINEIX B MOJIENE yrpo3 GesonacnocTu HdopManiy.

Tpebopauus x KommounenTy Yenyr ebssu «3amuThl JaHULIX» pa3pabaThiBatoTcs ¢
yaeroM ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, B yacTu onpenencuus:

- Lene#t u 3axa4 obecruedenus 3amnTh KHGOPMAIY;

- Kiacca 3almie HHOETH;

- Ilepeyns HOPMAaTHBIBIX IPAaBOBbIX AKTOB, METOIMYEEKHX OOKYMEHTOB H
NanMONaNbIbBIX CTAHAAPTOB, KOTOPLIM AOMKNEI cooTBeTcTBoBaTh KoMmouenTt Ycmyr
CBA3N «3aImuUTa JarubixX»;

- TpeboBannii k 3amuTte radropManuu npn upOPMALTIONHOM B3aUMOAEHETBUH ¢
HC u nudopmaiionHo-Te1eKOMMYHHKAUIOKITRIME eeTAMH, B ToM 4ncie ¢ UC ®OUB,
POUB.

2.50.2. Pernuzanmio COPM;

2.50.3. MeponpusTus no peanusaunn Tpebosanuii Pefepansuoro 3akoua ot
06 mona 2016 roma Ne 374-®3 «O Bneeennn usmeneHuii B Penepanbusiit 3akon «O
HPOTHBOACHETBUN TEPPOPHIMY»;

2.50.4. Obecneuenne srinonuernus tpeGosannit X ECIT u ofecuedenns
npucoeandenus x ECI1J] Kananos L2 ¢ co3gannem Touex npucoenuuenns ECITH;

2.50.5. Obecneuenne BriMoNHeHHs TpeGoBaHWit K OKa3aHWIO KoMHOHeuTa
Yenyr esisu «[IpegocTtasienue qocTynay;

2.50.6. OOecuevenHe BrIMONHeNnUs TpeGoBaHHE WO okazaHHIO KoMmnonenra
Yemyr cea3n «Orpanugenne qoctyna K ungopManm;

2.50.7. Obecneuenne BeIMOANEHHA TpeOoBaHuii no oxazanuio Kommnouenra
Yenyr ca3u « MOITHTOPUHT TapaMeTpoB KayecTBa NpefoCTaBIAEMbIX YCIYT»;

2.50.8. OfurMe NpHNUAWK HOCTPOeHHS ceTeBoil mdpacTpyKTypsl I
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0Ka3aHHsA Y CIIyr CBA3M;

2.50.9. Huxeneprio-rexumaeckse pellleHds 0O OPramm3auHM OKalamud
Veryr eea3n ang C30 na 6aze ECITL;

2.50.10.  Mmxenepmo-TeXHMUecKme pelllenus HO OpraHn3audd OKa3anHs
Yenyr ceazu ang C30 na 6a3e CIyTnNKOBO#H CETH €BA3H;

2.50.11.  Ilpn noctpoennn NHpPacIpyKTYpel A oxasankd KommomenTta
Yenyr CBA3n «3amMTa MAHMBIX», MPOBECTH OLEHKY B COOTBETETBYIOLUEM IMIOpPAAKE,
yctaHopneHnoM ®3 Nel87 «O OesomaeHocTH Kpnruveckoidl uugopManmonnoi nis
nnépacTpykrypbl Poecuiickoit penepamum» ot 26.07.2017 r.

2.51. Tpebopanma X TexHudeckodl nopmepxxe Mcnmonuutens mpu okasaHuu

Ycayr cBa3u:

2.51.1. B wHepnop okasanua VYcmyr eBasn  Hemonuutens  o6s3aH
OCYLUECTBIATE TEXNHYECKy0 mnonaepkKy I[lorpebureneii (manee - TexmuuecKas
nonnepikka ) MO BOINpocaM OKa3aMHs YCIYr B COOTBETCTBIE ¢ PeriaMenToM
TEXHHYECKOH TNMOANEpXKH MpH oKa3auHu YenyrH (yTBEepXHAEHHBIM 3aKa3uukKoM B
COOTBETCTBHH II. 7.1.).

2.51.2. Texum4eckas HOIEPKKA JOKHA OCYLUECTRIATECA KPYIIIOCYTOYHO H
eXCANEeBNO B COOTBETCTBIM ¢ PernamentoM TeXnHYECKOH MOAXEPKKH NMPH OKA3aHHH
Yenyrn,  yreepxamenubiM  3akazdmkom. Jng  O6eekros I[MK  PernaMeut
pa3pabaTeiBaeTcs OTAENbHO I Hoiked Owith eornacosad ¢ UK Poccum. Ilocne
yTBepxenus PernaMenra 3aka3uukoM, ol HoJbKeH ObiTh pasmewed Ucnonuurenem ua
oOLIeJOETYHHOM pecypce B ceTnl «MHTepHeT» M MANpaBieH i O3HAKOMJIEITHS
3aKa3ubIMH IUCBEMaMH B agpec eex [Totpebutenei, ykazanasix B 3asBkak 3aKa3yuxa na
oKazanne YcCIyru.

2.51.3. O6paienyus B TEXHHIECKYIO MOAREPKKY JODKUEL PETHCTPUPOBATECH

HOCPEACTBOM CIEAYIOWHX eHOCO0O0B:

— WO eguuoMy OecriiaTHOMy KOUTAKTHOMY HOMepy Tene(oua;

— HOCPEICTBOM OTNMPAHKH COOOMIENHWE D3IEKTPOMHOH IOYTBl HA euIIbIH
HOYTOBEIH SMMK;

2.51.4. INMpodmnakriaeexue (PeMONTIO-BOCCTANIOBIITENbUEIE) PAOOTRL:
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1}  Tlpu mpoBefeHHH NPOPUIAKTHYECKHX HIM PEMOMTHO-BOCCTAHOBHTEIBHBIX
paboT fomycKkaeTcs nepepesiB B OKa3aHUH YCIyT CBA3M.

2) llpomeaeune ykazaHHEIX BHIOB PaboT JOMKHO OCyMIECTBIAThCH B 4aEhl
HauMeHbIIeH Harpyaku H Hudopmnpopamue Hpexacraputeaa C30 gomkuo OwbITh
NpoM3BEAICHO 3apanee ne menee 4eM 3a 3 paboyux aAHA A0 Mayana paboT no Teneony
WUIH 3JIEKTPONHMOHN NoUTE,

2.51.5. IlpropuTeTsl H BpeMs BoccTanoBleHds pabotocnocoSuocTH Yeiyr
cBsi3H 1A O6pekros LIUK onpenensercs tpeGosanuamu Tlpunoxenus No7.

2.51.6. IpHopuTeTHl M Bpemst BOCCTAHOBNEHMS paboTocnocobuoern Vemyr
cBa3d 111 OOpa3oBaTelIbURIX OpraHu3aLuii

1) HeucnpaHHOCTH MOAPA3AENAIOTCS HA YeTHIPE MPHOPHTETA MO CTENEeHH
€POYIIOCTH HX YETPRHEHUIE:

1-p1¥t npuOpHTET — KPHTHYHBLIA:

—  COMpPOBOXIAaeMas ycliyra me HocTynHa (apapHs);

—  MaccoBbic (Oonee pecsith oOpalueHuif B TeYEHHE TPMALATH MMHYT OT
pasmausbix C30 B otaenmeuom cyOnekre PoecHiickoit ®enepaumn)
o0paiieHHH B TEXHMHECKYI0 NOANEPKKY VICHONHHTENS, CBS3aHHLIE C
HapymeHnem paboTococobHOCTH YEIyT, OTHOESMMECS K OHOMY COGBITHIO;

2-0if IpHOpHTET — BhIcOKHii:

— ualbmonaercs  MaccoBast  fAerpajauHs  NPOM3BOJAMTENLHOCTH WM
HEePHOAHYECKOE IPEPLIBAHKME YCIIYTH B HE METee 5 NPOLEUTOB 00IEro Yucia
C30 B perunone;

—  (HUKCHPYIOTCa NepHOaHYEEKHE pephiBatut B pabote yeayru B ogaom C30;

3-#t npuopuret — CpeaHmit:

—  nabmopnaeres aerpajais HpOH3BOIMTENBLHOETH yCiyrd B oquom C30;

—  HapyIleHHE BCIIOMOraTe/IbHOH PyHKUHOHANBHOCTH Y CIIyT;

—  3anpoc ua oOCTyXHBAHHE WM H3IMEHEHHME HACTPOEK;

—  3a1poc Ma M3MEHEHHE KOM(UIypaHH Wi GyHKUHOHATBHOCTH Y CIIyT;

4-# npuopuret — Hu3kuii:

—  mpobnemst 6e3 yrparsl cHoeoOHOCTH Yenyr;
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—  3ampochl HO OKA3aHUI0 HHPOPMAMOKNON MOAIEPKKH;

—  mnpeacraButemo C30 Tpebyercs KOMCYNbTALHA.

IMoxazatens

HopmaTHB BpeMeHH peakuHH

s Toyex
upucoegurenss ECIT/, C30 s

nacenéHHbIX NyMKTaxX ¢
nacejacHHeM Dojiee gecard
THICAY YEJIOBEK

Jlng Touek
npHcoenuuenus ECIT]I,
C30 B asMHNMCTPATHBIAIX
LIEHTPaX CeJbCKUX
MOCENeHHH H MPOoYHX
HaceNeHHRIX IfyHKTaX

PexxuM perucrpaunuu
obpamenui

24 qgaca 7 1HEeH B HeJeNIo

24 q9aea 7 nuell B negemo

Bpemsa  pemrenun
HHUMIACHTOB NEPBOI0
HPHOPHUTETA

12* qacos pabouero
spement (¢ 09:00 no 18:00
MEETHOrO BPEMEHH HO

pabouum AHAM) C MOMEHTA
perucrpalmu oOpameHH.
B nepnoabl  [IPOBEASHHS

H30HpaTeNbHbIX

KOMMAHHH

Pa3lIHMHOr0 YPOBHSA H MEPHOAEI

HpOBeeHHS

CIHHOIO

roCyJapCcTBEHHOI0 3K3aMCHa-

KPYTJIOCYTOUHO

9* qacoB paGouero
spemenH (e 09:00 no 18:00
MECTHOrO BPEMEHH HO
paboduM AHAM) ¢ MOMEHTA
perderpanuu oOpalLeHHs
ans Todek npHeoequMeHus
ECII/I.

B uepuon nposenenus
H30HpaTeNnbHBIX KOMOAHMIH
PasnMYHOr0 ypOBHA H
HEPHOB! POBEICHHS
€HHOIr0 roCyAapCTBEHHOrO
3K3aMEHA - KPYIJIOCYTOYHO

28 * qacos pabouero
spemend (¢ 09:00 xo 18:00
MECTHOIO BPEMEHH O
paboYuM JHAM) C MOMEHTA
perncTpauru odpaments
st C30.

B HepHOm mpoBenenus
M30MpPATENbHMBIX  KOMOAHHIE
PaslHYHOrO  ypOBHA  H
HEepHOABI NpOBEAEHHS
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Ilokazarens

HopMatue speMenH peakunu

Jins T Hna Touek
a Touex
upucoequuennn ECIT]]
upucoezunenus ECIIM, C30 s CBE) . a,]lMHHHCTpaTHBHI:IX
HACENEUHEIX UYTNKTAX €
LICHTPAX eNbEKUX
HaceneHueM 6ofiee NECATH .
NIOCENEHHH H HPOHHX
THICAY Y€NOBEK
HaceeHHBIX IyHKTaX

eHHOTO [OCYAAPCTBEHNIOrO
3K3aMEHa - KPyraoCyTOYHO

Bpems  pemienHs
HHUMAEHTOB BTOPOro
OpUOPHTETA

16 * yacos pabouero
Bpemend (¢ 09:00 no 18:00
MECTHOIO BPEMEHH HO
pabounM OHAM) C MOMEHTA
peruerpauuu oopailenus.

B nepuox nmposeneHus
H30MpATENbHEIX KOMHAHMIA
pa3zIM4HOrO yPOBHA U

NEPUOALI POBEACHHS MO0

roCcyaapCTBENMOro K3aMeHa -
KpPYTJIOCYTOYIIO

32* qaea pabouero
spemenu (¢ 09:00 ao 18:00
MECTHOI'O BpEMEHH HO
pabounm AHAM) C MOMENTA
perderpanyH odpaileHHs.

B nepuoa nposeneunus
n30uparenbHbIX KOMHAHMIA
pa3MHYHOro
HEpHOAbI
€QMIOOro rocyAapcTBEHHOrO

YPOBHA H
IPOBENCHHA

3K3AMEHA - KPYTTIOCYTOIHO

Bpems pelienss

MHIHJEHTOB
TPETHEro IPHOPHTETA

24* yaca pabouero
spemenu (¢ 09:00 go 18:00
MECTHOrO BPEMEHH O
paboquM quaM). B mepHos
npoBeaenHs W3IOHPATeNLHEIX
KOMIIaHH pasIIHYHOrO
YPOBHS- KpYrIOCYTOUNO

36* gacos pabouero
spemenu (¢ 09:00 no 18:00
MECTHOIO BpEMEHH HO
pabounm aHsamM). B nephon
HPOBEIE T
n30HpaTenbHRIX KOMHAHMIA
Pa3IH4HOIO YPOBHA-

KPyIJIOCYTO9HO

Bpems pemenns
MNLHACHUTOB
YETBEPTOrO
HPHOPUTETA

32* yaca pabouero
BpemeHH (e 09:00 no 18:00
MECTHOIO BPEMEITH 110
pabouuMm aHAM) B HepHon
IpoBeaeHus H30HpaTeNbHEIX
KOMHAHHI1 pa3nHYnoro
YpOBHUS- KPYITIOCYTOMIIO

40* yacos paboyero
spemend (¢ 09:00 xo 18:00
MECTIIOTO BPEeMEHH IO
pabouum aram) B nepHox
NpOBEJCHHSA
m30HpaTenbHEIX KOMHaHUH
Pa3ANIHOro YpOBHA-
KPYTIOCYTOHHO
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¥} VkazaHo BpeMs YCTpPAaHEHHS HENCcnpaBnocTH 0Oe3 yuera BpeMeHH
BOCCTaHOBAeHHs Kabensnoii mmdpacTpykTypsl U 3aMeHsl obopyzoBanus B C30. B
Cllydae BOCCTaHOBAEHUA KabenbHOH HHOPACTPYKTyph! U 3aMensl obopynosanus Ha C30
HOPMATHBHLIE €POKH PEIICHHA HITHHACIITA YBEMHHHBAIOTCH Ha 72 daca. YKa3ano Bpems
IJ11 BOCCTANOBHTENBHEIX padoT HuppacTpykTyphl HMcnomnurens, Oe3 yyera BpeMeHH
BOCCTAHOBHTENLHEIX paboT obopyaosanus C30, undpacTpykTypsl HHPOPMALIHOHHBIX
cHcTeM, a Taxoke nanmyuss C30 B TpyAHOM0ETY HHOM HACEIICHHOM IyHKTE

Hna o0bpeKkToB, pacnoNoXeHHHX B TPYAHOAOCTYNMHBIX HACENEHHBIX MyNKTaX
(TPyAnoaOCTYNNBIH HACENEHHBIH IyDKT - 3TO HACENEHHBIH MyMKT, KOTOpHIA B CHILy
HOIOAMNBIX, MPHPOAHBIX, TEXHOrENHBIX H HHBIX OOCTOATENHCTB H (WIH) OTCYTCTBHA
3NEMEHTOB MHOPACTPYKTYPhl CTAHOBHICA MEJOCTYNHMBIM HIH TPYAMOAOCTIKHMBIM /IS
TPAaHCIIOPTHBIX CPEACTB) CPOK pemenus uuiuaenta 10 10 pabouux anei.

PernaMeHTOM TEXHMYECKOH DNOANEPKKH MNpd OKa3aHHH YCIUyrd JO/KEH
HpexyeMaTpHBaTh NOPSAOK B3aHMoacHcTBuN Mexay MotpeGurenem, McHomHHTENEM H
3aKa3yHKOM, B TOM YHCIIE:

® TOpPANOK PErMCTPAaliHH, OTKPHITHA, 0OpabOTKH W 3aKphITHA obpamenwuii
INorpebureneii Ho BompocaM Hpegocrasnemus Yeuyr Croyx6oii
TEXHHYEEKOH noanepxxu 3akazquka u Ciyx0oil TEXHUYECKOoH HOAIEepXKK
Henonuured,

e mnopsagok B3aumoAeicTBHA [loTpebureneli, Cnyx6oif TexHHYecKoi
Hopuepxkku 3akasumnka H Cnyx60ii TexHHYeeKoi noguepxku Henonmurena
NpH MNAHKUPOBAHHH H HPOBEACHHH TEKHONOTHYESCKUX NEPEPHIBOB,

¢ [lopsnok dopMupoBaHHA H IPEROCTABIEHHA 3aKa3yMKy OTHETHOCTH MO
obpamennsam [Norpebureneii.

Ilpameqanns:

1) B cnygasx, ecnH gyis peeHus 3asBKu TpeOyeTcs JOMOMHMTENbHAS HHDOPMAHUA
or IlorpebuTens wu nposepka paboToCHOEOOHOCTH ¢ €r0 CTOPOHE], BPEMA MPOCTOs HE
YYHTBIBACTCA, A0 NOIy4ECHHA 3a0POLICHHONH MdopMalKK.

2) Otinoyenss (nepepeInbl), BEI3BAHKMBIC MOOOH U3 NepeHHCIEeMnBIX MKe HPHYHH,

HEe KJI&CCH(I)HI.[H]JYIOTCH KaK HCXOCTYNMHOCTD HIIH NEHCIIPABHOCTD.
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NpOBEMENHE WIAHOBEIX UPO(HIAKTHYSCKAX WIH HEOTIOKHEIX PEMOHTHEIX
pabor ¢ yBegoMmneHHeM npeacTaBuTeneil 3akazunka u/win Horpebureneii B
€pOK ne Menee Tpex pabodux Axell 10 BpeMEHH poBeaeHHA paboT;

pabora na obopynosanHH Mcuonnnrens no 3anpoey Hotpeburens;
TECTHPOBAHHE Ycuyr ¢Ba3n no 3anpoey Ilorpeburena B ciydae, korga ue
OBLIO BEIABACHO HHKAKOH MEMCIIPABHOCTH HIIH HEAOCTYIIIIOCTH;
HEHCHPaBHOCTH WK Aedekthl 0bopynosanns [Totpeburenei;

HEPEPhIBEL B NMPENOCTABICHHM YCIyr, BbI3BAHHBIE YMBINUICHHBIMH WM
HEYMBILILICHHEIMH acHcTBIIMH [loTpebuTeneit;

dopc-maxop.
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3. Cocras Yciayr ceass

3.1 Okaszanne Hcnomunrenem VYemyr cessH wia C30  Ob6nextos LUK,
pacnoloxenmbix Ha Teppuropuax cybwektoB Poccuiickoit ®emepanum  (3a
uckmoucunem Pecny6muxu Kpsim H r. Ceacronons) (Janee — Yeayru cesizs)

3.1.1. Komnouent «Ilepenaya maHHBIX» ODECNEMBAET HEpeqady AAaHOBIX MpN
OCYLIECTBICHHHA MOCTYNa K TOCYA3pPCTBEHNKM, MYHHUHOANBIBIM, MIKIM
uHGOPMAUMOHHBIM CHeTeMaM H K cetu "Hurepmer" (Janee -Ilepenaua
A3HABIX) B COCTABE:

— KomnoHent «3ammTa JaHMBIX» OOSCHEYHBACT JAmMMUTY  AAHHEIX,
oOpabaThiBacMBIX M NEPEeA3BAEMBIX [IPH OCYLIECTBISHHH [OCTYNAa K
POCyA3pCTBEHHKIM, MyHHIIHHANEHBIM 11 HHBIM HNIGOPMALHOHHEIM CHCTEMAM,
a Taxoke K cety «MaTepuet» (Jance - 3amuTa padabix);

— Komnonent «OrpannuenHe poeryna x uHpOpManuu» obeccneunBaer
OFpaHUYCHHe [0€TYNa K HHGOPMALHH, PpacIpOCTPancHHE KOTOpoi B
Poccuiickoit ®enepauny sanpemieno, 1 kK nudopMaimi, HanocsweH Bpen
3I0pOBBI0 H pa3BHTHIO AeTeH, coacpkamelica B eetu «MHTepner» mia
obpasosarensueix opranusammit ([lanee - Orpanavensc nocTysa k
HHpopmagun)

— Komnonent «MoHuTOpHHI U ofecHeueHWe ©G€30NACHOCTH  CBA3MY»
00eCHEYHBACT MOHMTOPHHT N ofecuedqenne O€30MaCHOCTH CBs3H [pPH
OpEOOCTABICHMH NOCTYNA K FOCYARpETBCHHBIM, MYHHUHHAJNBIEIM H MHBIM
MH(QOPMANMOMHEIM CHCTCMaM, 3@ Takke Kk cerw «MHrepuer» (Janee -
MouuTtopaur g o6ecHcucBBe 0€30NACHOCTH CBA3H)

3.1.2. Komnonent «QOpranusanus kasHana L2» of0ecneuusaer OpraHM3anuio
Kanana CBA3H, BKno4as ero co3panne, Mexay C30, O6sexrom [TUK, pacnonoxeHnumMy
Ha TeppuTopum cybnextoB Poecuiickoif denepauuH (32 uckmouyeHueM PecnyGnuku
Kpsim 1 r. Ceactonomt) n ECILJ B cayqae ero orcyrereus (/Ipnee - Opraus3anss
xkasana L2);

3.1.3. Komnonent «llepenadqa pgaHHeix L2» ofecneumBaer nepefady daHHBIX

mexay C30, OoOwextom [HMK, pacHOnmoXenmeIMI Ha TEPPUTOPHH CyOBCKTOB
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Poccuiickoit Menepauun (33 HcKmoyeHnem Pecmy6inku Kpsim H r. CepacTonons) H
ECIIJ ([anee - Hepenaua pananix L2);

3.1.4. Komoouent «[IpenocTapnenHe nocTyHa» obeenedHBacT MpeaocTaBlICHHE
nocryna C30, O6bexros IHUK, pacnonoxeHHBIM 0a TEPPHTOPHN CyOBEKTOB
Poccuiickoit Menepannn (3a uckmouenneM PecnyOnuku Kpuim H r. CepacToHONS) K

ECITJ B cyuae ero orcytersus ([lanee - [Ipenocraanesue gocryna).

4. TpebGosanas K Yeayram

4.1. Ycayra cBa3H KOIDKHEI IPEACTABIATE coboit copokyHHocTs KoMmoHneHTOB
C BO3MOXKNOCTBIO 0OX KOMOHHAUMH H H3MeHeHHH#. OCHOBHRIMH MPOMNIMHAMM
obecueueHuss Yemyr CBA3N JOJDKHSI SBJIATHES YNNBEPCANBHOETH, YNPABISEMOST: N
MacmTabnpyeMocTs.

4.2. VYnpapnesue Yciyramy.

1) WcnonHHTENS QOIDKEH OCYLICCTBIATE yOPABICHHE H3MENIEHHAMH, KOTOPEIE

MOTYT BKJIIOYATh H3MEHEHHS NapaMeTpoB Y CIIyr:

— HHTepdelien obopyrosanus Touek upncoemuHeHus ECIIMl, x xoropomy

HopkmouaeTca Kagan L2;

— mHrepdeiichl obopynosanus Touek HpucoeanueHua ECIIJ, k koropnim
noaxmoyaerca odopynopanue KCA O6sexros ITUK;

—  rtonodorus ECITJ;

— [P appeca H nmoaceTH;

—  HPOTOKOIBI MapIUpPyTH3aLHH;

—  HpO(HIH HOPTOB JOCTYHA;

— TMpOHyCKmas CHOCOOHOCTH mneperakdd TpaduKa PasHEIX THOOB 1O
HpeJOoCTaRNgeMbIM Kananam ceasd Mexny C30, O6vekramu [IUK B 30HE
oTBeTcTBeHHOSTH Mcnonnures;

—  [IapameTpsl KauecTBa nepeaayH IP-makeros u Ethernet xagpos C30 mexay
C30 B 30m¢ oTBeTCTBEHHOCTH MenonHHTENS;

- noxxmodenne C30 k cetn Mcuonnurens upH H3MeHenHM Kommdectsa C30,

anpeca MecTopacnonokenusa C30 B 30u¢ OTBETCTBEHHOCTH MCIOmMnTens;



38
—  HapaMeTpsl ka4ecTBa nepenayH 1P-nakeros mexay C30, O6bexramu LIUK B

30HE OoTBETCTBeHHOSeTH Mcnonuurens;

— noaxmodenne OdnextoB IIHK kx ECII] npH M3MEneHHH KONMYECTBa
O6wexros LMK, ampeca Mecropacmonoxenuss O6wsekta LUK B 30HC
OTBETCTBeNNOCTH MCnONHUTENA (HO MOHONHHUTENBHOMY COITACOBRHHIO C
3aKa3uHKOM);

—  NPHOCTaHOBIICHHE HIIM BO300MOBNEHNE okasanuia YCIyr CBA3H;

—  OKazauHe Ycnyr csasy A woBeix C30, O6nextos [TUK no cornacoBanmio
MEXIy 3axazuukoM U UcnonHnrenem;

—  HPEKpalLISHHE OKa3aHUA Y CIYTI CBA3II;

~  HHBIC cornacoBaHHbic Menonnurenem n 3akasunkoM Hapamerpsl Yciayr
€BA3H.

4.3, TpeboBanus K MpOH3BOIMTENEHOCTH YCIyT.

1) IlponsBonHTenmsnocTe YCAyr CBA3M OOMKHA OBITH AOCTATOUHOM IS
BLIHOJIHCHHA BO3NOKEUHMBIX HA me¢ 3agad. B cioyyae ueoOXONHMOETH yBenHuemus
HPOH3BOXHTENBHOCTH MIEHONHHTENb NOKEN MPEAYCMOTPETh TaKyld BO3MOXHOCTE Ge3
AOHOIHMTENBHBIX KAHHTANBHBIX 3aTPAT.

2) YBeInHYEHHE HPOH3BOAMTCIBOOCTH YEIyr CBA3H JOKIO JOCTHrATHECA
CHCAYIOIIMUMII CrIOCODaMu:

—  3aMEHa MITH MOAEPIH3aN#s aNNapaTHOro o0eCHeYeHHUS;

—  33MCHA HIIH MOICPHUI3ANUS NPOrPAMMHOrO 00ecrneyenus;

—  YBEIMMCHHE IIPOMYCKUOH CIOCOOHOETH KAHAJIOB CBA3MU.

S. Tpcbosanesa k Komnoncaram Yoiayr ceasy
5.1. VYenyrd cBsa3M  fomkuBl  OpeAcraBnAth coboft Habop enemyrommx
KOMHOMEHTOB H 3JIEMEUTOB:
1) Komuonent Ycayr ceasn «[IpegoctaBnenHe gocTynay,
2) KomHouent Yenyr ceasn «OprauHzanus kaHana L2».
3) KomHonenr Yenyr cpasu «llepenada ganueix L2».

4) Kowmmnonent Ycnyr ceasu «Ilepenaya maHOIbx»:
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¢ OnemeHT «[lepegaya gaunsix B BUC ¢ 3agaHHBIMH HapaMeTpaMm
KayceTBa»;
¢ DOnemenT «[lepenaya qaHneix B ceTb « UHTEpHETY.
5) Komnonenr Yciryr cBiasH «3aLIHTa JaHHBIX»:
¢ DnemeHT «KpuuTorpadnueckas 3aUiHTa KaHANOB CBA3MY.
6) KomuoHeHT Yenyr ceasH «OrpaHuyentie gocryna K uudopManam»:
e Dnement «KoHTeutuas GuIbTpaLya».
7) KomnoneHt Yenyr cBasu « MoHHTOpHIT n ofecnedernne 6e30HaCHOCTH
CBA3H»:
e DnemeHT «MOHHTOPHHT NapaMETPOB KaYEeCTBa NPENOSTABISEMBIX
YCIyD»;
e Onement «3auuta ot DDoS ataky»;
¢ OneMeut «MeXCeTeBOE IKPAHUPOBZHHEN.
5.2. Kommuoneut Ycayr ceasu «IIpegocrasnenHe qocTynan»
1) Komnouent Yemyr ceasu «[Ipegoctapnenue G0CTyna» AOMKEeH SBIATHCS
YHHUBEPCAJIBIIBIM, YIIPABISCMBIM U MACIITA0O HPYEMBIM.
5.2.1. Tpe6opauus k apxutekType Kommoneura Yenyr ceasn «IIpegocrasneHHe
DOCTYIa»
Apxurektypa Komuonenta Yenyr cssu «[Ipegocrasnenye nocryna» npHBcIcHa

Ha prcynkak 1 u 2.
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5.2.2. Texnugeckue epenctsa peamusauuu Kommoomeutra VYeayr esssu
«[IpenocraBnenue nocryna»

1) TINonxkmouenne Kanana L2 k Touke npucoeauuenus ECITI, O6nexros LUK
K Touke npreoeausenus ECITJ ocymeeTBiserca B COOTBETCTBHH ¢ Tpebopamuamu T3.

5.2.3. Yupasnenue Komnonenrom Yenyr cassu «IIpegoctannenne ocTyHa»

Ans ykasanunix 3akazuukoM (30, O6wvextos UK HcnonHutens nomkew
OCYIIECTBJIATh YHPABJIeHHE H3MCHEHWHAMH, KOTOpBle MOTYT BKIIOYaTh H3MEHEHHS
HApaMeTpOB OXa3aHus Yeuyr:

- unrepdeiic ua obopynoBanun McnonuHTeNs, X KOTOPOMY MOAKIIOYAETCS

Kanan L2;

— HHTepdelic na obopynosanud McronHuTens, X KOTOPOMy MOAKIIOHAETCS

obopyaosaune KCA O6nexra [[UK;

- Toronorus ECIT;

- IP anpeca 1 HOACETH;

— IMPOTOKOJIBI MapIIpPyTH3ALHH;

— npodHIH OPTOB AOCTYHA;

— NpOnyekHas CrmocobmocTs mnepesadn  Tpaduka pasHeX THIIOB  HO

HpepocTaslideMbiM KaHanam cBisH Mexay C30, O6bextamu [IUK B 301e

OTBETCTBEHHOCTH VICHONUUTE S,

- napaMeTpsl kadeersa Hepegaqau IP-naketos u Ethernet kanpor C30 Mexay

C30 B 30ue orBercTBeHHOCTH MconHHTE A,

— Hoaxmogenne C30 k eerH McnonnuTens upH W3MeHEHHHM ajpeea

mMectopacHonoxeHHa C30 B 30me oTBeTcTBeHHOCTH MeHomHHTE NS,

- NPHOCTAHOBICHUE WIIH BO30OHOB/ICHIIE OKa3aHKA Y CIIyT| CBS3H;

— [OpomyCkHBS eHoeoOHOCTH mepefauH TpaduKa pasHeIX THHOB IO
OpeAoCTaBiaeMbIM KaHalaM cBia3H Mexay Ob6vextamn LUK B 30me
oTBeTeTBennocTH cnonuurens;

- uoaxmoyenne OOwexkta I[UK x ECIIJ HpH H3Menenun ajpeea
MecropacnonoxeHut Oorexra LUK B 30ue oTBeTeTBeHHOCTH MICHOMHHTENS;

- okasaHHe Ycayr cBs3M mia uoBeix C30, O6vexroB LUK B 30He
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OTBETETBEHUOCTH Hcronuurens HO €OINACOBAHMIO MEXIY 3aKa3duKOM H

Hcmonuurenem;

- IpeKpalneHne OKasaHus Y CIyr CBS3H I10 MPEAOCTABIEUHIO JOCTYHA;

- HUBIEe cornacoBaHHele McmonuuteneM u 3aKa3dMKkoM napameTpel Yemyr

CBSI3H.

5.24. TpeboBaHust K JOHMOIHHTEILHOMY YHKIHOHATY U CONPEOKEHHIO CO
eMeXKHBIMIT CUCTEMaMH
1) KoMuoHenT pJomkeH HMeTh BO3MOKHOSTH paclHpaTe (yHKLHOHAN
OCPEACTBOM TMOAKIIFOYe s K MH(POPMAIIHOHHEIM PeCypcaM H CHCTEMaM, 0e3 CHIDKe s
ypoBus  undopMmanmounofi — 6e30maCHOCTH, €MKOCTH  YCIOyr  €BA3H H
HPOM3BOJHTENEHOCTH.
2) K cMeXHLIM eHcTeMaM OTHOCSTCS:

-~ cers UHTEpHET;

—  BHewnHe ueuTpHl 06pabotku nannsix Uenonuurens w/unu Brnagensues UC.

5.2.5. TpeboraHus XK MPOH3BOAMTEIBHOCTH

1) [Ipon3BOAMTENBIOCTE [ODKHA OBTh [JOETATOMHON JUIA  BBIHOJICHUS

BO3NOXKCHHMEIX HA uee 3ama4. B cmysae ueobxoauMocTd ymeludeHus
HPOM3BOAMTENBHOCTH  HCHONMHTENsr AOMKEH HpEeAycCMOTPETh  TAKYIO
BO3MOXHOCTb.
5.2.6. Komnonent Yenyr cesisu «[Ipenocrasienue OOCTYHa» OOMKeH obecHeunTs
COBOKYHHYIO NpOMyCKHYI0 CHOCOOMOETH M3 pacdera HeoOXOZMMOCTH obeenedeHus
xaxaomy noakmouennomy C30, B COOTBETCTEHH ¢ 3asBKaMu, ClIEAYIOLIMX [1apaMETPOB:
—  HMaXO[slHeCs B NOPOAEKMX HoceneHMsx — me memee 100 (cra) M6ur/c no
Hanpaanenuto «ot»/«x» C30;

—  HaXOJjIMMecs B ropOJeKHX HOCeneHMsax — He Menee 1 (oamoro) I'6mt/c mo
HaHpaBnenuo «om/«x» C30;

—  HaxOAfIMecs B CENbEKHUX HOCENeHHsX — ue Mexee 50 (ustunecatd) Mbur/c
HO HampaBleuuio «oT»/«x» C30;

—  HakKOAUMECH B TPYAHOAOCTYIIMBIX HaceledHLIX IMYHKTAX, HOAKIIOYCHHEIE

HO CI[yTHHKOBBIM KaWaliaM CBsi3M — Me MeHnee 1 (opuore) Mout/c o
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nanpaBleHuIo «oT»/«i» C30;

5.2.7. Komuonent Yenyr essu «[Ipegoeranienue JoeTyna» JOmkeH 060eCIedHTs
COBOKYIIMYIO NpONYCKHYI0O CHOCOOHOCTH M3 pacuera MeoOXOoJUMOCTH obecHeuemus
kaxnomy noakiodenHomy O6nexty LIUK crnenyromux napamerpos:

— THK — ne menee 60 (weerbaecst) MOKT/e HO MANPARIEHHUAM OTH/CK»

THUK, c yderom (BKIOYas) TpeGOBaHHA K CKOPOCTH HEPeAadH AAHHBIX AL

nocryna k I'AC «BuiGopsr», ykasanusix B [Ipwmoxenun Ne 7 x T3 (3a

HexmodenHeM  THK pacfioNoXeHNeIX B y#aeMIOeIX H TpYIHOOOCTYIIHBIX

MaceJeHHBIX MyUKTAaX);

— UK CP® - ue menee 140 (cro eopox) MOuT/e no manpapienusm

«ot»/«x» UK CP®, ¢ yueroM (BKiOuat) TpeGOBAHMA K CKOPOCTH Hepenaum

AaHHBX 211 AocTyHa K I'AC «Bribops», ykasanusix B ITpuioxennn Ne 7 x T3 (3a

uckmogendeM HK CP® pacHOMOKEHHRIX B yHalemHEIX H TPYAHOMSOETYHHbIX

[IACENEHHRIX MyNKTaK);

— LUK Poeeun — ue Meunee 40000 (copox teiesy) M6ur/c mno

uanpasieHusam «om/«xk» LUK Poccuu, e yuetom (BKitowas) TpeGoBaHus X

CKOpOCTH uepefadH pmauubix Aud Aoctyna K [AC «Bribopbi», yKasaHHeIX B

IMpruroxennn Ne 7 x T3;

- Jns ObwvextoB IIUK, pacHONOXCHHBIX B  yAQd€HHBIX H

TPYAHONOCTYNIHBIX HaceNeHHuX HyHKTax (B ToM uucie u HK CPO,

pacnonoXxeHHo# B UyKOTCKOM aBTOMOMHOM OKpyre, r. AHaiblph) - Il MeHee

1 (onmoro) Mbut/c «or»/«ax» Obwexty LIUK ¢ ygeroM (BKmouas) Tpe6GoBaHuS K

CKOPOCTH [epefadu AaHHeIX Ui goctyna k TAC «Beifopei», yKa3aHHBIX B

[Npunoxennn Ne 7 x T3.

5.2.8. YpenuucHue — mpomssoautensuoctd  KomHoHewra  Yenyr  cBsi3H
«[IpenocrapneHHe NOETYHa» NO/DKUO JOCTUTATHCH CIEAYIOIIUMHE CHOCOGaMu:

—  3aMeua W MOAEpHU3ALKA aHHAPATIOro obeeHeyen s,

—  3aMeHa WII MOJEPHH3a1|A pOrpaMMHOro obecHedeHu;
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—  yBelH4eHHe IPOIyCKIoi crloe0OHOCTH KaHAIOB CBSI3H, MArHCTPAJbHBIX H N4

ypoBHe cereli qocTyna.

53. Komuoment Venyr cBasu «[IpemoctaBneHne JaocTyma» OOMKEH
obecneyuBarh AocTy K cetnt MHTepnet H Bo3MoxHocTs aoctyna C30 x UC, pomxen
obecreauBaTs KOCTyH K ceTH «HuTepre» H goctyn O6sextos LIUK x [AC «Bri6ops»
B COOTBETCTBHH ¢ TpeboBanuamu T3.

3.3.1. Hasuagenne Kommonenra Venyr ceisu «[Ipenoerabnenune gocrymnan.

Kommonenr VYenyr ess3u «lIpenocraBieHHe JOCTyHa» MOpefHasHauyeH A
opraumiaiMy Hoakmoueuns C30, O6vextop IIMK uepes Kamanm L2 x Touxam
uprcoennnenua ECIIH, O6wextoB 1K k Toukam upHeoemumenus x ECIII nms
Ob6wexros LTUK.

5.3.2. Tpebosanne x Kommonenty Yenyr ess3u «IIpegocrapienne J0cTynay

1)  ECILT moipkxa npeacTaBiarh coO0H BELIENCHHYIO CeTh, HOCTPOEHHYIO Ha
obopynosarnn VicHonuMTENs M HCHONBE3YIOW(YID COOCTBEHHMBIE Kaualbl CBS3H
Hcuonuurens, MCKIITOYAIOLTYI0 OPraHH3aLMIO KaHAJIOB NOBEPX eeTH HHTepuer.

2) ECIIX momxna OBITH HOCTPOEHA C MCHOJB30BAMHEM TEXHONOIMU
MHOIOHpPOTOKONBUOH KoMmMyTauHH mo merkam IP/MPLS ¥ umMers BO3MOXHOCTB
obecniedenns ceppueos L2/1.3 MPLS VPN.

3) ECIII gnomkHa HONNEPKHBATE CTATHYEEKYID M JUIAMHYEEKYIO
MapIupyTu3aiuio no aporokory BGPv4 (cietmdukanus IETF RFC 1771).

4) HenonHurens MO/DKEN NMPENOCTABHTH MAPIIPYTH3UPYEMYIO BHPTYAIbHYIO
4acTHYIO CETh 3-ro ypoBHs eoriacHo xiaecubuxauun F'OCT P UCO/MDK 7498-1-99,
[IPH 3TOM YKa3auHall CeTh N0/KMa obecrneunBarh Hepeaady HdopMauKH HO IPOTOKONY
IP eormacmo cremubpuxanmn IETF RFC 791 u obecriequBaTh HpOXOXIEHHE MEXIy
nutepdeiicamu 10cTyHa obopynosanun ITorpebrreneit 1P-nakeros pasmepom a0 1514
Gatir BruoguTeNpHO (MTU) 6e3 ux dparmenTaimy.

5) ECIIX pomxHa HO3BONAT: CO3JaHHE [IECKONLKO BhiAeleHHex BYC,
Kax /bl U3 KOTOPLIX H30IMPOBAH APYT OT APYra Ha JIOTH9EeKOM YPOBHE,

6) ECIIJ nomkua HMETh BO3MOXIIOCTh OpPraHH30BaTh, KAK MHHHMYM,

enexytomue BUC:
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— BYC pns B3aumopelicTBHA MeXay 0o0pasoBaTelNsNbIMH OpPraHH3alUAMH H

XEHTPaM30BaHHOr0 JOCTyna B ceThb MHTepmer (ma ypoBHe cybbekta Poccuiickoil
Menepauux), a Takke C BO3MOXHOCTRIO gmoctyHa K HMC ua deaepansnoM u
PErdOHaNILHOM YPOBHAX.

—  BYC anx HUK, UK CP®, TUK anx Hepegaun ganneix 'AC «Berbopui»,

—  BYC gnx UK CP®, TUK ans gocryna B cets «MHTEpHETY.

5.3.3. TpeGoBaHHA K TOINOIOTHH CETH

1) B ECIIJ WcHonuutens HOMKeH OpPrany3oBath TO4KM NpHEOESAHHEHHSA
ECII/] B anMHHHCTPAaTHBHRIX LEHTpax cyObekToB PQ (3a HckmioueHHeM PecnyOnuku
Kpbmm 1 r. CeBacronons).

2)  Touxa npueoegunenus ECIT/] nomxua 66T HOGKIIIOYEHA K MAIHCTPAIbHON
cetd Ucrnonuutens upu uomou BOJIC (3a ucxmouennem UyKkoTCKOro aHTOIIOMHOTO
okpyra). [Ipepuoarurensno noaxmodenne Todex upucoeaunenus ECI] x
MAarucTpBibHON eeTH McHoMMuTENA IPH IOMOINHM pe3epBHPOBAHHAIX KaHAJIOB.

3) ECIIZ momkxa obanars BO3MOXKHOCTHIO OPraHH3aLHH CIIEAYIOMMX THHOB
eBx3eii i BUC:

—  «xkaxaeiii e xsxaeM» (Full mesh) — mexay moboii mapoii CE Haker

HPOXOAUT HO OUTUMBJIBHOMY C TOUKH 3peHuA ceTy Micuomuurens MapipyTy;

—  «3Be3na» WIH «dJacTH4Has cBsizuocTe» (hub & spoke) — peanusyercs

CBA3HOCTh TakuM 00pasoM, 9TO y3NIbl CETH, OHpEHelleMHbie KaK spoke
MOJMYYalOT MapIIpyTuyl0 HHObopMammio Tonsko OT hub, hub momyuaer
MapuwpyTHl OT Bcex spoke. 3o o3uagaer, 4to TpadHK oT spoke MOXeT GBITh
Hanpabjied TOJBKO B cTopouy hub. ITocne nonygenus u o6pa6otku Tpaduka
hub moxxer HanpasnaTh Tpaduk ua gpyrofi spoke, TeM caMEIM 3aMBIKAs Beeh
Tpadux B BUC na cebs; 3anaun MapmpyTu3auHu TpagHKa, HPOXOIAILero
yepes hub, Geper Ha eebs Jakazuuk;

~  «IPOM3BOJIBHAS CBS3HOCTH» — APYTHe BapHAHTHl TOHOJOIMH BHPTYaJIBIOH

q9acTHOH ceTH, ueoOXoauMele 3aKa3amKy; IJIs peallH3aHU JaHHOTO BApHAHTA
B KaXJI0M KOIKpeTHOM Ccliydac pa3spafaTeiBaeTes e€Xxema OpraHu3alMd

YCIYTH.
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3.3.4. O6mme npuuHne! GOPMHPOBAHIA AAPECHOTO HPOCTPAHCTBA

1) ®opmuposanue agpecHoro npocrparcTia B ECIIJ] gomkHa ocnoBhiBaThCA
na pexoMeHaauuax nokymenra RFC 1918 «Address Allocation for Private Internets»
(pacmpenenenne agpecoB B gacTHeIX [P-ceTsx), a Takke OOIKHO YYOTEIBAThH
pekomenpnauun RFC 6890 «Special-Purpose IP Address Registries» n RFC 2544
«Bcnchmarking Methodology for Network Imterconnect Devices».

2) B BUYC ECIIJ gomknel HCIONB3OBATHCA CETH KIAacca A W3 [UANA30HA,
paspemennoro K upaMerennio B 9acTHeX IP-cersx 10.0.0.0/8. Hcnonb3osaHue MHBIX
CeTed CoMIacCOBRIBACTCS ¢ 3aKaIIMKOM.

3) Kpome ocroBHOrO agpecHoro mpoCTPAHCTBA, B BHIE HCKIIOYCHHS, MOTYT
HCIIOJIB30BAaTbCA NOTIONHNTENBNO auanasonsl IP-ceTeit H OTRENBHBIX aOpecoB.

4) TpaHcmsupMa  CeTeBBIX  aApecoB HPH  B3aUMOACIHCTBHII — MeXIy
[loTpeburensmMn nomkma OTCyTCTBOBaTh. llepecedennc afpecHBIX MpPOCTPAICTB
MCKIIOYAETCH MCHONL30BAaHUEM JIETHTHMHBIX (BBIJANIIBIX LEHTPANA30BAHHO) aNpechIX
MyJIOB.

5.3.5. Tpebosanus k upomycknoi cnocobuoctu
INpx okazanuu Ycayr cess3u gomxer obccneunsatbes gocryn C30 k ECIL co

ClIeAYIOMNMH CKOPOCTHEIME IAPAMETPAMII, B COOTBETCTBHH ¢ 3asMBKAMH:

C30
CxopocTts goctyna k ECIL]
Hurepner
O6pasopaTeneHBIC Oprann3anty, paeuoIoKeHHble B 1 I'but/c
TOPOACKUX HACEIECHHBIX NYHKTAX
Q0paszoBaTeNpHBIE OPraHHA3AIAH, PACIIOIOXKEHITBIE B 100 Mb6Hu1/c
FOPOACKHX HACEIEHHAIX MyHKTaX
ObpasoBarenbHble OpraHH3alHIl, PaCHOIOXEHHEIE 50 MouT/c
BHE IOPOACKHX HACENCHHBIX IYHKTAX
O6pe3oBarenbHble OpraliBauyH, NOKKIIOIAeMbIX ¢ | B cooTBeTcTBNM ¢ 3asBKamu
NCNO/I30BaHHEM CITyTHHKOBBIX JIMMHA CBI3H
T (He meunee 1 Mb6ut/c)
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O6bexTrr LIUK
Ckopocth goctyna x ECIT]]
HnrepHer T'AC

«Br10opu»
LenTpansHas u3buparenbnas KOMHCCHS - 40T6/c
Hsbuparensurie koMuccHH cyObektoB Poccuiickoii | 100 M6nt/c 40 M6wur/c
Degepanuu
TeppuTopnansnnie w3bupaTenbnblie KOMACCHH 50 M6HuT/c 10 M6HT1/c
O6BbeKTh MUK, pacnonoXeHHbIE B| 512 kbnr/c 512 xbut/e
TPYAHOROCTYNIEIX HACEEHHBIX Iy MKTAX,
NOAKIIOYEHHbIEC IO CYTHHKOBBIM KanaiaM CBSI3H

53.6. TpeboBanua k KagecTBy 00CTyXKHBAIMA
1) ECIIJ] nomkHa npemoeTaBisTh KaK MHHHMYM 3 KIacca Kayecrsa
obcnyxuBauna Tpapnka MomzenH DiffServ. Ilo cornacoBammo ¢ 3aka3guxkoM
AOMyCKaeTCAd HCIOONL3OBAIHE MOAENeH KadecTBa O0emyXWBaHMA C OONBIIHM MM
MEHBIIHM KOIHYEeCTBOM KJIACCOB.
2) B pamkax Mozemd ¢ 3 Knaccamu ofClyXnBaHHs NpH Nepegave TpadHka
mexay [Torpeburenamu ECITJ nomkua noaiepKuBaTh:
— Knacc 1 — Ttpadux npunoxenmii peanpnoro spemenn (roinoc, BHAEO),
KPHTI4HHEIH K IOTEPAM HaKETOB, 3a[CpXKKaM i KoneGanusaM 3afepuKuy;
—  Kiuacc 2 — Tpaduk kopnopaTHBHEX HHPOPMAIHOHMBIX CHCTEM, KPHTHUIIEL
K 3afiepXKaM I1 TOTepsM;
— Kiace 3 — tpadux, HekpHTHYHBIH K 3anepxkam (MHTepneT, painwuHhle
CeTeBBIE CIYX0bI).
3) Knaccudpnkamus TpahHKa JOMDKHA OCYLIECTBIATHCA AN Kk poro IP-uakera
B OTHENBUOCTH, NepefaBaemoro B IP/MPLS ccte Wcnonuurens, B COOTBETCTBHH CO

3na4enreM ero noisi DSCP, kak yxasano B cicinyomeii Tabnuie:

THI Tpaduka 3uayenue DSCP 3aronoska
Knacc 1 CS4
Knace 2 AF21
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CxopocTh A0CTYNA K CETH

HUaTepret
O6pa3soBarenpHbie OPraHU3al|K, PAcONOKEHHBIE I [6mr/c
B rOPOACKHX MACEICHABIX MYTKTaK
Obpa3oBaTenbHEIC OPranmn3auiil, pacioloXeHUBIE 100 M6Tc
B TOPOJCKHX HACENEeHHEBIX ITYyHKTAX
A
O6pasoBaTenpHbe OPra3alHH, PacloIokKenHbie 50 M6HT/c

BHE F'OPOACKHMX HACENeHHRIX HYHKTAX
O6pa3oBareneHble OpraHd3alNy, NoAKModaeMsix | B cooTseTcTBHH ¢ 3asBKamn

C IICNIOIB30BAIIHEM CITYTHHKOBBIX JINIHKA CBA3H (l'[e MeHec | MﬁHT/C)

A s BYC pomxma OCYIIECTBIATBCA € YYETOM CNEAYIOMMX CKOPOCTHBIX

rapameTpos Hoakmoyenus odbexros LUK k ECITI:

CkopocTh BocTyna K cetu

HnTepuer T'AC

«Br160opLD»

LlenTpancuas n30upaTenkHas KOMHCCHS - 40T6/c
Poecuiickoiit ®eaepausu
H3buparenvurie KOMHCCHH cyowektoB | 100 M6ut/c 40 Mbnt/c
Poccuiickoii Qegepaunsx

Tepprropusnbnble H30UpaTENLOBIE KOMUCCHI 50 Mbur/c 10 M6uT/c
O6beKTEI MK, pacnooXeHUubIe B| 512 xkbur/c 512 xbur/c
TPYAHOXOCTYHHBIX HaceNICHHBIX IyTIKTAXx,

NOOKIMIOYEH HEIC MO CITYTHHKOBRIM KaHaNaM CBA3H

5.5.3. TpeboBanus k kauecTBy 06CTy HBAHUA
1) Onement IIJ] B BUC pgomxen npeaocTaBnaTh Kak MHHAMYM 3 Kiacca
xagecTsa obcmyxusanus tpadnka Mogenn DiffServ. [To cornacosanmio ¢ 3akazunkom
JOMYCKaeTCs HCTONB30OBAHHE MOJCNel KadecTBa OOCHYXHBAaHHS ¢ OONLIIAM HIIH
MEHBIIMM KOJIHYECTBOM KIaccoB.
2) B pamkax Mogemu ¢ 3 xiaccamH oOCIyXKHBAanHMsi HPH Hepenade TpapHKa
Mexay C30 ECIIJ nomxna noaaepXusaTh:
— Kmace 1 - tpaduk npunoxenuii pesnsnoro speMend (rojoc, BHIAEO),
KPOTHIHBIA K HOTEPAM NAKETOB, 3a4CPXKKaM I1 KoeOaHUAM 3a1epKKH;
—  Knace 2 — TpadHK KOpIOpPaTHBHBEIX HHPOPMALIHOMHABIX CHCTEM, KPHTHYHEIH

K 3a[epKaM II IOTepAM;
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— Knacc 3 — tpaduk, nekpuTHumblii K 3agepxkkaMm (MHTepHeT, pasnHuHEBIE

ceTeBBIe CITyXOBI).
3) Knacendukauus Tpaduka nomKHa OCyIECTBAATECA AA Kaxkaoro 1P-HakeTa
B OTAeNbHOCTH, HepenaBacMoro B IP/MPLS cers McnomuuTens, B €0OTBSTCTBHH CO

3HauenneM ero Homst DSCP, kak ykxa3zano B cnegyloniedi Tabnune:

Tuu Tpadmka | 3uauenne DSCP zaronoeka

Knacc 1 CS4

Knacc 2 AF2I

Knace 3 Default (mo0ste 3navenns, OTAHYHBIE OT Kiaccos 1 1 2)
INpumMeyanus:

— Ilpn Hepepaye paHusix 4vepez IP/MPLS cerp McHOMHHTENs 3arofioBKH
IP-HaKeTOB MEHATHCS HE JNOJDKHEL.

- TIlpu speBbiueHHd Tpadukom Kiacca [ npomyckuoit cnocoGHoeTH,
YCTAHOBIICHHOA ua nopty M Kiaeea |, nomicH nmpoH3BoaHTECH cOpoc
IP-nakeToB ¢ kagecTsoM Kiacca 3; yipu npessiiiensu tpapnuxom Kiacea 2,
HponyeKuo#i CHOCOGHOCTH, yeTaHORIEHHOH ma Hopty aius Knacea 2, — c6poc
IP-makeToB ¢ kayectBoM Knacca 3; npu npesbierny tpaguxoM Kiacea 3
npomyckuoii crnoeobHocTH HOpTa — cOpoe IP-HakeToB.

5.5.4. TpeboBanus k kavectBy neMenra I1]] 8 BUC

1) Ilpn okasanuu Snemenra I1]] B BUC McHonuuTens NODKEH OCYMIECTBAATD
MapmpyTtu3anuio IP-nakeros ¢ nanueiMi C30 u obecneunBate HepenaTy [P-uakeros e
paHHEIME C30 Mexny unoaxmovenHsiMH k cetH C30, mexgy C30 u gpyramu
nopkmovyenHsMy K ECIL eeTsiMH H o0beKTaMy, a Taoke MeXIy ceTsio UHTepHer.

2) TIlps okaszannyn Dnementa [11] B BUC HenonHuTens NoIDKeH OCyILECTBAATE
MapmpyTtuzauHio IP-naketos ¢ nanueiMa 06uekToB LUK 1 o6ecneunsars nepenauy [P-
HakeToB ¢ naHneMi o6vexToB LMK Mexay HoaxmouenubiMi K eeTd ofsekramu LIUK.

3) Ilponyckuas enoeoGHOCTE mEpeAaYd JAHAEIX Mexay MoGsMH asyms C30,
O6wextamMn LUK Ho xananam uepes ECIIJ] B 3oMe orBeTeTBeMuocTH Mcnommnresns,
AOJKHA OHPENCNATECA KAK HAHMEHBIUIee 3HAYEeHMHE M3 HPOMYyCKHBIX crnocoOHoeTel

HOAKMIOYeHni AaHuEIX o0wekToB kK ECITA.
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4) Tapanruy kadectea nepeaadn IP-nakeroB ¢ aanasiMu [oTpeGuTens Mex Ty

moOrMH Toukamu Hpucoegnaenus ECITJ nomxssl YIOBIETBOPATE €NeAYIOIUM

TpeGoBaHMIM:

3nauenus napamMempos Kaueemea nepedauy OAHHBIX HA NPOBOOHBIX KAHARAX
medxncoy Touxamu npucoedunenus, yoanewubimMu Opyz om Opyea Ha pAcCmOsHue No
Npamoi Ha kapme ne 6onee 4000 rm:

Tun [IpoueHT HOTEPIHHRIX 3aepkKa Hepenady BapHamua 3apepkin,
IP-nakeToB B OHY
Tpadiika IP-HakeToB, ue 6onee ue Gonee
CTOPOHY, He bonee
Knace 1 0,2% 75 Mc 50 mc
Kiacce 2 0,2% 100 mc e HopMMpYyeTcs
Knace 3 5% 125 mc Hie HOpMHpYETCA

3nauenus napamempoe xavecmea nepedauyu OaHHLIX HA NPOGOOHBIX KAHANAX
mexncdy Touxamu npucoeduHenus, yoaneHHviMu Opye om Opy2a HQ pAcCMOSHUE No
npamou Ha kapme 6oaee 4000 km:

Tun IIponeHT noTepIUubIX BI%HEWa repenatn Bapuanusa sanepkim,
-[TAKETOB B OIHY
Tpaguka | [P-uakeros, B He Gonee He Gonee
CTOpPOHY, HE Oonee
Knace 1 0,2% 100 mc 50 me
Knacc 2 0,2% 150 Mc e HOPMHPYETCA
Knace 3 5% 200 mc HE HOpMIIpYeTes

3navenus napamempos xauecmea nepedauu QaHHbIX HA COCMAGHBIX KAHANAX C
yuemom wHanusun becnpoeodnozo yuacmka mexcdy Touxamu npucoedunenus,

PACNORONCEeHRbIMU HA meppumopuu Hyxomcxozo aemonomuozo okpyea:
Tnn IIponeHT HOTEPAHHEIX Sazepkka HepenaiH BapHanus 3agepikkd,
[P-nakeToB B OHY
TpadHKa IP-nakeToB, He Oonee He Gonee

CTOpPOHY, He fonee

Knacc 1 0,5% 500 mc 50 mc

Kiracc 2 1% 550 Mc He HOPMHpYETCA

Knace 3 5% 600 mc HE MOPMHpPYETCA

5.6. Omnemeut «Ilepenaya nanuex B cetb Hurepuer (asnee -Onement 1] B

Hutepuer)
5.6.1. Tpebopauus x Inementy IN1]] B UatepHer.
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1) Tlepemaua nauneix B eets Uurepuer u3 ECIT]] nomkna oeylecTBIATECS Ha

pecypcak Mcnonuurens, € HCHONB30BaHHEM 4aeTHOH anpeeaurH obopynoeanus C30 u
TNICHOJIE30BaHUEM QYHKIMH eeTeBoi TpanciaiuHH agpecos (NAT).

2) OneMment I1[] B HMurepser aomked OBITh LEHTPANTH3OBAH HA YPOBHE
HHOPacTPyKTypel UcnoNHHTENA B aIMHHHETPATHBHEIX LEHTPaX eyGrekros Poccuitckoit
Penepauny, 32 HexmnodenHeM PectyOmuku Kpeim u r. CepacTonons, B e00TBETETBHH C
TpeboBanuamMH T3. Onement [1[l B HHrepuer nomked MPEeAOCTABNATHCS B
reorpaHYeckux Toukax eyOwexroB Pocchiickoit Pepepauumn (32 HCKIOYEHHEM
PecnryGnukn Kpeim H r. CeBacTonons), HanOonee Giu3ko pacnonoxeHsabix k Todxam
npucoesuaeHus ECIT, 13 xoTOpbIX HHALMIpPYeTCS TakoM AOCTYN.

3) Ilepen Hawanom okasanus I1J] B Uetepuer mia C30, O6sexros LIVIK,
ykasaHnex 3asBkak, HMcuomanreneM NOMKKBI HPENOCTABIATBCS  BhINEAEHHBIH
CHMMETPHYNBIA AyIUICKCHBIH ROETYH K ceTH HIHTepHeT ¢ mponyekHO#R cHocobGHOCTRIO,
cooTBeTCTBYIOWEH TpeboBanmsam T3.

4) McnonuMTens LIA OKA3AHMSA II1 B MiHTeprer pomxeH 3ape3epBHPOBATH
AOCTaTOMHOC KOMMYEeTBO BHEeHHMK I[Pv4 ampecoB M3 3aperMCTpmpoOBaHMOrO 3a
HenonnureneM B Gasze manmeix RIPE NCC mnpoetpauctsa IPv4 agpecos. O6nem
(xonuuectso) IPv4 ampeeoB HcuomHHTENs MAOMKHO OBITH JOCTATOYHBIM  JULS
B3aHMonedcTBHA  monp3osarened  ECIIJ] ¢ uMabOpMAUHOMHEIMH  CHCTEMaMH,
pasMenieHHBIMA B ceTH HHTepHer, B T.4. C CHCTEMAMH, HMEIOILHMMH KECTKHE
OrpaHHYCHHA MO KOMIMYEeTBy CECCHM, yeTaraBIxBaeMbIX ¢ oguoro IPv4-anepca.

5) Hcnonuurens pnomkeH obecmevnth cleylOllHEe HOPOTOBBIE 3MAYCHHS
NapaMeTpPOB Ka4yecTBa NEPenadd AAHHEIX B 30He oTBercTBeruocTn HMenonumrens mo
kaHaimy CBs3d Mexay Toukod mpucoeauueHus ECILJ] u pecypeamn cetu Hurtepser,

Touxoit npucoenuuenus ECITJ] mna O6vexra LIUK u peeypcamu cetu «HMuTrepnem,

Henocpenerseuuo nogkmodensnibid K IP cetn Ucnonaurens:
—  [POUEHT MOTEPAHHEIX NAKeTOB ~ He Gonce 5%);
—  3aJIepKKa HEpeJayd NakeToB:
— 1O HPOBOAHKIM Kauanam — He Gonee 250 Mme;

—  Ha COCTaHHBIX KaHaNax ¢ y4eToM HaTW4{s OQHOro GecnpoBONHOro y4acTka
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(oauoro cHyTHHKOBOTO Ckauka) — ue Gonee 1000 Mc.

5.7. KomuouenT Yenyr cBa3d «3ampTa JaHHBIX»

5.7.1. Hasnauenne KomHoHeHTa YCnyr cBA3H «3a0inTa JanUEIX»

KoMnonent Ycmyr cBasH «3aiquTa AAHABIX» HpEAMa3HAueHa I 3aIlMThl

naHuplX, oOpa0arpiBaeMblX M HEPENABAEMEBIX IPH OCYINEETBICMHM NOCTYNA K

rocy AapeTBENHEIM, MyHHIIMNATBHAIM, HHBIM HHPOPMAIIMOHHEIM eficTeMaM, TpeOyromux

3aLIATHI HEPeJayd AAaHHEIX, Pa3sMEILACMBIM B perdoHanbuelx wix genepansioM 11O]]

Bnagensues UC.

1} Ona nocTiokeHus neneff HO 3ammre JaHHBIX MCHOMHMTENb ROMKEH

BBIIOJIHHTE CICAYIOLINEC 3a0a9H:

3aka3qyuK COrJNacoBsiBaeT, a MCHOMMATENb OCYLIECTBAAET pa3MEILEHHe
obopynoBanus KpHITOrpaduyeckoit 3ammuTs HUGOPMALKH HA TEPPNTOPHH
(enepanbHbIX, PErHOMANBHEIX H (IUIH) MyMHLMNANBHEIX HAOMAIKAX
Brnagensues UC;

PasMecTHTE OGOpynOBaHHe KpUHTOrpadudeckoif 3amurtel HaGOpMALHH
ECIIl Ha denepanbHBIX, PErHOHATBHBIX M MYMMUFNAIbHBIX [LIOMALKAX
Brnanensues UC u oGecueants ero noakmoyenne k ECITJ] camocrosrenbHo
U 33 CBOH cyYer.

OPravH30BaTh KPHOTOIPAGHYECKYIO 3ALIMTY NEPEAABAEMBIX NAHHBIX OT
nofib3osarenet C30 o enepanbHEIX, perHOHANBUEIX WM My HHIMIATbIBIX
HC;

OPraHW30BaTh CBA3HOCTH KPUNTOrpaduyeckHX epencTe Mexny cololi B

3aIaHIMo# KOHGHUIYpaLTH.

3.7.2. TpeGopanus k apxurekrype KoMnonenra Yemyr

Apxurexktypa Komnouwenta Ycmyr cpsasM «3amura AAHHBIX» Onpenensercs

Henonuurenem.

KomnoneHnt Yemyr cea3n «3ammra panusx» ACIDKEH HCHONB3OBATH ECITA B

Ka9€CTBE TPaHCHOPTA AJIA 3AINHINACMBIX KpHHTOIpa(bH‘lCCKHMH CPEICTBAMH NAHHBIX.

KoMHoHeHT Yemyr cBasu nomxen obecnieunBath 3amumenssit nocrys u3 C30 no UC,
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PacHONOXEHHEIX B (enepalbHOM, PperoHanbHOM WIM  MyHunpyansnoMm L[O]]

Baanensues UC, B eooTBeTcTBHH ¢ TpeboBanusaMu T3.

Komrnonent Vemyr cBa3u «3amyra nauubx» aoipken ucnoassosats ECITI B
KA4eCTBE TPAUCIIOpTa U1 3aIUHINAeMbIX KpHHTOTpaQHICEKUMH CPeICTBAaMIT JAHHEIX, 32
dckmogenneM pnanueix AC  «Buibopey. KommoneHT VYenyr cBa3d momked
obecneunBare ammmenHblE aoctyd u3 O6wekroB LIMK no UC, pacnonoxenusx B
enepameoM u perdoHansuoM HIH MyHuuusanssom LIOJI Baamensues HMC, B
COOTBETETBHH C TpeboBamuamu T3.

5.7.3. Ynparnenne KomnonenroM Ycmyr ca3u «3anuTa JaHUBIX»

Hna ykasanaex 3axasumkom C30, O6sexroB 1IUK HcHonuurens RomxeH
OCYILIECTBJIATL YNPaBICHHE H3MEHEHHAMH, KOTOPhIE MOIYT BKIHOYATH H3IMEHEHHsA
eNeAyIOIIMX NAPAMETPOB:

—  HHTepdeiica na obopynopaHnn McHonuuTens, Kk KOTOPOMY HOAKIIOYAETCS

obopynosanne C30, O6sekron 1TUK;

—  TOHONOTHA XpUnrorpadmueckoii ceT;

—  IP aapeca u "HogeeTn;

—  NPOTOKOJIBI MapIUPYTH3ALHH;

—  npoduAd HOPTOB AOETYHA,

—  TOYKH HpNEOEAWHEHHS K KpHATOrpadHYeCcKO# ceTH;

—  napaMmeTpHl kayectBa nepenauH IP-uaxetoB u Ethernet kanpos C30 mexy

C30;

— noakmodeHHe C30 k cern HcnonHuTens npH H3IMEHEHHH afpeea

mecTopacaonoxenus C30;

~  HapaMeTpsl Ka4ecrBa mepenadyd [P-sakeros um Ethemet kaapos OGwvekToB

MUK mexay O6sextamu LUK ;

- noaxmoyenie O6wexror ITHK k eetn MUcHonHHTeNS NpH H3MEHEeHHH apeca

meeropacnonoxenns O6sekror LUK

—  HPHAOCTAHOBJIEHIE WM BO30OHORIEHHE OKA3aHHS YCIIYIH;

—  oOKasaHne yenyru ang #oBeiX C30 HO COrnacoBaHMIO MEXIY 3aKa3yHKOM H

HUcHonHHTENEM;
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—  DOpeKpalleHHe OKa3aHUs YCIyTH;

—  HHbIe cornacoBaHele MicnonnnreneM n 3aka3zgHKoM napaMeTphl yCIyri,

5.7.4. Tpebosadus K npoH3BogHTenkHOCTH KoMmmoxnenTa Ycnyr ceazH «3amura
AANIBIX»

5.74.1. IIponssoauTensHocTe KoMHOHEHTa Yenyr cBA3n «3alMTa AaHHBX)
AOIKHA OBITH NOCTATOYHOM, A4 BBINONHENMA BOIMOKEHHEIX Na Hee 3ana4. B ciygae
HEeoOXOAHMOCTH yBEIIHYSHUA IPOU3BOAUTENBHOCTH, Y BEIHYENNE IPON3BO HTENIBHOCTI
KoMnomnenrta Ycnyr css3n A0KHO AOCTHIATECA CIEAYIOIUMMH CHOCOOaMH:

—  3aMeHa WIH MOJSPHH3ALNA aTHAPATHOTO o0ecHeYeHn;

—  3aMera WIH MOJAEPIH3ALMUA MIPOrPaMMIIOTo obecneyeHus;

—  YBEIHYEHHE NPONYCKHOH CHOCOOHOCTH KAHANOB CBA3H, MArMCTPAbHAIX H

CETII JOCTYMA.
5.8. Onement «Kpunrorpadmdeckas 3amHra KaHAIOB CBA3N» (nanee — JIeMEeHT
«Kpnnrosamura»)

5.8.1. Ha3snauyenmne Dnementa «KpuHTo3ammnray.

Onement «Kpunrosammra» mnpeaHasHaden s ofecnedeHus HOIUAEPXKKHU
mu(ppPOBAHHA C HCHONB30BAHUEM POCCHHUCKHMX AITOPHTMOB [JISl 3AIIMTHI JAHHBIX,
HEpE/aHaEMBIX MO KamallaM CBS3M, 7€ IPefHA3HAYeHHBIM A cerd «HuTepmer».
Hcnonesyemble CpPeACTBA KPHNTOrpadmyeckoi 3al(HThl JOIDKHBl HMETh €epTH(HKAT
coorBercTBUA TpeGoBasuam PCB Poeenn k mudpoBansubiM (KpHOTOrpadHuecKum)
cpeacTeam Kiacca He mxe KC3.

Jnement «Kpunrosawura» npepHazHaden aid  ofecHeueMMs NOANEPXKH
WHGPOBAHKUA C HEHONB3OBAHNEM POCCIHCKUX AalrOPHTMOB /I 3alMThl JaHHBIX,
mepefaBacMbIX HO KaHaliaM CBf3M, HE NpENHA3HAYCHHBIM s ceTu «UHTepHer».
Hcnonssyemeie cpenctsa xpunrorpadHueekoil 3amyThl JODKHBI HMETH CepTH(HMKAT
cootBercTBud TpeGopanusimM OCB PoceHH Kk WHGPOBAIGHEM (KpPHHTOrPAdHIECKYM)
cpencrsaM kiacca He HHxke KC3.

5.8.2. TpeboBanus k DnemeHTy « KpHHTO3AIHTAY

1) Onement «Kpnnrozammra» peanmsyerci Ha OCHOBE OPOIPaMMHO-

ailapaTHBIX CPCACTB.
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2) lludposBanHe AOKHO OOECHEYHBATE BO3MOXNOCTE nogkmouenns C30 k

AC, rpebyromuM 3amMMTB AAHHBIX, Pa3MEINAEMEIM BO BHELIHIIX PETHOHANBILIX H
penepanensix LIO,

3) [u¢dposane peanusyercd Ha OCHOBE KPHHTOMAPIIPYTH3aTOPOB,
COOTBETCTBYIOMHX TpeboBammam T3.

4) Illudpopanne nomxkHO obecrieyHBaTh (YHKUHIO 3aWIHTH TPadHKA OpH
HEpeAa4e NEPCOHANBHBIX JANMbIX.

5) Ob6s3arensno HajgHYHe AeHCTBYIOMMX CEPTIIIKATOB COOTBETCTBMA
tpebosanuiM ©CB PoccHH K cpencTBam KpnHTOrpaduyeckoi sammTsl knacca KC3.

6) udposanne momkHo obecHeYMBAaTh MEpeaady TPEOYIOMMX 3aIHATHI
naaaex O6pexros LIMK

7) IHubposanue nomkuo obecneunBaTb GYHKIHIO 3aIGHTHL TPadHKA OpH
nepejaye NEPCOHANbHBIX AHIBIX, 32 HekmnodenkeM aanusx [ AC «BeiGope»

5.8.3. CpeaerBa KpunTO3aIUTEI HIIQOPMALIHII JOTKHBI BBITIONUATE:

—  WH(pOBaHHE NaHHBIX, NIEPENABAEMBbIX MO OTKPBHITHIM KAHATAM €BA3H MEXY
3aMIIENTHBIMH cerMeHTaMu ceTH L3VPN;

—  CKPBITIE BOYTPEHHMEH CTPYKTYPBI NOKaNBHBIX BEIYHENHTENBHRIX CeTeii;

—  Hpnem ¥ Mepenady |P-makeros no nmpotokonam cemeiictsa TCP/IP;

—  LIEHTPAJIH30BaHHOE yNPaBJIeHHEe 3alUTOM CETH;

—  HpneM H nepeaava [P-naketos HO npoTokonam cemeiictsa TCP/IP;

—  KpHHTOrpadguueckoe mpeobpa3zoBaHHe ICpeiamaeMBIX H npnuuMaeMeix 1P-
NaKeTOB JAOJDKHEI COOTBeTCTBOBaTh TpeOGoBamuam: I['OCT 28147-89
«CHcerempl  o6pabotkm  mndopManuu. 3amura KpHOTOrpadHdYecKas.
AnropuTtMm Kpnnrorpagngeckoro npeoSpazopanwi» uik 'OCT P 34.12-2015
"Undopmaunonnas TEXHOJIOFHS. Kpunrorpaduieckas 3aIHTA
HHQopMalHH. Bnogusie wuppe";

—  muppoBaHHE HHGOPMALUHE HE CETEBOM yPOBIIE;

—  YBEIHYEHHE pa3sMCpa HAaKeTa C y4eToM JononHutensuoro 1P-3aronoska He
IOIDKHO npeBslathk 60 baifT;

— BO3MOXNOCTG MOHMTODHHra €OCTOAHHMS KpPHIITOMApIIpyTH3aTopa u3
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3aUMINEHHBIX CeTel HO HpoToKoy SNMP;

pexuM  pafoTel  KpUNTOMApIHpyTH3aTOpa  —  KPYIVIOCYTOUHEIH
HeoOcyxnBaeMsIit, HO cxeMe 24 4aca B CyTKN, 7 JAneif B efemo
NOANEPXHBATE CTATHYECKYI0 N JHHAMHYECKYH) MAapLIPYTH3ALHIO HO
nporokolty BGPv4 (cnemuduxauus IETF RFC 1771)

ofecneunBate noazepkKy ne meumee 3 (Tpex) KiuaccoB obcIyKHBaHHA
Tpaduka Mogenx DiffServ;

obecneunBaTs NOALESPKKY MapKHPOBKM BXOAAWIEro Tpadnka Ha ocuose [P
azpeca nony4Jarens,

obecneynBaTs NOANEPXKKY MapKMpOBKH BXOAAWIETO Tpaduka Ha ocHope IP
afpeca NCTOYHHKA,

obecHeuHBaTL HONMEPKKY MAPKUPOBKH IIM(POBAHUOTO TPA(HKA.

5.8.4. lononuutenensle  tpeboBamMd K (yHKUHOMAIBHOCTH  CPEACTB

KPHHTO3aIIKTEl MIIOPMAIHH, YCTAHOBICHHBIX B nedtpaisHoM LIOJ] Ucnonnutens, a

Takke B perHonansuelx O] Mcnonnurens ana ceasn ¢ C30, O6sextamn 1TUK |

puewrnamu UC:

BO3MOXIOCTb «TOPAYEro» pe3epBHPOBANUA (B peXXHME OTKA30YCTOHYHBOrO
aKTHBHO-HaCCIIBHOrO KIacTepa);

BO3MOXHOCTb 00ecneynBaTs NpON3BOAMTENBHOCTE WINPPOBAHKS HE MeHee
2,5 I'out/c;

KaXbIH 00BEKT TOTO THIIA ABNAETCH UEHTPAIBIBLIM KIACTEPOM OTHENBHOM
3aLMIIENNOH CETH; USHTP yHpaanenus AaHHOH ceT OyaeT pacHONaraTecd Ha

nromanke Ucnomuarens.

5.8.5. NoHonuutensHple  TpeGoBaHMA K (QyNXUHONANBIOCTH  CpeneTs

KPHIITO3aIIMT Bl TH(GOPMAaUMK, YCTaHOBRIENHEIX B pernonansueix 110]] McHonnuTens aus

cBa3H uenTpaneubiM LIOJ] Uenonumrea:

BO3MOXHOCTE «rOPAYEro) pe3epBHPOBAHMA (B peXXHME OTKa30yCTOHYHBOIO
aKTHBHO-IIACCHBHOIO KIIaeTepa);

BO3MOXHOCTb 06€CneYMBaTh IIPOM3BOAUTENBIOCTE IHGPOBAHUS HE MEnee
500 M6nt/c.
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3.8.6. Jonomuureneneie  TpeboBamus K (YDKUNOMAILHOCTH  CpencTB
KpINTO3aIHTE HHOPMalHH, ycTaHoBlenHax B C30:
—  BO3MOXXHOCTE «XOJIOXHOIO» pe3epBHPOBAHNIY,;
—  BO3MOXHOCTE 00GECIEUHBATE NPOH3BOAUTENBIOCTE MIHPPOBAHHA HE MEHee
50 M6nTt/c;

—  CKOpOCTE Hepejauu AanHsx npH pabote B cctax L3 VPN - no 100 M6wr/c.

5.9. Tpebopauma k Kommomenry VYcnyr cBasH «QOrpaHHYeHHE AOCTYNa K

HHBOPMALIHHY.

Komnoueut Yciayr cegan «OrpanuuenHe nocryna K MHGOPManHH» JOIDKEH
obecneunsarts 6l0kHpoBanKue nocTyna K Murepner-pecypcam B COOTBETCTBHH ¢ 1.2 CT.5
QenepansHoro 3akona Ne436-D3 ot 29 nmexabpa 2010 roma «O 3ammre nereit ot
nndopMalHH, NpHYNHAIOmEe Bpea HX 340POBBIO H Pa3BHTINON, TAE ONpeleNcHbl BUBI
HIGOPMalHH, 3aNpeimeHHOl ANA  pacHpocTpaHeHus | Cpeau ICTEH, & TaKKe C
ICIONIB30BAHHEM HOJNOXEHHA MCTOJMYECKMX DPEKOMEHAALHH HO OrpaHHYSHHIO B
06pa3oBarebHBIX OpraHM3auMiX AOCTYHa OOy4alomuxcs K BHAaM MHGOpMAupH,
pacrpoCTpaHAEMOH HOCPCACTBOM ceTH «MHTepHeT», MPHYHHAIOIEH Bpej 3M0POBEIO H
(ann) pasBHTHIO feTeH, a TakKC HMe COOTBETCTBYIOWIEH 3a7ayam 06pa3zoBaHuA
yrBepxaéunsie Muno6puayku Poecuu 28 anpens 2014r.

B pamkax Orpannyenusa fgocryna K HHGOpMAUMM AOKHO OCYIIECTBISTBLCA
peryisipHoe (He peXe ONHOro pasa B Jenb) oOHOBIEHHe 633 JAMHEIX, 338HPEmEeHHbIX
Hurepuer-pecypcos.

B pamxax Orpanuvenns aocTyna K HHGOpPMauMH HOMKHA GHITE pPearHIOBaHA
¢yuKuMs aHATH3a CONSPXHMOTO BeG CTpaHHU i ONpeAeNends HeoOXOIMMOCTH
GMOKMpOBKM 10 KOHTEHTy, BKIIOYas BeG pecypcsl HCHONB3YIOWGHE CpPENCTBA
mH$poBaHKA HepenasaeMoro Tpaduka SSL/TLS.

Kommonent Ycmyr cef3n ne Jgomked  pacmpocTpaHaTecs Ha APM

aJIMITHHCTPATHBHO-X03MHCTBEHHOrO 1 ieaaroruueckoro cocrasa C30.

3.9.1. Tpebopauus K apxurextype KoMuHonenra Yenyr

- OrpaBu4eHHE AOCTYNA K HIGOpMALHI JOJDKHO OBITE 06ECHEUEI0 Ha OCcIIoBe
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HPOrpaMMINBIX 1 aNHAPATIBIX KOMHONENTOB, pa3MelIeNHeX Ha ol0bexTax

Hcnonuurens.

IpenycMoTpeTs BO3MOXHOCTB CO3NAaHHMA ABYX (H3MYECKH pa3AeNeHHbIX
cermMentos ccTH B C30 a4 pasaensHOro JocTyna B certh «MurepHer» ans
y4aluxces H MeAaroru4eckoro, a Takke afMHIHCTPATHBIO-X03AHCTBEHHOTO

cocrasa C30.

5.10. Yupasneune Komnonenrom Ycuyr

s ykazauHplx 3akazunkoM C30 MHcmonHuTens [OMKSH OCYIIECTBIATE

YHpaaJcHHe H3MCOCNUAMH, KOTOPBIC MOTYT BKIKYaTh H3MEHEHHSA CIEAYIOIIHUX

napamerpos K Komnounenty Yenyr:

IP agpeca 1 HoAceTH;

HPaBUIa QIUIETPALIMH;

KIIOYEBLIE CIOBA I CIOBOCOYETAHWA JJA OPraHH3alHH HPaBWI KONTEHT
dUIBTpaNIy;

CIIMCKH PeCypCcOB OTPaHIMEHNOro 0CTyna;

Hoakmoyennne C30 Kk cern MHcmonuurens npu M3meneHnd ajpeca
pacnonoxenus C30;

MPHOETAHOBIICHHE HIIM BO306HOBIIENHE OKa3aHUA YCIyTH;

oKasaHne ycimyrd ais noseiX C30 Ho eormacoBaHHIO MeXQy 3aKa3uHMKOM M
HUcnonnurenem;

Honxmovenne O6sexros LIMK k cetn ICHONHUTENS HPH H3MEHEHHHM afpeea
pacnonoxenus O6sexros [{UK;

okasasue Ycuyr ca3u ans HoselX O6nexros LUK no cornacopanuio Mexmy
3aka3zuHkoM H UeHOMHHTENeM;

NPEKpAIICIHE OKa3aHUs yCIyTH;

H HHble cormacosanmele lcmonwurenem M 3aka3yHKOM napaMerprl

Komnonenra Ycmyr.

5.11. TpeGopauus K MACHOTHHUTENLNBEIM (YNKUHONALY [ COHDDKENHIO CO

CMEXHBIMH HOJACHCTEMAMHU II JNEMCHTAMH:

)

Komnopent Ycemyr cBssH JOIDKEH HMETh BO3MOXHOCTE pACLUNPATE
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(QyHKIHOMAT TTOCPEACTBOM MOAKITIOUEHHS K HI(OPMAHOHHEIM PecypcaM M CMEeXKHEIM
nojcHcTcMaM, Ge3s CHIKEHHA YPOBHS HHQOPManHOHHOH Ge30macHOCTH, eMKOCTH H
IIPOH3BOAHTENLHOCTH.

2) K cMmexHBIM HOACHCTEMAM OTHOCATCA CJIEAYIONIe:

—  AONOJHHTENbHBIC HCTOYHHKH CHHCKOB (HILTPALHUH,

—  BHemHHue LIO/] Ucnmonuurens.

3) [anneie ¢yHKIMOHANBHBIE BO3IMOXHOCTH Kommomenra Ycioyr cBssu
HOJDKHBI OBITh HMCIIONB3OBAMBl JUIA DAsMEIIEHHS pPeCypcoB, HEOOXOAMMBIX It
obecHevenns KommoHcHTOB VYemyr, a Takke AN HONYYEHHS [OHONIHTENbHOH
HHQOPMAIMHK 10 GUNBTPALHH.

3.12. TpeGoBanus k HpoH3BoguTenbHOCTH KOoMmonenTa Vemyr:

1)  IpoussogurenpHocTe KomHomenTa VYemyr cBg3H OomkHa  OBITH
AOCTATOYHOM, A4 BLINOMHEHNHA BO3IOKEHUBIX HA Hee 3a7a4. B cnyuae meobxoauMocTy
yBeHYICHHS HPOHIBOAHTENLHOCTH VICHOMMMTENp HOMKEH MNpPEexyCMOTPETh TaKylo
BO3MOXHOCTD 6€3 1ONOIHHTENbHBIX KAWTAIBHBIX 3aTPAT.

2)  Veenuuenue npou3BoaMTENbOCTH KOMHOHEHTa YCIOyr CBA3M JOMKHO
JNOCTHraThCA CICAYIOLMIMMHU CHOCO0aMH:

— 3aMerna MITH MOCPHH3ALHS aHHAPATHOTO O0eCHEYCHHS,

— 3aMeHa W MOJEPUU3ALHA HpOrpaMMHOTO ofecneyeHus;

- yBeNHYeHHE MPOIyCKUOH CHOCOOMOCTH KaHANIOB CBA3H, MarHCTPANLHEIX H
CEeTH JOCTYMA.,

5.13. Onemenrt «KonTenrnas puasTpanmwn (gajee - INCMCHT)

5.13.1. TpeGopanus k apxuTeKType DeMeHTa

ApxutekTypa pemieEuB no kouTeHTHOH umbTpammd B pamkax ECIIJI

NpEACTABJIEHA HA PHCYHKaX 5 H 6.
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OJIOKUPOBKH HEXKENATEIBHOTO KOMTEITAa,

KYPHATHPOBAHHE HOHCKOBLIX 3alIpOCOB MOL30BaTENEH;

OJIOKHpOBKA  TMPUIOXKCHHE  MONYJMAPIBIX  COHHANBHBIX  ceTedl, ¢
BOSMOXXHOCTBIO OTKPRITHA #0CTyna, Mo 3ampocy [loTpeburens B
COOTBETCTHHH C 3aMpallMBacMbIMH JeHCTBHAMHM JUId CTpPaHHL KaxmoH
OTAENBHO B3ATOH COHHAIBHOH CETH, HPH YCIOBHH HOIUIEPXKKH CONHAIBHOH
CETBIO Pa3rpaHHYeHHA NeHCTBHH BHYTPH CEpBHCa;

orpanHyeriie mo ofseMy HCnoJIb3oBaHKR BeO-Tpaduka,

HEHTPAJIH30BAHHOE pacnpocTpaHeHHe HONMTHK OC30MACHOCTH Ha BCe Y3IIBI
K,

BeaenHe gnocee Ha (30, ¢ BO3MOXKHOCTBIO NpMBA3KM TpadHka IO
HocemmaeMbiM  (C30  pecypcam/kareropusM  pecypcoB, H  o0nemy
HCIIOJIB30BAHHOTO HHTEPHET-TpadHKa.

AobaBliecHHE PCCYPCOB B CHHCOK JUIA KOMTEHTHOMN UNBTpaHM 0 3aIpocy
3aka3sHKa

H00aBlICHHE CEpPBHCOB B OOXOX KOHTEHTHOM (MIIBTpanuH 1o 3anpocy
3akazqHKa

Konrenrnas GunpTpanus gonxua o6ccHEHBATS:

rubkyto punsTpammo HTTP Tpaduka;

¢uneTpamato HTTPS TpadHKa ¢ TOYHOCTBIO 40 MMEHH 3alpaNIMBAEMOr0
pecypca ua ocHoBaHMM 3Hakdenus SNI;

rubkyro ¢mwisTpaumo HTTPS TpadHka cpencTBaMu amalH3a KOHTEHTA,
pasMelerHoro Ha e pccypce Ha HpeAMEeT 3alpelleHHBIX MATepHANoB H
(1w1H) Kmo4eBsix (pas;

ru6kyio ¢pussTpanmo HTTPS TpadHka, B ciiydae ycTaHOBKH Ha KIIHEHTCKHE
ycTpoiicTBa cepTH(pHKaTa UcHonanTens.

rHOKylo ¢uaeTpanmo HTTPS Tpadhka Ha MoOMnsHBIX ycTpoiicTBax, B
Cliydae yCTAaHOBKH Ha MoOumsHele  ycTpojicrBa WEB-Gpayzepa
Henonuurens.

rubkyio Quistpanmo HTTPS Tpaduka Ha MoOWnpHEIX ycTpoifcTBax B
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HPUIOXKEHHAX, COrJIaCcOBAHHRIX C 3&Ka3‘{HKOM, B paMKax pealH3alHi

NpoeKTOB MHHHCTEPCTBA 00PA30BAHHUA.

5.13.3. TpeGopanus K MPUMEHAEMBIM TEXHHIECKUM PEIICHUAM

K@® pomkna OnITe peanM3oBaMa C IICHOJNB30BAHIIEM MPOrpaMMHO-
AHMAPATHEIX KOMWIEKCOB;

BO3MOXHOCTB, no 3anpocy ot [lorpeGHTens, aBTOMATH3AUMH MPOHECCOB,
CBA3AHINBbIX C TfpefocTaBieMueM yciayrn «OrpasHunedue pocryna K

HHGOPMAUHKU» MOCPEACTBOM 3neMeHTa «KOHTeHTHAs PUITETpALAY.

5.13.3.1.  TpeGoBanus X aBTOMATH3aLHH

CpeacTBa koutpons jocTyna B cere WHTepHer H dunpTpauuu TpaduKa CeTH

HuTepHer n0mkHE 00CCHEYHBATS BEHOEHHE CIEAYIOMUX (yHKIME:

Ob6ecncyenre H KOHTPOAL JOCTYHa TONB30BaTteneif B ¢eTh UuTCpmer ¢
duneTpanHelt Bxoqsamero H Hexopsawero MHTeprer-TpadiHka mo mpoTokonam
HTTP/HTTPS.

Ypasnenue aoctynom k calitam cetH MIHTEpHET Ha OCTIOBE «UEPHBIX» I
«Oenbx» CHHCKOB, COCTABJIEHHEIX C MCIOJR30BAHHEM KATETOPI3ALHH
caifTos. OynKHMOHAI HACTPONKH GWUNBTPALHH BXOAAMEr0 H HCXOAALLEro
TpaHKa JAOIKEH HO3BONATH YKa3klBaTh B KadecrTBe QUIILTPA MAeKy HIH
perynspHoe  Beipaxeume. CHHCKH  KAaTeropHil  CaliTOB  [OMKHEI
NPeAOCTABIATHCA [MPOH3BOJAUTENEM CPEACTB KOHTPONS AOCTYHA B CETh
WUnrepuer. Jng apMHHEMCTPATOPOR MpOrpaMMHOro ofecHedenus nomKHa
OBITH pealH30BaHa QYHKUKS BHCCEHUS KOPPEKTHPOBOK B RANMble CHIMCKH, 4
TAKOKe CO3JaHHR COOCTBENMHEIX KaTeropuid. CIIMCKM A0IKHE OPMHpPOBATHCH
IyTeM BHECEHUA He TOMBKO OAMHOYHBIX CAHTOB, HO H HX CTIHCKOB (B dhopMmare
TEKCTOBBIX (PAaHIIOB ¢ pazaenuTensMm).

OtkmoucHue ¢yHKOHOHANa KOMTpons pgoctynma B ceth «UHTepuer» M
¢$uneTpanHy TpadgHka cetH VHTEpHET U1 KOHKPETHRIX MOJib3oBaTeneit/IP-
afpecoB.

Yrpaaneuue JOCTYHOM HOJB30BaTeNell K pasIMIHbEIM THIIAM HiiOpMAaLMH B

ceTH UHTepHeT (BHaCO, ay1HO, H300paKeHHs H T.1.).
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—  VipaBreHHE NOCTYHOM MONB3OBaTeNeidl K BOIMOXHOCTH NMEPefayd B CETh

HHTepHer nudopManuy pa3snM4YHbBIX THHOB (BHAEO, ayAMO, H300pakeuHs H
T.R.).
—  Ymepomneuue B okue Opaysepa Hois3oBarens cetH HHtepuer o
010KHpOBaHKH JOCTYTA K 3afNpallHBAEMOMY HONB30BaTeNeM web-pecypcy B
clyyae HapyilleHus TpebGopaHui MHGOpMaLMOHHOM Ge30HaCHOCTH, 4 TaKkxKe
Ha OCHOBAHMH HAJIHYHS NOTEHHHANBHO oHACTOro ko4 (c yHkuHedt npasku
KOJIa H TeKCTA YBEIOMIIEHHR).
—  ABTOMATHYECKOE MJIH Py4uHOe OOHOBIEHHE IPOrPAMMIIBIX KOMIOHEHTOB C
caiiTa MPpOKU3BOAMTENA.
—  YrnpasieHde JOCTYNOM K CpeACTBaM KOHTPOJIAL AOCTYHA B ceTh MHTepHeT u
buneTpauuk Tpaduka ceTH HTEpHET ¢ HCIIONIB30BaHHEM POJICBOI MOAEIIH.
—  IIpoTokonHpoBaHHe AEHCTBHI AAMUITHCTPATOPOB CHCTEMEI.
—  ObecnedenHe 0TKa30yCTONYHBOCTH HPOrPaMMHO-AMNIAPATHHIX KOMHOHEHTOB
CHCTEMEL.
5.14, Kommnonent Ycnyr cesasH «Monutopusar H ofecnedeHdc GesonacuocTu
CBA3H»

TpeGopanus k QyHKUHOHATY CpeCTB MOHHTOPHHIA H OTYETIOCTH

Cpenctsa MOHHTOpHMHra (yHKHHONMPOBAMHA M (GOPMMPOBAHHS OTHETHOETII
IOJKHEI 0OECHEYHBATH BEIHONMEUHE CIIEAYIOMMX (BYHKIHIL:

1) obbexTHBHBIH KOHTPOIE paGOTOCHOCOGHOCTH CPEACTB CBA3H U COBIONeHHS
TpeGyeMOro Ka4ecTpa YCIyr CBA3H, HENOCTHOCTH 1 yCTORYHBOCTH (QYNMKIHOHHPOBAHUS
Cerei TepesavH JAHHRIX MOCPEICTBOM  HCHONB30BAHKA  METPOJIOrHYECKOro
NPOrpaMMHO-ATIHAPATIION0 KOMHJIEKCA, a Takoke 0e3011aeHOCTh CBA3H IIPH HOAKIIIOUEHHH
H HpenocraaneHHH AoctyHa Juia C30 K rocynapCTBeHMBIM, MyHHHHHAIGHEIM, HHEIM
HHOPMAIHOHHKIM CHCTEMAM H K ceTH «HTepHeT»;

2) IlporoxonuposaxHue naeficTBHE monb3oBarenell H A MHHHCTPATOPOB
CHCTEMBI.

3) ®opMHpOBaHHE OTHETHOCTH C IIPEAOCTARIEHHEM (PYHKI[HOHAIA:

— 3a7aHKs QUIBTPOB 10 BeeM (JNOGHIM) HOMNSM, HOAAEPKHBAEMEIM Cpe/CTBAMH
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MOHMTOPHHIa PyHKIHOHHPOBAaHHUA H (JOPMHPOBaHHS OTYETHOCTH;
~ (pOpMHPOBAHHS 3aHPOCOB K 0a3e JAHHEIX;
— 3a0aHUA (OpMaTa OTIETOB.
4) Oropanky OTYETOB IO PaclHCANMIO H MO 3anpocy aJMHHHCTPATOpOB

CHCTEMEL.

5.14.1. TpeboBaHus K HANHYHIO OTYETOB

KomuoHeHT Yemyr cBasH qomkeH ofecneynBare (GOPMHPOBAHNE OTYETHOETH B
TabnHYnOM H rpadHuecKOM BHJIE O COBEPIIAEMBIX TTONB30BATE/IAMN JEHCTBHAX B CETIH
HuTtepHer 3a pa3lnHYHEIE TEPHOAR BPEMEIH.

3.14.2. TpeGosanus x Komnonenty VYouyr cBasH «MOIDMTOPHHT nn
obecHeuenHe Ge3onacHOCTH cBa3nm» (panee — KoMmoHenT ycmyrH):

1) Komnonenr VYemyr €Bs3H JOIKENn HPENCTABIATH COGOM €OBOKYMHOCTE

ONEMEHTOB C BO3MOXHOCTBIO HX KOMONINALMM H N3MEeHEHTi.

2) OcCHOBHEIMH NPHHUNNAMH MONMTOPHHra H ofecneyeHwd 6e30nacmocTH

€BA3H JOIDKHEI ABIITHCA YHNBEPCANIBHOCTD, YHPABIAEMOCTh I MACIITaOHPYEMOCTb.

3) KomnoHeHT YcIyr cBs3n JOIDKEN MO3BOJNATH 3amyCK JONOJHHTEILHBIX

OnemenToB 1o Tpebosanmro IToTpebHTens 6e3 JOHONNITENEHEIX 3ATpAT.

4) TexHudecKMe NPOrPAMMMNO-AHNAPATHEIE CPEAETBA, HCHOJNB3YEMEIE MPII
okasaHnn Komnonenra Ycayr, momKnel COOTBETCTBOBATH TpeGOBAHUAM
rocy AapCTBECHHOM METPOJIOrHYECKOH H3MEpNTENBHOH CHETEMEI
NaLUOHANBHOIO YPOBHS, 32 CHET BHITOJHEHHUS CIEAYIOMMX TPeSOBanHii:

® HEHONE3O0BAHMA CpElNETB H3IMEpeHHs, BHeeeHHRIX B (epepalbHEbIi
HHGOpMaNHONHEI GOHI Mo obecneyeHnIo eANnCTBa H3IMEPEHHE, a
TAKKE €BOSBPEMEHHO HPOWIEAIIHUX IOBEPKY B COOTBETCTBHH C
TpeboBauMaAMH cTathH 13 Qeaepanbnoro 3akona ot 26 mous 2008 r.
Ne 102-03 «O6 ofecrieyeHHH eAHHCTBA H3MEPEHUIN;

® COOTBETCTBHSA BCEX [IpOrpaMMHO-anHapaTHRIX CpeAcTBa
TpeOOBaHMAM K  I3MEPENHAM, OTHOCAIHMCA K  cdepe
TOCYAApCTBEHHOIO  PErylHpOBanusa  o0ecrned4eHHs  efmHCTBA

H3MEpeHHH H BRINONUAEMBIM IOpH OOECHEUEHHH UENOCTNOCTH H
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AOIKNBl NENOJB30BATE TOJNBKO HPOrPaMMIIO-AHNAparnbie 30HAB ANA MOIyd4eHHs
MCXOZHBIX JAHHEIX O paboToenoeoBHOCTH CPEACTB CBA3M U COBIMOAEnHIO TpebyeMoro
Ka4€CTBA MPENOCTaBIeHHs yCuyr cBasn. Mcnonkzosanue HNBIX CnocoGOB HOMyuyeHHH
NCXOAHBIX JAHHEIX O paboTOCnoeo6nocTyH CpefeTB CBA3H H cobmoaenuio TpebyeMoro
Ka4eCTBa MPEAOCTABICHHS YCIYT CBS3H HE HpelyCMaTprBaercs,
HM3mepenus kauectsa yenyr s kaxaoro C30 Ro/DKHEI HpOH3IBOANTECA A ABYX
YJACTKOB OTHEJIBHO:
* or C30, O6vekra LIUK o Toukn uprcoeauuenss k ECIT/;
» o1 C30, Obbekra LUK no UnrepHer-pecypcos.
5.144. Ynpasnende Komonenrom Yeayr
Ana ykasaneeix 3akazunkoM C30, O6wexrto [TUK HcnonHnrens RoODKEH
OCYLIECTBIATE YHPAHIENNE H3MENENHAMH, KOTOPhIE MOTYT BKJIIOYATh H3MENEHMS
CICAYIOIHX [TapaMETPOB OKA3aHH MONIHTOPHHTA 11 00eCHEeUeHHA 6€30MaCHOETN CBA3I:
—  HEpHOA onpoca o0opyAoBanus;
—  pacnicaHHe MOHHTOPHHIg;
—  KOIMYECTBO OLEHHBAEMEIX APAMETPOB KayecTsa yCIyril;
—  [apaMeTpsl JUIA OHEHKH Ka4ecTBa yCNyr;
~  00BEM nMapaMeTpoB OLIEHKH KAaYeCTBa;
~ IP agpeca H nmoaeeTH;
~  NpoQHIH TOPTOB AOCTYHA,
~ [pomyekuas Cnoco0HOCTh HepegauH TpadHkKa pa3sHEIX THIOB [0
npefocTaBlIseMBIM KanauaMm cassn mexay C30, O6wexta LUK
— P agpee ang 3amuTe 0T DDOS aTak;
~  HogxmouenHe C30, O6nvekta LIUK k ceTH VICHOMMMTENA npn HIMEHEHHIT
azpeea X MECTOPACHOJIOXEHHS,
—  MpPNOCTAHOBJIEHNE WIH Bo300NOBICHHE OKA3AHWA MOHHUTOPHHrA ¥
obeeneyeHus 6e30HACHOCTN CBI3IT;
—  Mouuropuar H 06ecnieuenHe 6e3onacHoctn eBs3H ang noeerx C30, O6bexta
ITMK no cornacosanuio Mexay 3akasuHkoM U Ucnonnarenem;

~  HpEKpaleHHE MONMTOPHHIA H ofecnedenusa 6€30HACTIOCTH CBA3I,
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— MHBIE CcOrfacoBaHHele HicHonmHTeneM H  3aKka3yHKOM IApaMeTphl
MONHTOPIHFA 1 00ecnede HUA 6e30nacHOCTH CBI3M.

5.14.5. TpeGosanus K AONOMHHTENBHEIM (BYHKUHONANY H COMPSDKENHS €0
EMEXHBEIMH CHCTEMaMH H JJIEMEHTAMH

1)  KommoHent Venyr cBs3nm AOIDKEH HMETh BO3IMOXINOCTH PACIUHPATH
(yHKIHOHAT NOCPEACTBOM HOAKITIOUEHHS K HHOOPMALTIOHHEIX PECYPCaM H EICTEMaM,
Ges cnmkenus  ypoBus — nnopManHOHNOM — 6e30HACIOCTH, EMKOCTH H
NPOM3BOIHTENRHOCTIL.

2)  [Maunwle ¢ynkuuoHaNLHEIE BO3MOXHOCTH KomHoHeHTa VYenyr cBs3H
AOIKHEI  OBITH  HCMONE30BAHEI U1 MOHMTOPHHIA [ApaMeTpoB  KadecTsa
NPEAOETABMIAEMEIX YCIYE

5.14.6. Tpebopanus k nponspoaHTenbHOocTH KomnonenTa Venyr

1)  IIponssopurentHoerh KomHonenTa VYcnyr CBSA3H JOMKHZ  OBITH
AOCTATOYHOM, AMA BEINOJAHEHHA BO3NOKEHHEIX Na Hee 3aj4a4. B ciyyae neobxoqumocTn
YBEIHYCHHA MPOH3BOAMTENBNOCTH MCMONHNTENE IOIKEH HPENYCMOTPETH TaKyko
BO3IMOXIIOCTb.

2)  VYBennuyeHHe mnpon3BoiuTensnoctn KomnoHeHTa YCIyr CBI3H AOMKHO
AOCTHraThCA CIEAYIOMHMII CIOCOOAMH:

- 3aMeHa WIH MOJEPNN3aLus aHNapaTHOro 00eCneeHHS,

- 3aMEHa WIN MOACPNH3ANMAA HPOrPAMMHOI0 OOCCHEYEHHUS;

- YBEIHYEHHE TIPOIYCKHOH CIOCOOHOCTN KAHBAOB CBH3I, MATMCTPANBHEIX H
CETH JOCTYIIA.

5.14.7. TpeboBaHus K NATKYHIO OTYETOR

— CHcremMa MONNTOpHHIA NODKHA ofecrmeuHBars Mo kaxgomy C30, B
COOTBETCTBHII € 3asdBKaMH, (GOPMHPOBAaHHE B 3ICKTPOHHOM BHIE HO 3aIIpocy
YHOJIHOMOYEHHOrO  Onepatopa 3akasunka H B aBTOMATHYECKOM  pEXHME
NpEeAOHpENENeHHON  (PerlaMEeHTHPOBAHHON) CTATHETHYECKOH 1N aHAINTHYEEKOd
OTYETHOCTI O Ka4eCTBE YCIYT €BII3I:

—  dopmupoBanne INEPHOSHYECKHX CTATICTHYECKMX N ANBINTHYECKHX

OTYETOB O KAYECTBE YCIYT CBA3H HO IIPEAOCTABISHHBIM 3aKa34NnKOM NpegonpeAcIcHHEIM
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popMaM H HX aABTOMATH3HPOBANHYI0 DAaCCEUIKY CPENCTBAMH 3ICKTPONNOHN IIOYTEL

YHOJNHOMOYENNEIM JIMHAM 3aKa34HKa;

—  ¢dopmupoBanHe B IEKIPOHHOM BHAC ONEPATIBHEIX OTHETOB 3a
NPOM3BOJBNLIM NEPHOL BPEMEHH O KauecTBE KOHKPETHOM yCIyrM cBs3nm s
koHkpernoro C30 npn camocTosTenbHOM oOpanieHHH 3akazuynka Kk CHCTeME;

—  HaKomienne CQOpMNpOBAHNBIX OTYETOB B 0a3e JAHHEIX PeriAMEHTHOM
OTY4ETHOCTH.

5.15. Bnement «3amura or DDoS arak» (nanee — Dnement)

5.15.1. HazHauenne 3neMeHTa

DneMEHT HpeHa3HAYeH 1S 06ecnedYeHUs 3aAThL 0T pACTIpeAeIennEIX aTak Trna
«0TKa3 B obemyXHBaHIMHY». B eocTaBe Dnementa «3amura ot DDoS atax» Menonnurens
AOIDKET OKA3bIBATh TEIEMATHUYECKHE YENYTH CBS3H.

5.15.2. TpeboBaHus kK JneMeHTY:

1)  snement nomxen npegocrasnarbes us seex IP cereii C30, O6nexros LUK
KOTOpbIE  HCHOJNB3YIOTCA  OKOHEYHRIMII  HOJK30BATENBCKOMI  YCTpolcTBaMy
HorpebHTeneit;

2)  HomKen HPOBOAMTHCA aHANU3 UHTrepHer-TpadHKa CIEAYIOMMX BULOB:

— CraTHYeCKWH — Ha OCHOBAHHH CpaBHEHHH (QakTHueckuX napamerpos
UnrepHeT-TpadHKka € COOTBETETHYIOIHMH  3MAYEHMAMH  IHIHBHEYAJIBHO
YETAHOBJIEHHBIX PAHHYHBIX 3HAYECHITI;

—  JAHHAMNYEeCKHH - BRIABICNHE OTKIONENNH peanbHOro oOneMa Beero

Hutepner-tpadpuka nonslopareneit (PPS u BPS) ot cratHcTHueekH
OOBITHBIX 3HAYENIL,

3) momken npoBoanTbes aHaNH3 HUnrepHer-tpaika ¢ yd4eToM CIEXYIOmHX
npu3HakoB UHTepHeT-TpadHKa:

~  pnanasoH [P-aapeeos otnpasHTens/nonydarens Mutepuer-rpaduka;

—  pHanasoH agpecos nopros TCP/UDP ornpaBnrens/nony4areis UnrepHer-

Tpagnka;
—  HanMEHOBaHHA H napameTpsl nporokonos IP, DNS, TCP, UDP, ICMP, AH,
GRE, ESP (nanpnwmep, 3nagenus TCP-pnaros ana nporokona TCP/IP);
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4) nOWKEH nNpOBOAMTECA aHaMu3 HTepHer-TpadHKA 0O CIERYIOMHM
napameTpam:

—  XapakrepucTykd MurepHer-tpaduka (pacnpeseneHte [0 HpoToKoIam);
—  KounudecTBo nakeros Murepuer-rpadnka B cexyugy (PPS);
—  Konu4ecTBo Oailit Mnrepuer-Tpaduka B cekyHxy (BPS).

5) KpyriioCyTOYHO [OJKHEL IIPEAOCTABIATBECA IIOTpeOHTEMO B JITYHOM
kabuHere IotpebuTensa pesynsTarel aHanu3a Murepuer-rpadrika B rpadHyYecKkoM BAAe
MOCPEACTBOM JEMOHCTPAUNH IpaGHKOB WIN TaONIHHE H B BHAE CTAHJAPTH3OBaHUBIX
OTYETOB;

6) Heobxonumo omosemars IloTpeOuTeNs © HaNHYMM NEXETATENBHOIO
HuTepner-tpaduxa HpI €10 NMOABICHMUIT;

7) B Tewenune 30 Mumyr HOcae OOHApyXEHMS AHOMAIMH IIEOOXOIUMO
nanpasnaTh HMarepHer-tpadguk Iorpeburens Ha HpOrpaMMHO-aNHApaTHBIH KOMHIEKC
HeHOMHHTENSA, BLIMONHMOMNH € [OMOIBIO BEPOATHOCTHBIX METOHNOB OUHCTKY
HOCTyHatomero Ha Hero MurepHer-Tpaduka B uensx GuibTpanuy [eXeNaTenblioro
HurepHer-TpadHka.

5.15.3. Hcrmonuurens nomien obecnieurBars 3amuty ot DoS/DDoS-atax Ha
obopy nosanuy Ucnonmurens.

1) 3ammra or DoS/DDoS arax cpemcrBamu HMcmonHuTens momxHa
o0ecHeYHBATRECA OT CNIEAYIOMIMX THIIOB aTaK:

- aTakH Ha MepenonneHHe KaHanos cBs3n (Volumetric Attacks);

— araku Ha ceTeBylo uvdpacTpykTypy (State Exhaustion Attacks);

- araxy yposHa npunoxenuii (Application Attacks).

2) Qunprpamms  TpaduKa JODKHA OCYWIECTBISTHCS HO  CIEAYIOLIHM
KPHTEPHAM:

— [0 reorpatugeckoMy IpH3NaKy;

~  HO «4EpPHBIM» I «OebiM» crvckaM [P agpecos;

—  HpPOTOKOJIaM;

—  [OpTam;

— C HOMOMBIO pETyISpHBIX BHIPAKEHHH OEHOBHEIX XAPAKTEPHCTUK
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NPOTOKOJIOB;

C HOMOMBIO PpEry/pHBIX BBIPOKEHHH pasAYHBIX  XapaKTepPHETHK
[IPHIOXEHUi,;

¢ npumenenneM challenge/response KOHTpMep, A YAOCTOBEPEHHA XOETOB

HCTOYHHKA,

C OTCIIeXHBANYeM COSIHHEHHH [1a HATHYUE MEUIEHHBIX aTaK.

3) Obopynosaune Henonmnmurens, obecrneunsatomee 3amurty ot DoS/DDoS,

AODKHO HMETh TCXHHYMECEKYIO BO3IMOXKHOCTE,

NOAABMATE ATaKH A0 YPOBHA HPHIOXKEHMB CeMHYpOBHEBOH Mmopens OSI
eMKOCTEIO e Menee 150 ['OHT/cex;

NOAABJIATE aTaKH JO TPAHCIIOPTHOI'O YPOBHA ceMuypoBHeBoi Mozeny OSI no
2 Tont/c;

npd ueoOXOmMMOCTH H BO3MOKHOCTH B3aHMOJEHCTBOBATh C CUCTEMOIR
sawuTel 0T DoS/DDoS [NotpebuTens B nemix o6paboTku aHTOMATHYECKHX
3a8HPOCOB AKTHBALKH JOMOIHWUTEIbHON O4METKH Tpadrka ¥ HOZABICHHA
aTak;

B GHTOMATHYCCKOM PEXHMME 3arpy’XaThb K HPHMEHATh «Genbiey» H «IepHLIE»
eaucku IP anpecoB cetm «MHTepHeT» N9 TOYEK MOAKIIOYEHHS

[TorpebuTeis, B KOTOPHIX OKa3kIBAETCH YCAYTa MO 3ammuTe o DoS/DDoS.

4) Pemenne 3ammtel o1 DoS/DDoS gomkHo HOAXECPXHBATh BKIIOYEHHE

peXHMA OYMCTKH TpadHKa HepedICIeHHBIMH HIXE eHOCOOaMH:

B aBTOMATHYECKOM PEKHME NMPH HOJNYyYEeHHWHW CBEJEHHH oT o0opyxoBaHHA
miomanxs ITorpedHrens, rae okasniBaeTes Ycuyra;

B @BTOMaTHYMECKOM peXHME HpH o0OHapyXkeHHH 00OpyaOBaHHEM
Hcnonuurens anomanun B rpaduke [NotpeGurens;

BPy4Hylo, fyTem oOpamenus I[lorpeGurenem B cinyx0y TexHmueckoi
HOZAOEPXKM ¥Y4YacTUIIKa;

Bpy9Hyio Hicnonnrrenem HpH obnapykeHHH oGopyaosanueM Hcnonuurens

anoManny B Tpaduke [Totpebnrens.

5.16. OnemeHT «MeXceTeBOe IKpanIIPOBaHHe) (Aanee — DIEMEHT)
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5.16.1. Hazzageune DneMenTa

ONeMeHT npeauazHadeH A obecrieyeH s HUhOPMAITHOMHOM Ge30MacHOCTH opu
moeTyHe B cetk MHTepuer, a Taioke npu obOMeHe TpaduxoM Mexay ECIIA n
MOOKITFOYAEMBIMH K ECIIA  Kawanama L2, mm  nopesorspaieHns
HECAHKIIHOUINPOBAHHOIO JIOETYHa K BHyTpPeHHUM eermenTaM ECIT] ¥ HOHBITOK B3JloMa.

DneMeNT MpeHasHa4er g obecneyerns HubopMalHouHON Ge30MacHoCTH IpH
moctyne B ceTs «HIHTepuer», a Takke mnpn obMeHe rpadukom mexny ECIL u
O6wexramu IIMK, pnsa NpejoOTBpalIHHA HECAHKUMOHHPOBAHHOIO AOCTYHA K
BHyTpeHHUM eerMenTaM ECI1/] u monerrox p3noma

5.16.2. TpeGosanup x DneMenTy:

1) OmemeHT momxeH pelwaTs CIeAYIOINHE 3a0a4H;

—  PpasrpauH4eHHEe CETEBOI'0 B3aHMOJCHCTBHA MEXY CErMEHTAMH;

—  BrOKHPOBKA 3aIPEIUEHHBIX THMOB a3aHMOACHCTRHI;

— KypHaJupOBaHIe MIH HOAEYET 4YNCIAa HOMBITOK  OCYIIEECTBICHHSA

3anpeIneHHBIX B3aHMOaeHCTBUH;

—  Onoxupopka obpallennii K ¥3BECTHRIM CEpBEpaM 3I0YMBIILICHHHKOB,

—  Hojaepxka G10KHPOBKY Tpa(HKA HA OCHOBAHHH CHTHATYP.

2) MexceTeBeie  3KpaWbl — JONKNE  ofecWeuMBaTh  3amATY  OT
HECANKIHOMHPOBAHHOTO NOETYHA M3 ceT MHTepreT WM BHelHeH CEeTH HO OTHOIIEHUIO
x ECIL], a Takxe KOHTPONb H PeryNIHpOBKy AOCTYHA HONb30OBATENEH BUYTPEHHEH ceTu
K peeypcaM ceTd MHTepHeT H BHIEIEHHBIM CETMEHTaM unidpacTpykTypsl [ToTpebuTens.
MexceTeBolt 3kpaH BODKEH OGecne¥rBaTh KOHTPONS BCErO IIPOXOAAIIEro TpadHKa U
OBITH YCTOMMHBEIM K BO3Z€HCTBHIO BHEITHIIX aTaK.

3) Ilpu Bebope MCD ompegenendoro xinacca 3ammTel IIA obeerneyeHHs
OezonacHOCTH B HH(OOPMALHOMBEIX CHMCTEMAK COOTBETCTBYIOWIEIO  Kiacca
3AMHINEHHOCTTT HEOOXO0AMMO PYKOBOACTBOBATHCH HOPMATHBIIEIMH IMPAaHOBLIMH AKTAMY
OCT3K Poecuy.

4) Buifop ceprudmunmpoBaunsx Ha CcOOTBETCTBHE TPeGOBAHMAM 11O
GesonacHocTy undopManua MCD, XOIKeH HPOU3BOAMTECH C Y4ETOM COBMECTHMOCTH C

HHPOPMAUYONHLIME ~ TEXHONIOTHAMH H TEXHHYECKUMH EpelCTBAMH,  yHKI[Hif
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Ge3onacHOCTH JTHX CPEACTB W OCO0eMMOCTel HMX peanM3auud, a Talke Kiacca
3AMUINIEHHOCTH HH(POPMALHOHHOM CHCTEMBL.

5) s ofecneuenns HeoGXoqUMOro ypoBHS HHPOPMALHOHHOH 6€30HACHOCTH
HeOOXOMMMO NPHMEHATh B KA4yecTBe KIOYEBOH HACTPOHKH MEXCETeBOro 3KpaHa
MPHAIKH «3aHpeIeno Bee». OTkpriBaTecs Ha MCD NOMKHE TONBKO T€ YCIYTH, XOCTH,
CETH H [POTOKOJIBI, KOTOpBIE HYXHHI I obecreydens pabothl exctem IloTpebures.
Bce neucHone3yeMble anpeca, ceTH, MPOTOKONBI H ycayrd Ha MCD fONMXKHEL OBITH
3allpereHk.

6) MCD nomken comepxaTs CpefcTBa, OBGeCHeYHBAIOINHE KOHTpPONbL 3a
LIEJOCTHOCTBIO CBOEH MpOrpaMMHOM ¥ HHQOpMaHMOHHOH wacTH. MexcereBoil aKpan
AOIDKENl HPEeAyCMaTpUBaTh HPOHEAYPY BOCCTAHOBICHHA [oche cOOeB U 0TKAa3oB
000py10BaHUSA, KOTOpas AOMKWA 00ECTIeYHBATE BOCCTAHOBICHHE CBOMCTB MEXKCETEBOTO
3kpana. B MexceTeBOM sKpaHe JODXHa 00ecreqHBaThca BO3MOKHOCTD PErIaMEIITIION0
TEeCTHPOBaHHA.

7) B kypHanak unu log-daiinak B o00A3aTeNbHOM NOPANKE NOJDKHBI
PETHCTPHPOBATLCA BCE COOBITHA O COEIMHEHHAX, yCTAHABIHBACMEIX yepes MCD.

8) IlpH BO3MOMHOCTH HOMKHa OwTh oOecredeHa aAHTOMATHYECKAs
perucTpansa CleAy1omHX coOpiThil HHOpMaLHOHHOM Oe30maeHOoCTH:

—~  mo0ble HOHBITKY BXO#a/BRIX0OAA CYOBEKTOB JOCTYNA B CHCTEMY/H3 CHCTEMBIL;

— H3MCHCHHE HpaH H CHCTEMHBIX NPNBWIETHA YyYeTWpIXx 3amuceil
HOJIB30BaTeNeH;

—  H3MEHEHHe HacTpoek MCO.

9) 3ammra wHa ocEoBe MCD JOmKHA peanu3oBLIBATE  CIEAYIOIIHE

BO3MOXKITOCTH
—~  GunbTpauyA HAa OCHOBE CETEBBIX aAPECOB OTIPAHUTEIA [10Ty4aTels;
—  JIOKaNbHasd CHMHANM3AIHA HOMBAITOK HAPYIIEHHA OpaBHI QUIETPAHK;
10) MC3 pomxen GhITh HCIIOIB30BAN IS
—  OrpaHHYECHHA MM 33aHPEIIEHHA JHOCTYHa XOCTOB BHYTpeHMeH cetM K
eepBHCAM BHeluHel cetu MurepHerT;

—  OIpaHMYeHHs JOCTyMa BHEIIHMX [OJb30BaTeNell K BHYTPEHHHM pecypcam
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KOPHOPaTHBHOM CETH;

— HONNEpXKu npeoOpazoBanuB ceTeBbix anpecos (NAT), uro mno3Bonster
HCIIO0JIb30Bai e BO BUYTPEHHEH ceTH HpuBaTHBIX 1P agpeeos.

1) Ins  obecnewenns uHboOpManuoHHOM Ge3omacHocTH HPH —obGMeme
nHdopmanyeli  Mexxy BrnyTpeHHuMH —noacetsMH  ECIIJIT  momxssl
ycrauapnuBarbCd MOCDO Ha CTeIKE y3100B CETH, CO3JAHAA NpPH ITOM
ACHOIHHTEJLIIBIE TOYKH KOWTPOJIA XOCTYIa, KOTOPhIE AO/MKHEI 0OecleuuBaTh
OrpaHH4eHHE cnoco0oB azaHMOAeHCTBHA MEXY CETMEHTAMH CETH.

5.16.3. TpeGosannA kK MPHMEHAEMEIM TEXHHYECKAM pelleuaM JIeMeHTa

5.16.4. Tpebopanus K noeraske:

—  obopypmoBavue OTEMEHTa CHETEMbl JOKHO OLITh pEANH3OBAHO B BHUIE
MpOrpaMMHO-ANNApaTAOr0  KOMHIEKCa JUIA OpraHH3alHH  Kiacrepa
OTKa30yCTOHIMBOCTH active-passive Wi active-active;

—  TOCTaBMAEMOE peIleMue JOMKHO OwiTh BHeceHO B EmuHelii peectp
pOCCHEKHX HPOrpaMM AU SJEKTPOHHBIX BEIMHCIHTENbHEIX MAIIHHA H 6a3
JaHHBbIX.

5.16.5. TpeboBanHa Kk GyHKUHOHATY CPEACTB MOIIITOPHHIA H OTYETHOCTH:

—  JOIKHO 00ECHEYHBAThCA HPOTOKOJMPOBAHWE JCHCTBHMIl MoNb3oBaTenell H
agMMHUCTpaTopoB CHETEMEL,

~  [momkHo obecrnieuuBareca (GOPMAPOBABHE OTYETHOETH C IPEAOCTABICHHEM
dynKiHoHana:

—  ROMKHO ofecneunBaTeCA 3aJaHve QUIBTPOB MO BeeM (MOGBIM) MONISM,
MOJAEPKHBACMBIM ~ CPEACTBAMM  MOMNWTOPHHTa (QYyHKUMOHUPOBAHHA M
¢OpMIIpOBaHHA OTYETHOCTH;

—  DOIKHO obecrieyuBaThes HOPMHUPOBAITHE 3aHPOEOB K 0aze JaHMbIX;

—  DOJKHO obecrieyMBaThed 3amauue GopMaTa OTYETOB;

—~  poJDkHa ofecreduBaTECH OTIPABKA OTHETOB [0 PACIIMCAHMIO Y TIO 3apPOCY
aIMMHHCTPATOPOB CHCTEMEI,

—  IOIKHWO O0CCHEYMBATHCH OTKIIOYEHHE MOHHTOPHATA QyHKIHOHHPOBAHHS U

(hopMHUpPOBaHHS OTYETHOCTH A1 KOHKPETHBIX HOJb3oBaTe et/ [P-apecos;
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—  HOIKHO ofecneunBaThCA ynpaplienmue JOCTYHNOM K CPEACTBAM MOITHTOPHHTA
H OTYETIIOCTII ¢ HCIIONB30BAHHEM POJICBOH MOJIEITH.

5.16.6. TpeGopanus K MONE30BATENBCKOMY HHTEPEHCY:

—  nporpaMMHbii nmrepdedc KOMIOHEHTOB CHCTEMbi, BKIIOYads CpEACTBa
yopasienus, a Talke (GopMEl OMOBEmMEMHA H  yBEOOMICHHH
aIMHHACTPATOPOB CHCTEMbI I MONb30OBaTenedd ceTh IHuTepuer Aomken
NONHOCTBIO HONNEPXKIBATE PYECKHH A3BIK, HCHONb3ysd KOAMPOBKY TeKeTa
UTF-8;

—  wannuue Web-murepdeiica s goctyna k KoMnonentam yana GpuibTpaury
Mnrepner-tpaduka, BKIOYWAas CpeAcTBA  yOPABIEHHS, [OMHOCTHIO
HOMEPKHBAIOIET0 PyCeKHI A3hIK, NCNIONB3Yd KoaAnmposKy Texcta UTF-8.

5.16.7. TpeCoBanus K DAIHMYHIO OTYETOB

OneMenT nomKen obecneyHBaTh (GOPMHPOBAHHE OTYETHOCTH B TAONMYHOM IT

rpagryecKkoM BHJE O COBEpIIAEMBbIX HOIB3OBATENAMH AeHCTBHAX B ceTn MHTepmer 3a
pasIndHbIe HEPHOALI BPEMEHH.

5.17. Komnoneut Yeayr cea3n «Opranmsauus kasana L2»

5.17.1. Hasnaveune Komnonenra Yenyr

KomnonenT Ycnyr cBs3u gojpken ofecreunBarh OpraHM3alMio KaHANa CBA3H OT

C30, O6pexros LIUK k Touxam mpncoemuuenus ECITJ no cetu Mcnomunrens w/mns
4epes CETH EPEaadn JAAHNKX TPEThHX OHEPATOPOB.

5.17.2. Tpebosanus k Komuoncnry Yeayr

1) Opranu3oBaHHble KaHBIbI CBA3N JOIDKHBI IPEACTABIATE COGOM BRIAETENHYIO
€eTh, MOCTPOENHyK0 na obopynoBanuH McemomuuTens WIH TPeTBHX
OIepaToOpOB, HEKTIOYAIOITYIO OPraHH3ALHIO KAHATIOB CBA3I, HCHONBIYIOLUXCS
It okasanus Yconyr ceasn C30, O6sexros LMK, uepes eers Murepmer.

2) OpraHH30BaHHEIC KAHATKI CBA3H HAYHHAIOTEd A o0opyaosannn MUcronauens
8 C30, O6pexrax LIUK n 3axanausatorces B Toukc npucoeaunenus ECIT,

3) OprasmsoBaHyble Kanalbki MOryT OBITE HONINOCTBIO HIH YACTHYHO
OPraHH3OBAHEl YEPe3 CETH TPEThHX OHEPATOPOB, MIPIT ITOM TOYKH CONPSOKCHUA

cereft Mcnonnnrenss H TpEThHX ONEpAaTOPOB MOTYT HE COBMAHaTh ¢ TOUKaMH
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npucoemunenus ECIIJL

4) Oprasu30BaHHBIC KAHANIBI CBA3H MOTYT OLITH [PEIOETABIENEI B BIE:
a. BeiJENEHHBIX Kauanos pid ognoro C30, O6wexta LUK,
b. BUC obremunsromux neckonpko C30, Ofbexros LIUK. B pamkax Takux
BYC nomxuo 6uiTh Hekmoueno saumozneiictane C30, O6pexros UK,
mrnys ECIT.

5) Oprauusosannsie kananei c838 (BUC) MoryT GbiTh peami30B8aHsl 1a BTOPOM
Wi TpeTheM ypoBne ceTeBoit Moxenn OSI npn yemosuH coOmoaenus BCex
Hpounx Tpebopanmii macrosmero T3.

6) Opranusopandnie 11 goctyna K ECIIJl kanansi we mpemHasHadewbi s
Hepeayl Buaco TpadHKa B HIIOPMALHOHHEIE CHCTEMBI, HE COMPSDKEHIIBIE C
ECIIA. Ho, mnpx uanu9un TeXHHYECKOH BO3MOXKHOCTH, MOTYT OBiTh
HCIIONB30BaHKI B LEJUIX HCpeaayu Buaeo Tpadmka. TexHudeckas BO3MOXKXHOCTD
onpenenserca s kaxaoro C30, O6pexra LIUK B otpensnoctu.

7) HanexHOoCTh OpraHH3OBAHMNBIX KAHAOB CBA3H HE JOKHA ORITh HHXE
nocryunoctn yenyrn ECIIJ] B uenom, onpeaenensoit T3.

8) OprasnzoBannuie Kananbi JODKHBI O0ecnednBaTh HPOXOXICHHE HAKETOB
pasMepoM no 1514 Gaitt sinounTensio (MTU) Ge3 ux ¢parmesTammu.

9) OprannsoBanusie Kauans! JOMDKMEL HPEJOCTaBIATh KaK MHHMMYM 3 Kiacca
KadecTBa oOcmyxnBanus Tpapuka. I[I0 COracoBaHHIO ¢ 3aKa3zuHKOM
AOIyCKAeTCA MCIOJIb30BaHHE Monelneil KauecTsa o0enyXHBanuA ¢ GONbINAM
WIH MEHbIIMM KOIMYECTBOM KIAceoB.

5.17.3. Tpebopanus k mpomycKnoii cnocofmocTi

OpraHusoBaHubie KaHanbi JOIDKHEI o0ecrednBare eNeAyiollyld CKOpOCTE

HepenadY AaHHbIX, B COOTBETCTBHH € 3asBKamm:
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M C30
Ckopocth aoctyna
O6pazosaTenbHEIC OPraKm3aLMH, PACHONTOXKEHHbIC B 1 I'but/c
T'OPOACKHX HACEeNeHHbIX MyHKTAX
ObpazoBaTenbubic Opranu3anHH, PacnoiCKeHHbIE B 100 M6nt/c
TOPOACKHX HAaceNMeHHAIX MyHKTAX
O6pa3oBaTcnbHEIE OPraHH3alHH, PACIONOKEHHEIC 50 Mbur/c
BHE FOPOACKHX HaCeNeHHBIX ITYHKTaxX
OGpasosaTelibHBIE OpraHU3aLHH, TOAKIIOYaEMEIX ¢ | B cooTBeTcrBmu ¢ 3asBKamu
NICNONB30OBAKNIEM CIIYTHHKOBBIX JIHHHH CBA3H (Ae menee 1 M6u1/c)
Ja Obnexros LIUK:
Ckopoctb mocTyna K ceTH
Hnxrepuer T'AC

«Bei6opei»
IleHTpansnas mbHparensnas KOMNCCHA - 40 I'6/e
Poccuiickoit ®enepaumn
H36HparenbHbIe KOMHECHIT cyorexroB | 100 Mb6ur/e 40 M6uTt/c
Pocewnitexoil Oenepaiuu
TepprropHansHeie H30MpaTENbHEIE KOMHCCHH 50 Mbut/c 10 M6ut/c
OS5bexTni 1K, PacHOIOXKEeHHBIE 8| 512 kont/c 512 xour/e
TPYAHOROCTYIIIEIX MACEIEHHBIX Iy IKTax,
NOAKITIOYEHHBIE IO eNYTHHKOBHM KAHAIAM CBA3H

5.18. Komnoneur Yenyr cazu «Ilepenavya gandeix L2»

5.18.1. Hazuavenue Komnowenra Yeuyr

Kommonent Ycmyr ceasu pomken ofecriednsats uepegady AaHeex oT C30,
Ob6sexton IIUK x Toukam npucoexunenns ECITI.

5.18.2. TpeboBanus K nporryckuoil cHoeobHoeTH

OpraHu3oBaHHbie KaHalhl JOKHE O6ecHedHBATE CNENYIOUYIO CKOPOEThH

HepeaadH JaHHBIX, B COOTBETCTBHH C 3asBKaAMH
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Hns C30
Ckopocte nocTynma
O6pazoBaTensHbie OpraHH3aLHH, PACHONOKETHEIE B 1 T6én1/c
TOPOACKHMX HACENEHHRIX MYHKTaX
O6pazoBaTenbHbIe Opranmn3anyg, PacnoImKEHHbIE B 100 MGut/e
rOpOACKHMX HACENeHHEIX TyNKTaX
O6pasoBaTensHbie OPraHH3AlHH, PACIONOXKEHHBIE 50 Mb6xT1/e
BHE TOPOACKHX HAaceNeHHBIX ITYIKTaxX
O6pasosarenennie OpraHM3aiyy, HOAKIIOYACMEIX ¢ | B cooTBeTCTBHH ¢ 3asBKaMu
HCHONB30BAHMEM CITyTHMKOBRIX JIHITHIT CBA3H (He Menee 1 Mbut/e)
s O6vexros LUK
CkopocTth gocTyHa K ceTn
HnTepHeT rAC

«Bribopsi»
[eurpansnas n30HpaTenbuan KOMMCCHA - 40T6/c
Poccuitexoii ®enepanmu
UsbupatensHeie KOMIICEHH cybsexroB | 100 M6ut/c 40 Mbut/c
Poccuiickoit ®enepaiuun
TeppnropHansHbie H30KMpaTenbHEIE KOMHEEHH 50 Mén1/c 10 Mbut/e
OOBexTEl MUK, paenonokeHUubie B| 3512 kOur/e 512 xGH1/c
TPYANOAOETYTHBIX HACENEeHHBIX IyHKTaX,
MOAKIIOYEHHEIE 110 CIYTIHHKOBEIM KaHAIAM CBA3H

5.18.3. TpeOoBaHus x KauecTBY 0GCTYKHBaHUS
B pamkax Mopens ¢ 3 knaccaMe oGCTyxHBaHuUS PH epegage Tpaduka MeKIy
C30 n yanom Hcnonnurens aomkna noaaepXXKBars:

— Kiacc 1 - rtpapux npunoxennit peansioro BpeMenu (ronoe, BHAEO),
KPHTHYHBIHA K [IOTEPAM MTAKETOB, 3aAePXKKAM H KONeOaHuaM 3aepKH;

—  Kunace 2 — tpadwix kopnoparHBIBIX NN(OPMALIHONHEIX CIICTEM, KPHTHUHLII
K 3aJep)KKaM [T HOTepsAM;

— Knacc 3 — tpadux, HckpuTHUNEIA K 3anepxkaM (MurepHer, pasnuuubie
CETEBEIC ETYyKObI).

Knaccuguxauus tpaduka A0mKHA OCYIECTBARKThCH IJA Kaxporo L2-makera B

OTACNBIIOCTH, B COOTBETETBHH CO 3HaueHHEM ero 3aronoBkoB 802.1p, xax ykazaHo B
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cneayronei tabnHie:

Tun Tpaduka 3nagenne 3aroaoBKa

Krmacc 1 5(VO)

Knaec 2 3 (CA)

Knacc 3 Default (mo6sie 3nauenns, ornuysbe oT Kaccos 1 u 2)
[IpaMeqvannsn:

— Ilpu nepenave maHubiX yepe3 Kauan cea3d 3aronosok 802.1p me pomken
H3MEUATBCH.

- Ilpu npessimicHHH TtpadgukoM Kiacca 1 npomyckmoil cmocobnocrw,
ycTanoBnendoi na mopty aia Kmacca 1, momkeH nmpoH3BoguThes eGpoc
HakeToB ¢ xayecTBoM Kmaeea 3; mpu upeBninenHH tpadukom Kmacca 2,
APONYCKHOH cHoco6HOeTH, ycTaHOBNenHOH Ha Hopry ans Kiacea 2, — eGpoc
HakeToB € KadecTBoM Kiacca 3; Hpu npessimenun tpaduxom Kmacca 3
IIPOITyCKHO#t CIOCOOHOCTH MopTa — eGpoc MaKeTos.

— T'apanTHH Kaueersa nepejfayn L2-MaxkeroB yepe3 KAHAN CBA3H JOIDKHEI

YAOBJIETBOPATh CIEAYIOMHM TpefoBaunaMm:

3uauenun napamempos Kauecmsa nepedauu OGHHBIX N0 KANANAM eesa3u,
opzanuszosartioim no BOJIC:

Tnn IIpoueHT HOTePAHUBIX 3azepxca Hepenan Bapuauuna 3anepxku,
1.2-nakeToB B OOHY
Tpaduka L2-naxeros, He Oonee He Gonee
ETOpOHY, He Oonee
Kiace 1 0,2% 15 mc 10 mc
Knace 2 0,2% 20 mc HE MOPMHpYETCA
Kiace 3 5% 25 mc He NopMHpyeTes

6. Tlopagok B3aumoneiicread CTOPOH B pAMKAX OKA3aHANA YCIyI CBH3H

6.1. Oxasande Ycnyr cBasH HcnonamureneM oCymieCTBIAAeTeS HA OCHOBaHIH

3a4BOK 3aKa3zyHka HO ¢opme 3assxu ([Tpunoxkenne Ne 1).

6.2. Cocrtas 3a88Ku JOKEH BKAIOYATE CNEAYIOUIYI0 HHPOPMALHIO:

—  Howmep;
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—  Copepxanue;
—  CocTaB KOMHOHEHTOB Y CIIyT CBA3H;
—  TIlapamertpst Yenyr cB3u;
—  Cpok oka3zanus YCuyr cBsi3H;
-—  CTOMMOCTE eorznacHO TapHGHOMY aHy U 06seMy YCIyr CBA3H;

—  AzpecHsiit nepegens C30,

6.3. 3asska popmupyercs 3aka3zqnkoM na GyMakMOM [IOCHTENE [1 HAHPABIACTC
B aapce Mcaonuurens. B sacrd KomuonenTa Yenyra cessu «IIpenocTaBicHue noctynay»
ne meHee 4cM 3a 15 pabounx mueit, mm Komnonenta Yenyrn ceszn «Opraanzanus
KaHana L.2» 3asBku HaHpaBJIAIOTCA B CPOK He MeHee 4eM 3a 30 paGouux aueli Ao garhr
Hagana oKa3aHus Y Clyr CBA3H, YyCTaHOBIEHHOH 3aABKOi.

6.4. 3aseka nomkHa OBITh NOANMUCAHA YIOMHOMOYENHBIM JTMIOM 3aKa3uHKka H
nanpagsieyda B anpcc Menonnnrenst opHUHANBNBIM OICEMOM.

6.5. Hcnonuurens B cpok e Ho3gHee 5 pabouux axeit ¢ AaTs noNyuerus 3asBKy
opvuUHanLHBIM MMCEMOM 33 MOJNMCHI0 YHOJNHOMOYENNOro AHma nndopMupyer
3aka3uyHka o npHHATIN 3a8BKK B pafoTy M Hagale ee UCTIONHEHUS.

6.6. Hcnomnurens o613aH yBEIOMUTE 3aKa34HKa O €00XOAUMOCTH BHECEHHSA
H3MeHeHUH B 3a9BKy B CICAYIOUUX CITydasax:

— eciH HaHMeHoBaHus M () aapeca C30 u O6wexros LIUK, ykasaHube B
aJipeCHOM nepeyre k 3agBke He COOTBETCTBYIOT (aKTHUECKUM;

— ecan C30 o (unn) Ob6wvexr LUK npexkpaTHAN/MPHOCTALOBIUIH CBOKO
ACATENRHOCTD;

— npn mepememteHHH C30 o (wmu) Ob6wexta IIUK na uosmii azpec
pasMEILICHEA OPraHH3allMi B NpefieNlaX HaceJeHHOro MyHKTa.

6.7. Ilpu neobxooMMOCTH BHeceHHA H3Menenuit B 3assky Mcnomumurens
nanpasifer B aapec JakasuHKa COOTBETCTBYIOLICE YBeJOMJIEHHE, MOAMHCAHIIOE

YHOINIOMOUYCHHRIX JTHLIOM.
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7. Iopsaok KOHTPOJNA, NPHEMKH H H3MEPSHHN KAYECTBA

NpPEeAOCTABICIHAA Y CAyT CBA3N

7.1. Hcnommnrenms ue uosgnee 30 paGovHx Anell ¢o0 a¥A Hoanneanns

Konrpakra npeoerapiseT na yTeepxieuie 3aKa3guKy:

[Inan oprannzannu Touek upucocmuuenus ECTII vo dopme B

coorBeTcTBHH ¢ [Tpunoxennem Ne 4 k TexuuaeckoMy 3agaHmio;

IIPOHCXOXKIICHHA,

@®opMy oryeTa 06 Henonb30BaHNON OGOPYIOBAHMA POCCHECKOro

@®opmMy otueta o upucoenuHenunx UC,
MeTtoanKy npoBeeHHS [IPHeMO-CAATOYHBIX HCHEITAHU;
PernameHT TeXHHUSCKOM OIEPXKKH 1P OKa3aHHU YCNyTH;

®opmy CsomHoro akTa © IIPEpHBAHHH B HPEAOCTABIEHHH YCIyr

(comepxamero B TOM 4HeNe MCpe4eHb OOBEKTOB, MJIHTENBHOCTh NEPEPHIBOB B

HpPeAOCTABICHHH YCIIyT)

7.2. B cpok po:

- 14 oxrabps 2022 roga Hcnonuurens HaHpaBmseT 3aKa3suMKy AOKYMEHTH B

coorBeTcTBHII ¢ 1. 7.11.1. T3 MO uTOraM OKa3aHHA B COOTBETCTBHH C 3asgBKAMM B

paMkax orderHoro mepuoga ¢ 01.01.2022 wo 30.09.2022 Veunyr cesasu C30,

O6pexram LUK yxasanusiM B 3asdBKax 3aka3uHka;

- 14 centabpn 2023 roma Mcuonunrens uanpapiser 3aKa3duky JOKYMEHTH B

CooTBeTCTBHHY ¢ M. 7.11.1. T3 Mo "uTOraM 0xa3zaHWs B COOTBETCTBHH ¢ 3aABKAMU B

pamkax ortuetnoro nepuoga ¢ 01.10.2022 wo 31.08.2023 Venyr ceasu C30,

O6pexram UK yxa3aHHkM B 3adBKax 3axa3zuHkKa.

7.3. B cpok, yxazaHusiit B 1. 7.2., ICHONUNMTENL MpefocTaBiIseT CBEACUHI 00

OCNOJB30OBAHIM  KPIMTOMAPIIPYTH3aTOPOB, CTPaHOH HPOMCXOXAEHMHS KOTOPOTO

apngercs Poccmiickas @epepanus Ho Gpopme, pa3paboTaHHoi B COOTBETCTBHH C H. 7.1 H

yTBEPXIeHUOH 3aka3suuKOM.
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74. B cpox, ykazauumiii B H. 7.2., Medomuurens HPCHOCTABNSIET OTYET O
upHcoeunénubix K ECIII] MC 1 pervouanbuex cerell mepenaun JaHHBIX CyGHEKTOB
Poccuiickoit ®enepainiy, B COOTBETCTBHH C M. 2.32. 1 m. 2.33. T3,

7.5. B cpok, ykasanneii B H. 7.2., VICHONHMTEN: OPENOETABIACT KOMMH
cornamicHuit ¢ oucparopom CK3H, 3aBcpennnx Mcenonumrenem, ama  C30,
HpucoenuHeHHux kK ECITM B cooTBetcTsmn ¢ 0. 2.42.2 T3.

7.6. B cpok, ykasaunsiii 5 u. 7.2., B paMkax Komuonenta Yenyr < MOHHTOpHHT
 obecnevenHe 6€30mMacHOCTH cBA3M» UCIONMOTEND HPEROCTARIAET:

—  Konuro Ceaaetenscrsa 00 yTBepKACHHH THHMA CPENCTB N3MEPEMHit Wi
peTHCTPALOHHKH noMep cpeactsa Himepcenuii B ®enepanbHoM HuMBOPMALHOHHOM
$poune mo obecneuennro eanncrsa H3Mepenuit. ITpenocTapnserca LIS KaXKAOro THHA

CPeACTB I3MEPEeHUH, JIA;

CICTEMBI B ENIOM (TEXMHYECKOTO PelleHH ),

alHAPaTHBIX CPEACTB KOMTPOIA YPOBHA arperaluu;

aHIapaTHEIX cpeacTBa KouTpons yposust C30;

pabouero sranona — cepsepa TOYHOTO BPEMEHH.

— Konmo neficrsyromero CBuaeTeNnsCTBa 0 HOBEPKC CpeACTB H3MEpemnwit
(npenocTaBnAeTCs AN KaXAOT0 CPCACTBA H3MEPEHHi).

7.7. I C30, O6bexron LUK, koTOpsIM OKa3BIBaAIOTCS YeNyru cassu, HalnHIne
AOCTyHa K HUGOPMALHOHHBEIM CHCTeMaM H ceTH Hurepuer ua C30, O6wexrax LUK
ompenensercs 3akasdankoM Hocpeactsom Komuomenrta Yenyr cpssu « MOMHTOPHHT H
obecnieyenne Ge30MACHOCTH CBI3ZUY.

7.8. 3aka3uuKk EMEeT HpaHO NMPOBOJUTH BHIGOPOUHYIO HPOBEPKY OKA3BIBAEMAIX
Yemyr cessu. BreiGopounad mnposepka nposoantcs ma C30, O6nekrax LUK s
COOTBETCTBITH C [Iporpammoit U MeToankol Hensrranuit (Ilpunoxenne Ne 2),

7.9. Ilo Hroram npoBeReHUs MCIINITaHUI cocrapnsaiorca [TpoTokon upoBcaeHHs
TeCTnpoBaHus Yciyru cea3H (nanee — Ilporoxon) (Ilpunoxcuue Ne 6) ¢ yxazaHuem
pe3yAbTaTOB HCIBITAHHA MO KUKAOMY HapaMmeTpy 3aka3zaHneix Kommouentos Yemyrd
cBa3u. Ilporokon 3apepsierca HcHONNHTENEM, YHONHOMOYEHHBIM HpPENECTABHTEIEM

3aKa3uuKa, OTBCTCTBENHEIM NpecTaBuTeieM MuHHCTEpCTBA HpOCcBeme s Poccuiickoit
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®enepanun (nus C30), upencrasutencm LUK (ans o6sextos 1K), npeacrasurenem
opraHa rocyaapcreeMMOd BmacTH CyOwekra Poccuiickoli ®epepauuu u  (Mnam)
HpeNCTABHTENIEM oprasa MECTIIOTO CaMOYIIPaBIICHUS, no
COrNIacOBAHHMIO - MPCACTABITENEM TEPPUTOPHANBLHOrO opraHa caepansnoro opramna
HCIOIHHTENBHOH BIIACTII, OCYIECTBISIOMICIO (yHKUHH HO KONTPONIO B Chepe CBA3M.

7.10. Ha ocuosanuu Ilporokona cocraBnsieTca AKT HPOBEPKH OKa3aHHA YcIyr
(Ilpunoxeuue Ne 3), HOAUHCHIBACMBIH Henomimrenem, YHOJTHOMOYEIIUBIM
HpeacTaBnTeneM 3aka3udKa, OTBETETBEHHBIM IpeAcCTaBHTeNeM MunueTepersa
npocsemenusa Poccuiickolt ®enepauns (ana C30), OTBCTCTBEHHEIM TpeACTABITENEM
LUK (nns o6wexros LIMK), HpencTaBuTeNeM OpraHa rocy apcTBEHHOM BIaCTH CyOBbeKTa
Poccutickoit Peacpanuy ¥ (HIH) MPEACTAHHTENEM OpraHa MECTION® CAaMOYHPABICHHS,
IO COINTAcOBAHHUIO — MPEACTABUTENEM TEPPUTOPHATILHOTO Opraua $efepansnoro opraia
HCHOTHHTENLHOH BIIaCTH, OCYILECTRIAOWIEro GyHKINI HO KOHTPOMO B chepe CBA3H.

7.11. 3aka3ynK mpoOM3BOAMT NPHCMKY OKasaHHBIX YCayr cBf3u B caemylouies
HOCII€10BATEIBHOCTH:

7.11.1. HcuomuuTens npcaocTaBiser 3aKa3qHKy:

— Axkrtet 00 oxasanmu Ycoiyr cessn ([Ipunoxenne Ne 5), HoAHHCaWHBIC
HcHonuuTcneM H ymolMOMOYEHHBIM mOpeAcTaBHTeneM Kaxmoro C30,
O6Bexra LUK

— CBOIHBIC aKTHI O NPEPHIBAHWH B HPEAOCTARNCHHN Y CIIyT (MOCYGBEKTHO).

7.11.2. Koutpons okazanms Yciyr cBfi3H ocyimecTBIseTcs 3aKa3qHKOM Ma
oCHOBaHKH oT4eToB Ciryx0bl TexHHYecKOH HOAAEPX KK 3aKa3IHKa.

7.11.3. AKT cHaYu-npuCMKu OKazaHubIX ycnyr ([Ipwioxeuuc Ne2 K
roCyIapCTBCHHOMY KOHTpaxTy), MOAUHMCHIBaeTcs McHonnoreneM H 3aKka’umkoM Ha
OCHOBaHMH TmpezocTanieHubx Hcnmomuurencm AxktoB 06 okasaHHH YCIyr CBS3H,
ordyeToB CryxObl TexHuueckod uonuepxkH 3akasanka u (i) CBOgMBIX AKTOB 0
[PEPHIBAHUAX B [IPEAOCTABIIENIHU Y CIIyT.

7.11.4, Omnata Ycayr cBA3d ocymecTBiserTca 3a (JaKTHYECKH OKAa3aHHBIC
Yciayro cBs3u B COOTBETCTBHM C TapnueM miuauom. [IpH 3TOM pacueT CTOHMOCTH

¢axTrgeexkn oxazaHMBIX YCIyrH CBf3H [0 xoMmoucutaM Ycnyru cessu «Ilepcaaua
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Ki — k03 hHUHEHT TOCTYNIIOCTH YCIIYTH 33 KaNeHAAPHBIH MECSIL;

A1 — KoNHUeCTBO KaneHJapybIX AHEH 0Ka3aHUA YCIIyTH B MECSLIE;

M - KonuuectBo 0OBEKTOB, KOTODEIM OKA3BIBACTCS YCJIyra B pacueTHOM
KaneH1apHoM Mecsie B ecoTBeTcTBHE ¢ ['K

B1 — obmee dakTHIECKOE BpeMs TEXHOIOrHUEEKHX EPEPHIBOB 32 KaNeHIapHBbI
MECKI] B 4acax, BEI3BAHUBIX:

- HPOBEICHHEM IUIAHOBRIX NpOPIIIAKTHYECKHX paloT;

- paboramu Ha obopysoBanHH HcnonuuTens, BHIHONHAEMBIMH HO 3ampoey

3aKa3yHKa;

- HEeHCTIpaBHOCTAMH o0opyaoBanus HotpeGuTens;

- pedcreuamyu Ilorpebnrencit, B ToM 4HClIe OTKIOYEHHMEM 3MEKTPOHHTAHHA

obopynoBanus UcnionHHTENS.

Hcnonuwtenb  NPOBOIMT  TEXHONOrMYECKHE  IIEpeprIBEl B MOPAIKE,
IPeXyCMOTPEHHOM PernamMeHTOM TeXHH4ecKOH HOMEpPXKH HpY OKa3aHuH YCIyrH,
pa3paboTaHHOro B €0OTBETCTBHH C IyHKTOM 7.1. T3 4 yTBepKIeHHOro 3aKa3uHKOM.
Cymmaproe BpeMsi TEXHONIOIHIECKHX MEPEPHIBOB HE JOIDKHO OPEBLILATL U moboi
YcnyrH 6 (mectb) 4acoB B TEUEHHE KalleHAApHOTO MECHLA.

B2 — obmee daxTHyeckoe BpeMs HEpEphIBA B NPEAOCTAANCHHH YCIyrH B
KaJlCHAAapHOM Mecsle B pabounx yacax, KOTOpOe paBHAETCS BPEMEHH HEJOCTYITHOCTH
Oe3 y4era TEXHONOrHYECKHX mnepepeiBoB. [IpM moacuere BpeMEHH HENOCTYIHOCTH
YUYHTHIBRETCSA BpEMSI BOCCTAHOANIEHHS, onpeaenenyroe B 1. 2.51.6. Ilopsaok OTKpeITHA ¥
3aKPBITHA HHIIKACHTOB [ HOACYETA BPEMEHH HEJOCTYNHOCTYH Y CIIyr# OpeIeNnseTcs B
COOTBETCTBHH C PerjlaMeHT TEeXHM4YecKOod HOINEPXKM 0OpH OKAa3aHIMH YelyrH,

pa3paboTaHHOro B COOTBETCTBHH € IyHKTOM 7.1. T3 u yTBep)aeHHOro 3aKazuukom.

7.12.2. B cny4ae, ecnv B TE4EHHE OJHOIO KallCHAAPHOIO MecsAla OTKPHITO
HHIIMIECHTOB B 30ME OTBETCTBEHHOCTH MICIIONIHHTENS ¢ HPEBEIMIEHHEM BPEMEHH PEILEHHS
HHIMICHTOB B KOnM4ecTBE 3 (Tpex) M Ooliee nNpoLEHTOB o©O0IIEero KOMWYeCTBa

upenocrasiseMeix M0 Koutpakty VYceinyr, ofs3atenscrBa HICTIONHHTENs CUMTAIOTES
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NeHauIexanie HCNOJMHeHHLIMH H ¢ VICHONHHTENS B COOTBETCTBHM C YCIIOBHAMH
Kourpakra B3vMaeTcs mrpad B pasmepe, peayCMOTPeHHOM H. 6.3 'K,

7.12.3. B cnyuyae exuHoBpeMEHHOIO (B TEUEHHE OAHHX KaNeHAAPHHIX CYTOK)
orkasa 8 (BoerMH) H Ooltee HPOLIEHTOB ycayr o0s3arennsersa McnonuuTens equratores
HEeHaJUIexanle HCHOMMEHMBIMH H ¢ VCHONMHMTENS B COOTBEICTBMH C YCIOBHSIMH
Kourpakra B3uMaetcs wrpad B paMepe, Mpeaycmorpensom In. 6.3 I'K. ITpoueuT yciyr
paccAMTLIBACTCH KaK BEIMYHHA OTHOIICHHN CTOMMOCTH YCIYF, OKAa3blBaeMBIX ¢
OTKJIOMEHHEM OT 33JaHHEIX MapaMmeTpoB YCIYr, K CTOMMOCTH YCHYT, 3aKa3avMhIX IO
COETOSHMIO HA ATy, B KOTOpYIO OBLI 3aMKCHPOBAU COOTBETETBYIONIMI OTKA3 YCIIYT.

7.12.4, B citydae, ecaH B Tedeuuu ogmoro mecsua Oonee 20% ot oBmiero
KONM4eeTBa HpeAocTaanseMeix Mo Kourtpakry VYeayr Hwmetor Kosdduument
AcctynxocTH Meree 0,98, o Yenyrn mia ofmiero KonudeeTsa NpexOCTARISIEMEIX HO
KOHTPaKTy yCIYr B JaHHOM KaJlcHAAPHOM MECHIE CUHTAIOTCH HE OKA3aHHEIMH M He
HOZJIENAT OIUIATE, HPH ITOM B COOTBETCTBHH C yc/ioBHsaMH KoHTpakTta B3uMaercs mrpad
B pa3Mepe, npeaycMorpenyom I1. 6.3 I'K.

7.13. WUcnonuurene B cpok no 31 sHBaps roga, ClemylOIEro 3a TrOAOM
MOAK/ITIOYEHNA, PB3MEIIaeT B HHGOPMalHOHHOH cHcTeMe MuHMcTeperBa LM(QpPOBOro
pa3BHTHS, CBA3Y U MACCOBBIX KOMMyHMKanuil Poccuiickolt ®enepains B 31EKTPOHHOM
BHAE HHAOPMALHIO O TEXHOJOrHYECKIX BO3MOXHOCTSX CeTel CBA3H, pEAIH30BAHHEIX B
XOJI€ HCTIONIHEHHS [OCY JaPCTBEHHOTO KOUTPAKTA, HEPCTIEKTHBAX MX PA3BHTHS, CPEACTBAX
H JIMHYAX CBS3H, B COOTBETCTBHH ¢ TpeGoBaHHAMH [Iprioxenus Ne 1 k TpeGoBauusm K
NOopsaAKy aBOAa CeTe JJIEKTPOCBA3H B IKCIUTYaralHio, YTBEpKOeHHBM [Ipuxazom

Muunndps! Poceuu ot 26.08.2014 Ne 258 (pea. ot 06.02.2019).






[tpuagsenve No
k TexHHuecKOMy 3a0aHn0
Ha OKATAHHE FOCYAAPCTBEHMBIM H MYHWUKIIAN bHBIM 00pa3oBaleisHbIM
OpraHH3aLMAM, PEANH3YIOIENM 00paI0BaTENbHLIE NPOTPaMMel e ro obpazoranin
1 cpeauero npodieccuonansHore obpasopakua {1anee - obpasoparelnstblc
OpraHuiaumm), HIBHpaTesHbIM KOMHCCHSAM CyObekToR Poccubickol Denepaunn
M TEPPHTOPHANLHEIM H3GHPaTENbHBIM KOMUCCHAM (sanice  WibnpaTensbHsle
KOMHCCHU), PACHONOKEHHBIM Ha TEPPHTOPHAX cyOuerToB Poccuitckoit Denepaunp
(3a ncknwuenuem PecnySamnicn Kpuim u . Cepactonons) (¢ yuevom notpefinocieit
YKa32HWHBIX M0JIb30BaTENEH), YCNYT N0 NPCAOCTABIEHHIO C HCHONbIOBAHHEM CIHHOH
CE1M 1lepelai i AAHHbIX AUCTYNIA K FOCY AAPCTEEHHBIM, MYHHLUHLIAIEHLIM,. H1tbiM
HHOPMALMOHHLIM CHCIEMAM W K HHDOPMALKOHHO-TEIEKOMMY HHKALLMOHNOH CETH
«Hnrepner» (nanec  cerb « HHTEPHETH); MO 1IepeNAYE NATIHBIX TTPH OCYHIECTBIEHUM
HOCTYNA K FOCY AAPCTBEHHbIM, MY HHLHNAJILHEIM, BHBIM HHPOPMALMOHELIM CHCTEMAM
B K ccrn «HuTepHeT»; 100 JawnTe pamkbIx, 00pabarbiBACMbLX W NEPENABAEMBIX LPH
OCYIUECTBNEHNM [SOCTYNA K 1'QCYUAPCTHEHHBIM, MY HHILHIAIbHBIM, HHbIM
HHAOPMALHOHMBIM CHCTeMAM H K CeTH « MHTepHET»: 110 06ecneueHmio OIpaHuyeHns
JOCTYNA K hruiopMALKH, pacHPOETpaHene KOTOpol B Poccuiickoi Degepaunn
$aNpeLleno, ¥ K nudopMaLNK, NPRYHMsSOWEl Bpen 300POBbIO M (H1K) PazBHTHIO
neted, conepmatueiica B ceTn «MuTepuet», 1A 00pasOBATENLHLIX OPralHIaLH i
110 MOHHTOPHITY K 0BecnieueHHIo Be3011aCHOCTH CBATH NPH NIPENOCTABACHMN LOCTYIIA
K rOCyAapCTBEHHBLIM, MYHHUKTINBHBIM, HHbLM MHPOPMALIMOHHBIM CHCTEMAM H K CETH
«HHTepnem»; N0 OPranKiaLHK TIOAKIIOUEHHS K 1HHOH CeTH TIEpenasy SaHHbIX
0OpasoRATENbHLIX OPranH3IaUHE U H3BWPATENLHBIX KOMHCCHE, 110 1IEpenatie taHHbIX
OPH OCYLUECTBNEHRH JOCTY T K ITOH ceTh

3asBka na okazanue yehyr No

(popma)

r. Mocxaa @« »__ 202 1.

MuEHBCTEpPCTBO UHGPOBOIo PAIBETHR, ¢BN3H B MACCOBLIX KOMMYBHKaUKi Poccuiiexoil Mesepanun
HMEHyEMOE B dalibHeHiem «3akazduk», B NHUE » ACHCTBYFOLWIEIC HA OCHOBAHHH
. COMIACHO TOCYAapPCTBEHHOr0 KoHTpakTa or . 202 No o
Ha OKE3aHUC [(OCYJAPCTBEMHBIM H  MYHUUHIQIbHbIM  0OPajOBATENbHLIM  OPUAHW3AUMAM, PEAAHTYIOIUNM
ofpazosarenbhbie nporpaMmel oflero obpazosanns H cpeanero npoeccMonansHoro ofpasosanns (aaiee -
ofpasopatebHble  OpraHuzaumMu), HibupaTe/ibHbiM  koMueckam  cyGuexios  Poccuiickoit  Denepauny
W TEPPHIODHANbHBIM H3IDMDATENLHLIM KOMHCCHAM (1anee — HIOHPATENbHLIE KOMHCCHH), PACIHONOKEHHbIM
Ha TEPPHTOPHAX CyObekTor Pocchitckoit @eaepaunn (3a nekmouennem Pecrybanxu Kpbim v r. Cesactonolis)
{¢ yueTom norpeGHOCTEH YKA3AHHLIX NONL3OBATENEH), YEAYI HO HPEIOCTARIEHHIO ¢ HCNO/LIOBAHNEM CAHROM
CETH HepellauH JaMHbIX AOCTYNE K rOCYAapPCTREMHbIM, MYHHUMNANEHLIM, HHEIM HADOPMALHOHNBIM CHCTEMAM
H & MHGOPMAUHOHHO-TENEKOMMYHHKALUHOHKOH ceTH «HUnTepneT» (nanee — ceth «MHTEpHET); 110 uepeaaue
BaHHLIX [P OCYWECTRAEHHH AOCTYHA K I'OCYAAPCTBEHHLIM, MYHHUHOANbHBIM, HHBIM HHOOPMAIMOHHBIM
CHCTEMAM H K CETH « MHTepHET»; IO 3alIHTE AaHHbIX, OOPBOATHIBACMbIX Y HEPEAARAEMbIX HPY OCYLUCCTRICHHUH
A0C1yNa K rocy1apcTREHHbIM, MYHHUHHANBHBIM, HHBIM HHQOPMALMOHHbIM CHCTEMAM H K CETH «MuTepHeTs,
no obeciieyeHuio OrpaHHYEHHS A0CTYNIA K HR(HOPMALIHY, PACTIPOCTpaHeHue xotopoit 8 PoccHiickon ®eaepaumu
3AHPELIEHO, H K HHOOPMauHUN, PHUMHAIOWEH 8pe 300pOBBI0 K (1K) PA3BATHIO Aevell, conepallieiica B ceru
«MurepHeTs, g 06pazoBaTENbHBIX OPraHW3aliui; NO MOHHTOPUNFY H ofecnedeHuio 6€3011acHOCTH CRATK NPH
IIPEAOCTARIECHNAH JOCTYNA K MOy ZAPCTREHHBIM, MYHHLHIIAIbHBIM, HHBIM HH(OPMaLUKOHKLIM CNCTEMEM H K CETH
«HuTEPHETY, HO OPraHN3ALMK NOAKTIIQYEHHA K €IMHOM CETH IIEPCaadH AaHHbIX 00pa3oBATENbHbIX aprand3auyii
¥ H3OMPATENLHBIX KOMHUCCHI, HO NEPeaaYe JaHHBIX NPH OCYILECTEACHHI A0CTYNE K YTOH CeTH

Ne HauMenosaHue [Tepuon Kon-so Tapud, py6. | CroumocTts Ne
n/n KOMHOHEHTA YCNYyru | oKa3aHHa o6LCKTOR {c MJC) Yeayiu [TprnoweHuns
CBA3N (B | yenyrm H C  8/pecHbIM







iTpunoxerde Ne 2
¥ TexHMyceKOMY JaJaHHIC
H2 UKAIAHHE MOCYNAPCTBEHHBIM H MYHHUHNANLHBIM O0pPAIORATEILHBIM
OPTaHHIAUHAM, PEANHIYIOUIHM 0Bpaloeatensbie nporpaMmel ofimero
0Bpa310BaHHA H epentero NpodeCCHONANILHOND 06PaIokaMHA ( hastee -
obpalosaTensibie Oprannzanuk), HIGHpaTeLHBIM KOMUCCHSEM ey BbeKTos
Poeeniickol Denepautt H TEPPHTOPHATBHBEM HIBHPATEIbHBIM KOMHCTHAM
(nanee - HIBHPATENbHBIE KUMMEEHH), PACIIONOKEHHBIM HA TE¢PPHIOPHEX
eybbekTor Poccuiickoi Penepaunn (3a Hekaodenvem Pecny@iixn Kpoim
Hr. CepacTonond) (¢ yueroM noTpeGHOCTEN yxazanubix oJiv3osareei),
YCIYT N0 NPEJOCTABREHHIO C HEIONBIUHAHHEM €AHHOM CETH HEPEARMH JAHHBIX
AQCTYHA K I'OCYAAPCTHCHHBIM, MYHHLHITANBHEIM, HHBIM HIIOPMALHOHHBIM
EHCTEMAM H ¥ HHPOPMALHOHHO-TENEKOMMYHHXAUHOHHONA CeTH «MH1epHeTs
(manee eefn «HMuTEpHET»). 150 1IEpENAYE FAHHBIX [IPH OCYLLECTRIEHHH
JOCTYNY K [OCYAAPETBEHHBIM, MYHHLHIAIbHBLIM, HHBIM HHBOPMALMOHHbIM
cHcTeMaM H x cetd « MnTephet»; o 1alunTe AaHHsix, ofpadaTsiaaembrx
N NEPEEABACMbIX NPH UCYWECTRIEHHHM AUCTYNA K rOCYAAPCTEEHHLIM,
MYHHLUH{FANBLHBIM, HHBIM HHPODMALIMOWHLIM EHEreMaM 1 K eeTH «HuTepueTs;
no obeeneyeH o OrpaHHYEHHA ROCTYRA K HHIOPMAUWH, PACAPOCTPAHENHe
xotopod & Poeenfickoll MenepallH 3anpemieno, H K HHHOPMALHH,
HPHYHHAWWeH Bpen 310POBLIc M (HIH) pazaHTHIO aetel, cojepkawehics
k ceTH « HuTepHe s, i 0Opa30BATENbHLIX OPraHMIALHI 10 MOHHFOPHHEY
H obecnevenmo Be30RACHOCTI CBA3N HPM ITPENOETARIENNH 1OCTY A
K FOeyRapCTHEHHLIM, MYHHLNNAALHBIM, HHHM HHOPMAULHOHHLIM CHETEMAM
H K eeTH «MHTCpHET»; 10 OPTraHHIAUNH HOLKNIOYEHHA K EANHOM CETH
NEPENAYH NAHHBIX 0OPAIOBATENBHHX OPrAHHIZUHA 1 HIGHPATERBHBIX
KOMHCCHE, NO NEPEHAYE NAHKLIX NPH OCYWECTENEHHH A0CTYNA K yroit ceTH

[Mporpamma u MeToAMKa MCTIBITAHUIA

L. [Tpouenypa nporesaeHUs NCIBITAHKIA
1. 3akazuuMK OCYILECTBINET MNpPOBEPKY HANWYAS Yy  [peacTaBuTens
HcnonaaTtens cneayiomwmx 10KyMEHTOB:
- KOfHs I 0Cy 1apCTBEMHOIO KOMTPAKTa C MPHII0KEHUSIMMU.
2, B ciydae oTcyTCTBUS JIOKYMENTOB YKa3MbIX B IyHKTe | raaesl | 3akasunk
NPOBOAMT MEPOITPHSTHS, YKa3aHHbIE B 11. 3 rnasbl I AKT MpoBepky oKazaHWa YCayr
([Tpunoxente Ne 3 k TexHHUECKOMY 3aJaHHIO) He MTOANUCHIBACTCS 40 YCTpaHeUns
3aMeqaHHiil.
3. 3aKa3uMK npoBepseT KOMIIOHEHThl Ycnyr cornacHo rnaesl !l Ha
COOTBeTCTBMM TpeDoBaHHAM TexnHueckoro 3ananusa. [lpoeepkH npoBOASTCH
CornacHo rnase 1V.



4.

B cny4ae otcyTrcTBUS

TexnnueckoMy 3a71aHHIO).

[ensio

3aMEyaHuid WAM  1ocje
MOANKCHIBAETCA AKT MpOBEPKH OKa3zaHMA Ycayr (IIpUIToXKeHHe

No

I1.Llenb mpoBeneHus HCNBITAaHHMA

ITPOBEACHHKA HCITIBITAHUH

HABJIACTCH

rpoBepxa

MX yCTpaHeHHs
3 K

COOTBETCTBHA

NpenoCTaABIACMBIX yCJIyF CBSI3H M € KOMMOHEHTOB TpEﬁOBaHHSIM TexHnueckoro
3a04ITHA.

CocTaB npoBepsieMbIX KOMIIONIEUTOB Y CIYT CBA3H:
KoMmnonent Yenyr cessu «[lepenaua pannmx L2»;
Komnonent Ycenyr csisu «[lepenaya nanneix»;

KomnoxenT Yeayr «3amura aaHHBIX»,

KommoHeHT Yenyr «Orpannyense goctyna kK nndopmannmy;

KomnoHent YCH)JT «MOHHTOPHHF ¥ obecrieyeHne Ge30MaCHOCTHU CBI3UY.

I11.06®éM ucneITanuid
[Nepeuenb NPOREPOK KOMIIONEHTOR Y CIIYT (IPUBELIEH MTHKE:

Ne [TpoBepsieMblii KOMIIOHEHT Yro nposepsiercs ]
1. Komnoneur  Venyr  «[lepepaua | Obecneucine mnepenaun  1anHbIx
AaHnBIX» (3a uckmouenuem Yeiayrn | C30 B eanHoil ceTH nepenauu ,
nepenayn ganneix B BUC nna 'AC | aanHbIX |
«Bribopri»)
2. KomnoneHT  Yenyr  «3awmura | OGecriedeHHe  3awMThl  JarHbiX,
JarHbBIX» obpabaThiBaeMBIX H lepeaaBaeMbIX
NPH OCYLIECTBAEHHM JAOCTYMA ANA
C30
3. Komnonent Yeayr «Orpannuenune | ObecneyeHHe ¥ KOHTPOab AOCTYNaA
AOCTYIa K HHpOopMaLLtmn nons3oBarenei B cetb «MHTepHET €
¢dbunsTpanne BXO/IILIETO H
nexomsawero Unrepner-tpaduka o
npotokonam HTTP/HTTPS
4. KomnouenT ¥Ycnyr « MOHHTOPHHT ¥ | BIIOKHpOBKa 3anpeilieHHbIX THUMOR
obecneyenue 6e30M1aciiocT CBS3M» | B3aWMoaeHCTBUH, MOHWTOPHUHT
Ka4ecTBa MPeAOCTABNSIEMbIX YCAYT U
3amurTa oT DDoS arax
5. Komuouent Yenyr cBs3u | Obecneyenve nepenayM JauHbIX OT
«[lepenaua panHbBIX £2» C30 1o ToukM npHCOEAMHEHUS
ECI1A

1<



1V.MeToanku TecTHpOBanus

1, IIposenenne ncHpITAHMI KOMHOHeHTa Yeayrn «Ilepeaaya AaHHBIX»
- anemeHT «llepenaya nannpx» B BUC ¢ 3azannpiMu napameTpamy KayecTa

- 3neMeHT «flepenaya nannpix» B cetb UHTEpHET

1. Beenenne

1.1, HacTosmuid pazpnen onpejenseT MopsAoK MPOBEAEHHS MCIBITAHWH TpH

npoeepke Ycnyr no npegocrasiesnio goctyna C30 k cetn HMurepnet/ECIIJ,

onpefieneHHbIX I 0cy 1apCTBEHHBIM KOHTPAKTOM.

1.2. KonTponupyeMpIMi NapaMeTpaMHy NOAKTOUETIHS ABIAIOTCA:

- NPONYCcKHadA ¢NocoOHOCTL KaHasa No nanpaeiennsm ot 1 k C30, enunuua

H3Meperns — MOuT/c;

~ Bpems 3a/epiKky |P-nakeToB, enrHua H3MEPEHNS — MC;

- BapHallHg BPEMEHM 3a/epxkKW 1P-nakeToB (Janee — MKHATTEp), eanHUA

W3IMEPEHHS — MC;

- notepu IP-nakeToB, enuunLa n3Mepenns — NpoueHT.

1.3. KOHTpOIb POBOAMTCS € MCMOJIB30BANIMEM MCKIIOUUTENBHO MEpeaadn

NpHemMa UHPOBOA HHGOPMaIMK, B CBS3H C YeM HOKA3aTE/IM TOYNOCTH U3MEPEHMUI

M€ YCTAHABIHMBAIOTCH.

1.4 PesynbTaTel NpoBeNeHHs HMHCTPYMEHTANbHOTO KOHTPONS  BHOCHTCH

B [IpoTokon npoBeneHns TecTHpoBaHWs Ycenyr (nalee — TlpoTokon nmpogsezenmus

TecTHpoBanus) (Ipunoxenne Ne 6 k TexnuueckoMy 3anannio).

2. Mertoauka nposepkn >neMenta «[lepesaua namubix» B BUC ¢ 3a7anHbIMH
napaMeTpamH KauecTea

2.1, 3nauenus nokasarenei NponyckHo clocoGHOCTH NPOBEPAIOTCH COTTACHO

TexHuueckoMy 3aaanHmo:

2.1.1. TpeGopanus Kk CpeACTBAM M3MEpeHHMH, BCITOMOTATENbIbIM YCTPOWCTBAM,

MaTepHallaM.



2.1.2. [lpr BbINOSiMEMMM TPOBEPKH MPHMEHSIOT ClEAYIOLIWE CpencTRa
M3MEpPEeNHii, BCioMorarTeibuble YCTPOHCTRA, MaTepHalbI:

- MEPEHOCHOH KOMMbloTep (HOYTOYK) ¢ TaKTOBOH 4acToTOH ne menee
1 I'Tu, obbemMoM naMaTH He Menee 4 ['GaitT, HATHUNEM He MeHee | nopra Gigabit
Ethemnet, Hannunem onepanponnoit cuctemsl MS Windows Bepcun 7 u Bbllue
HiH FreeBSD/Linux (nanee — HoytOyk);

- HHTepHeT-0003peBaTens Firefox, Chrome, Opera m ux awanoru
(CnyTHuK, AHaexc) B Bepeuu e padee 2019 roza, ycraHoBnennblie Ha Hoytoyke;
- 10 (ytunura) cmd, ycranosnennoe va Hoyroyke B cocrase OC.

2.1.3, [Tpw npoBeieHN N HHCTPYMEHTAIILHOTO KOHTPO.1% na HoyTOyKe 10MKHbI
ObITb OTKIIOUENBI AHTHBHPYCHBIE, MEXKCETEBbIE 3KPAHbI M MPOYME NPOrPAMMbL,
KOTOPbIE MOIYT NPWBECTH K MOBBILIEHHIO 3arpy3KH LEHTPAIBHOIO Ipoileccopa,
nubo nepenaie JAMHBIX 10 CETH, a TAKXKE MPENATCTBHIO MEPEAAYH AAHHBIX M0
CETEBLIM MopTam (O10KKUpoBaHKeE ).

2.1.4. IP-agpec, UUI03 MO YMON4aHHMIO M MAacKa HOICETH IS NpOBeNeHHS
npoBepkH, nnausl 1P-aapecaunn ans C30, napameTprl NOAKMOYEHNs (B TOM, Yyhcne
nopt Ha obopynosannn Hcnonnurens) npesocrasisiorcs MenonHuteneM npu

NPOBEACHNH NPOBEPKH.

2.2 MeTo/1 1 NOpsAA0K POBEAEHHS IIPOBEPKH.
2.2,1. [TpoBepka oCyIECTBIAIOTCS C TOMOLIBK) KOMAHAB ping YTUIUTbI chid.

[lopsaok npoBeaenns NPOBEPKK:
—  Tloakmounts Hoymoyk «k oGopynoeanmioo Hcnonuutens B Touke
npucoeannenns Kk ECI/ Toro cyGhekta Pd, B xoTOpoM MpoBoANTCs MpoBepKa
—  3anycTuTk yTHINTY cmd na Hoyt6yke;
—  BaectH koMaHay ping XX X.X. rne X X.X X — |P-anpec BblACTCHHBIH 115
C30 cornacHo nnana IP-aapecaunn
—  3anycTHThb TecT

~  llpepBath npoBeseHue TeCTa 10 HcTeuennn 30 cekyna



— 3admKcHpoBaTh pe3ynbTar poBepky B [1poTokone npoBeerns TECTHPOBaHUA
Yenyr. TonokuTenbHbIM pe3yiibTaTOM SABISETCS HaIHYKe OTKIMKa Ha [CMP-

3arpoc, 4To NOATBEPKIALT CeTeBYK gocTynHocts C30

2. Metoanka wuposepkn wiementa «Ilcpenaua panHbIx» B ceTh
Hurepuer.
2.1 YcraHoBieHHBIE  TpeGOBaHHA K KOMTPOAMPYEMBIM  mapaMeTpaMm
MOAKTKOUEHHS !
- CKOPOCTb Nepe/lavin JanHulx — cornacuo tpebopanuii T3
— NPOLENT MOTEPSHITLIX NIAKETOB — He Oonee 5%
- 3a[epXKKa nepeJads NakeTos:
- 110 NPOBOAHBIM KaHanaM — He Gomnee 250 Mc;
- Ma COCTABHBIX KaHajlaX ¢ Y4ETOM MANMuMs OAHOr0 GecripoBOAHOTO yyacTkKa
(oamoro cnyTHUKOBOro ckauka) — ue oonee 1000 Mmc.
2.2 Tpebopanus K cpe/cTBAM H3MEPEeHHil, BCIIOMOraTeNbHbLIM YCTPOHCTBAM,
MaTepyaiam:
22.1 Tlpy  BBINOHEMHHM  MHCTPDYMEHTANBHOTO  KOMTPONS  IPHMEHSIOT
ClIeylOIlKe CPEACTBA H3MEPEUHM, BCOMOraTebHbIe YCTPORCTRA, MaTepHATIb!:
- I mepenocHoil KoMnbloTep (MOyT6YK) ¢ TAKTOROH 4acTOTOH Me Menee |
ITu, o6bemMoM namsiti e MeHee 4 ['GaiiT, HanHUKMEM He Melee | nopra Gigabit
Ethernet, Hannuuem onepauroHuoit cuctemsl (aanee — OC) Linux nin FreeBSD
umu MS Windows sepeun 7 1 Bblie (aanee — Hoyt6yk);
~ HHTepHeT-0003peBarteny Firefox, Chrome, Opera wmnm wx ananoru
(CryTaHk, flngekc) B Bepenn ue panee 2019 rona;
- ITO (yTunuta) ¢md (KoMaHnnas CTpoKa) YyCTAaHOBJIECHHOE HA KaX/OM
Hoytbyke B cocraBe OC.
2.2.2 Tlpn npoBeaenuy MHCTPYMEHTANBHOrO KOHTpois na Hoyt6yke DOmKHBI
O51Tb OTK/KOUEHB aHTHBHPYCHBIE M POt HE TPOIPAMMbI, KOTOPBIE MOTYT MPHBECTH
K MOBBILICHHIO 3aIrPY3KW LEHTPaIbHOTO rnpoleccopa, NKHG0 nepeaaue AaHMbIX

0 CCTH NIepe Ra4M AaHHbIX.



23 MeToa ¥ NopsAgOK H3MepeHHH
2.3.1  H3smepenue npoHycKHON CHOCOOHOCTH KaHajla CBA3H H BPEMEHH 3a1ePHKH
IP-naxeToB OCyilleCTBAAETCA MNOCPEACTBOM CEPBHCA JUIS KOHTPONS CKOPOCTH

noctyna B Mutepret (nanee — CKC/IH) no anpecy http://speedtest.rt.ru ¢ Hoytoyka,

nojakmodeuuore K o0opynoBaHuio B Touke npucoeaumenus k ECII gas
UpoBepsieMoro cydonekra PO

2.3.2 Hactpoiiku eeTeBoro noakno4eHun Ha HoytOyke (IP-agpec, uumos no
YMOJIYauMIO U Macka nojceTw 3a nposepaemsiit C30), nnaHbt IP-agpecanuu nis
C30, napaMeTpbt HOIKHOUEHHUS (B TOM, HHCNE TOPT Ua 060pya0BAUUH

Hcwvonnutens) npenocraasorea Menojguurenem mpu UpOBEIEHHH [TPOBEPKH.

233  Ilposepxa HPOBOZUTECA B CJIEAYIOWIEM TIOPSAKE:

- OtkpuiTe B HHTepueT-0003peBatene  Ha HoyTOyke snextpouuniii anpec

knventa CKCJIIH (hitp://speedtest.rt.ru).

- Ha oTkphiBineiica B okHe uHTepHeT-0003peBaTens (CTpaHUUE) HAKaThb
Ha KHOMKY «HauaTh TecTHpoBanHe».

- HoxzaTbess  OKOW4AaHMA  H3MepeHHH  (HpuMepHo 60  cexyna)
¥ 3a)MKCHPOBATh pe3y/IbTaT W3MepeHHii B IIpoToKoNe NPOBEAEHHS TECTHPOBAHUS
Ycnyr. B xayecTBe 3uauenus BpemeHd 3sagepkku IP-nakeToB npuHuHMaeTcn
MNOJOBHHA OT HIMEPEHUON KPYTOBOH 3a/IEPKKH.

- CKpuHWOT pe3ynsTaToB W3MepeHni BhecTd B [IpOTOKON NpOBeneHHS
TeCTUpOBaNus Ycyr.

234 Hsmepenue woTepb IP-HakeToB OCYLIECTBISETCH € UCIIONBLIOBAUUEM

YTHAHTBL cmd B CredyiolleM NOpAIKe (HOPAAOK TNPUBENEH 7S ONepauuOHHOMN

cucteMst MS Windows):
AJIrOPUTM W3MEPEHH MpPOLeHTa NoTeph 1P-makeTos:
- 3anycTuTh yTHIAUTY cmd Ha HoyTOy«ke;
- Beecti komaugy ping test.ip.rt.ru, rae http://test.ip.rt.ru — >nexTpoHHsLH anpec

B ceTH «IHTepHe™ B 301e oTBeTCTBeNHOCTU McnonuuTtens, PesepBHblil 31K TpOHHbII

anpec speedtest.ri.ru
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- [lpoBectn TecT B TeyeHWu 60 ceKyHA, WpepBaTh NpOBEJEHHE TecTa
HO HcTeyeHud 60 ceKyua W 3aUKCHpPOBATL pe3yssTaThl H3MEpPEeHHs — NPOLEHT
MOTEPAUUBIX NAKETOB.

- Pe3ynbTaTel HHCTPYMEHTANBUONO KOHTPOas odopMmuth B [lpoTokon
MPOBENEUHA TECTUPOBAUKA YCNyr

- CKpUHIIOT pe3ynbTaToB H3MepeHWH BHecTH B [lpoTokonm mpobeneHus

TECTHPOBAHUA Y CNYT.

3. TlposeaeHue MpHEMOMHLIX MeWbITaMHil KomuoHMenTa Yceayr «3ammTa

AAHHLIX»

- y1emenT « Kpunrorpaduueckas 3aiinTa Kasanos CBA3IH»

1. Beeneuue

1.1 lienbio McObITaHUA $BASETCS NPOBEPKa BO3MOKHOCTH Mepenavyu [MaKeToB
JAaWHBIX B PaMKax 3aKkpbiToOro (3auiniuenHoro) KOHTYpa CeTH M OTCYTCTBHH
BO3MOXHOCTH [I€PEaiH AaHHBIX B APYTHE CETH.

2. TpeGoBanus & cpencTBaM HW3MEpeHWH, BCIIOMOTATENbHBLIM YCTPOHCTBAM,

MarepHanam:

2.1T]px BLIHONHEHHH HUCTPYMEHTANLHOTO KOHTPONA NPHMEHSIOT Cleaylolue
CpeJCTBa U3MEPEHUH, BCIOMOraTe IbHble YCTPOHCTBA, MaTepUAIbL:

- I nepenocuoit komnbioTep (HOYTOYK) ¢ TakTOBOW 4acTOTOH ue MeHee |

I'Tu, obbemom namsaTu we meuee 4 I'Gaiit, uanuyrem He meuee | nopra Gigabit

Ethernet, nanuuuem ouepaiHoHuol cuctems! (zanee — QC) Linux unu FreeBSD

ui MS Windows Bepcun 7 u Beilie (nanee — Hoyr6yk);

- uuTepHer-obospesatens Firefox, Chrome, Opera wnu ux asanoru

(CnyTtnuk, AHnexc) B Bepcuu He panee 2019 roaa;

~ MO (ytunuta) cmd (KomaHaHAd CTpoxa) YCTAHOBJIEHHOE HAa KAXaOM

Hoyrbyxe B coctare OC.,

3 MeTox ¥ MopAZOK W3MepeHHH

3.1 /laa nposepku crieyeT noaknouuth HoyTOyk k HOpTy oBopydoBanus

ucronHuTens B Touke Hpucoeannenus k ECIIJ ans uposepsemoro cy6nexkta PO
7



(KPUIITOMApPIIPYTH3aTOpa) W HACTPOMThL CETEBOE [MOLKIIOYEHHE COTJIACHO
rapameTpoB Tabnuuet agpecaunu B obwel moaceTw A8 BeIGPaHHOTO
(Bbibpauneix) C30 (unan IP-anpecauun) - agpec, Macka v W03 N0 YMOJTYAHMUIO.
[Nnan IP—anpecauny u mapaMeTpht NOAKIIOUEHHA, ONPEAETAEMBIE B COOTBETCTBUH
¢ HnauoM [P-agpecanin C30 B 3aKpbiTOM KOHTYpE Ce€TH, MNPENOCTABIAETCS
HMcnonunTenem 3aka3uuky mpu HPOBEJIEHHH HPOBEPKH.

ANropuT™M HpOBEPKH:

—  3auycTuTh yTHIUTY cmd ua HoytOyke;

—  Bgectu xomanay ping test.ip.rt.ru, rae test.ip.rt.ru — iexTpouuslii aapec B
OTKPBITOH ceTu (cetn «MurepHer») B 30He OTBeTCTBeHHOcTH HcmonHuterns.
Hanustil agpec goked ObiTh HEAOCTYNMEH ANA B3aUMOAECHCTBHS.

— Beectu  kxomanay ping X XXX, rme XXXX - aapec
kpuutoMapiipytusaropa B C30. Jlanubifi anpec fomkeH GbiTh ZOCTYIIEH B paMKax
B3aUMOJEHCTBHA BHYTPU 3aKPhITOro KOUTYpa.

—  Pesynbrathl  npoBeneMHS  MUCTPYMEMTAILHOTO  KOHTPOJIR  BHOCATCH

B [IpoToxon npoBenenus TecTupoBasng Ycyr.

3. TipoBeaewme  NPHEMOMMBLIX  HEMLITAMMIl  KOMNOHeMTa  Ycayr
«Orpannvenne 10¢Tyna K HnGopmanuu

- 3neMeHT «KouTeHTHas PuibTpalus»

I. Bgenenue

I.1.  Hacrosiumii JOKYMEHT OWHCHIBAET METOIMKY MPOBENEHHS TeCTHPOBAaHUSR

KoMnoueHTa Yciyr «OrpauvdeHue 0CTyna K MpopMaLdi»

1.2, Uenbio npoBenenus TecTHPOBANWA ABISETCH [IPOBEPKA COOTBETCTBUSA
KoMnoHeuta Ycuyr «OrpaHudeHMe JAocTyma K HHQOpMaluWu» TpeboBaHMAM
TexHuueexoro 3ananus (nanee — T3). CocTaB HpOBepAEMbIX 1EMEHTOR

KoMITOHenToB Ycyr « MupopmanuonHas Ge3onacHoCTb» (fanee - Yenyru):

- KommoHenT ycmyr «Orpanudende noctyna K vHpopMaLuKn» obecneyusaeT

Orpanvvenue ROCTyNa K UH(POPMALKH, PacipocTpanerte Kotopoit 8 Poccuiickoi
8



DenepauyH 3anpelleHo, H X HU(QOPMaLMHM, HAHOCAILEH Bpell 3I0POBbIO U PA3BUTHIO
AeTeH, coaepkallencs B cetu MuTepHer:

- MpoBepsieMblil neMeHT «KoHTeHTHas dHIBTpaLui».
2. O0bEM HCIIBITAHKWM

2.1. B cocraB ucneiTaHHi 3nemeuta «KoHTeuTHas QUIBTPALKMS» BXOLUT
npoBepka no ofecHeYEHHIO U KOHTPOIIO I0CTY A NoNb3oBaTeNei B ceTh MutepHer

¢ dunsTpalHet BXxoasiero U ucxoasilero Uurtepuer-rpaduka.
3. YClloBUSA U IOPAACK HPOBEAEHHA UCTTHTAHMHN

3.1. llpoBeneude WucCMbITAHUH KOMMOOHeWTa YCayr npoBogHTcs B Touke

npucoenuueHus k ECI1/] nposepsemoro cyonexra PD.

3.2, Tlpuemouusie ucnuiTauds koMmnoneuta Yciyr «OrpaHHYEHHE AOCTYNa K
HHpOpMATTUU» Ha4MHAKTCA npu MOATBEPXKAEHUU TOTOBHOCTH
MPOTPAMMHO-aNMApPaTHLIX cpefcTB McrnonuuTens, HCHONB3YeMBIX B COCTaBe

IIPOBEPSEMBIX KOMIIOHEHTOB YCayr.

3.3. Bo Bpems npoBefeudss TECTUPOBAHUS (BPYHKIMOHATBHBIX BO3MOXKHOCTElH
CHcTeMbl HU 0/1Ma H3 CTOPOH He JOMKHA UPOBOAKTL PaGoThl, KOTOPhIE KAKHM-TTHG0
00pa3’oM MOTYT MOBJIMATH HA Pe3ysibTaThl HCMbiTaunil. B cnyuae kakux-1u6o
OTKIOHEUUH OT HacTositied [lporpaMmbt CTOPOWBI AOMKHBI YTBEPAHTEL TaKue

OTK/NIOHEHHA.

4, TpeboBanus x cpencTBamM H3MepeHuii, BCMOMOrAaTeNbHLIM YCTPOHCTBAM,
MaTepHaIaM:

- IIpH BBIMOJHEHHH MHCTPYMEHTANBHOTO KOUTPOJIS HPHMEHSOT ClieIyrOLIHE
CPEACTBA H3MEPEUUH, BCIIOMOraTe/IbHbIE YCTPONCTBA, MaTEepHAIIbI:

— | nepenocHol KoMmbtoTep (HOYTOYK) ¢ TAKTOBOM 4acTOTOl He Meuee |
I'Tu, obveMom HamaTH He Meuee 4 I'Galit, HanuureM He menee 1 Hopra Gigabit
Ethernet, Hanu4ynem onepanuonHoi chctembt (nanee — OC) Linux win FreeBSD

Hid MS Windows Bepcun 7 u Bbiie (nanee — Hoytoyk);
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~ uHTepueT-0003peatess Firefox, Chrome, Opera win ux awnanoru

(CniytHuk, SInnexc) B Bepcuu ue panee 2019 ropa;

- Mertonuka TecTupoBanus

- IlpoBepka obecreuenus W KOHTPOJA JOCTYNa MONb3OBateneidf B ceTh
Mureprer ¢ ¢unsTpauueHd Bxoasiiero u Hexomsiuero Hurepwer-tpaduka
koMnoueHTa Yemyr  «Orpauuyedne 10cTyna K HHGOPMAalKWH», INEMEHT

«KoHrenTuas ¢punbrparmsy».

4.1. B KauecTse NpOBEPKH MPOBOAUTCH TECTHPOBaHHE (PHALTPALHH JOMEHOB
cornacHo 0Oase JaHHBIX PECYPCOB, OTHOCRIMMXCA K 3aMpelleUHbiM KaTeropusm
(MapKOTHKH, HOpHOTpadys, TEPPOPU3M, IKCTPEMHIM, HACHIIME, COLUANBHBIC CETH,
aHOHHMaH3epst ¥ T.A.) B COOTBETCTBHH ¢ TPeOOBAUHAMH HOPMATHBHOI

nokymeHTauuel Poccuiickoii ®enepaunu:

- baokuposka URL pecypcos, oTHOCAWMXCS K 3alpellieHHBIM KaTeropusm, no
mpotokonam HTTP/HTTPS, BHeceHHbix B peecTpsl Pocxomuagzopa, Takie kax
«EnHHet PeecTp nomenubix uMew, ykaszaTesnei cTpaHuu caifToB B cety MuTepher
M CETEBBIX A/IPECOB, MO3BOJSAIOIIMX WICHTHQULUUPOBATHL caliThl B ceTH HnTepHer,
colepxailiHe MH(pOopMalIKio, pacpocTpaHerre KoTopoii B Poccuiickoil Denepauuu
3aNpenieHoy, Bneceunnix B «MeaepaibHbiil CIIUCOK IKCTPEMUCTCKUX MATEpHaJIOB»

Munucrepersa octuunu Poccuiickoit Meaepaunu.

- buokupoBka pecypcoB, OTHOCAIINXCH K 3arpeiieMMBIM  KATETOPHAM, HO

sBoaumMomy [P-aapecy.

AJIFOPHTM NPOBEPKU!
- Hactpouts ua Hoyt6yxe IP-axpec, winio3 mo yMon4aHuio 1 Macky [oAceTH,
HazHa4eHHble 115 nposepsaemoro C30.
- [lonkmouuts HoytOyk «k ofopymosaumio Hcnmonnutens B  Touke

npucoeaunenus k ECIN B uposepsiemom cy6nexre PO,

- HactpoHrs ua Hoytoyke IP-agpec, IP-agpec wimosa no ymonaHuio H MacKy
MMOACETH B COOTBETCTBHH C niaHoM IP-agpecaunu. JononHuTensuo Ha Hoyt6yke
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HacTpouTh [P-azpec npoxcu-cepsepa B COOTBETCTBHM C NIaHOM [P-agpecaunn v
YCTaHOBUTh (ailn ceptudukata npoxcu-cepepa. [lnau [P—anpecaunn wu
HapaMeTpbl HOAKMKOWEHHUS N8 WPOBEACHWS NPOBEPKH MpPEeiOCTARISETCH

Henonnurtenem 3axazunxy npu nposeieHUH NPOBEPKH.
- 3anyctuts Ha HoyTGyke uHTepHeT-Gpaysep.

- Beectu B agpecnyto ctpoxy URL pecypea, oTHOCALIErOCH K 3anpewéHHON
kaTeropuu (npunoxetne Nel). Y6eaurbes, 4To OCTYN K 3aHPEWEHHOMY pecypey

3ab6N0KUpOBaH.

— Beectn B aapecnyio crpoky URL pecypea, oTnocsuierocs K pa3peinéHHo

kaTeropuu (HpHnoxkexne Nel). Y6enuThes, 4to A0CTYN K pecypcy paspeluéy.

- Beecti B anpecHywo cTpoky [P-agpec pecypca, OTHOCSerocs K
3aHpeLUEHHOW KaTteropun (npunoxenue Nel). VGemurncs, 4To jgocTyn K

3anpeeHHOMY pecypcy 3abI0KUpoBaH.

- Beect B anpecuylo crTpoky [P-agpec pecypca, oTHocsulerocs x
Pa3pelw€éHHoM Kateropuu (npunoxenne Nel). Y6enurscs, 4To JOCTYN K pecypey

paspeiéH.

- Pe3ynbraT upoBepkd oTpa3uTe B [IpoTokolie npoBefieHHs TecTHPOBAHMS
Yenyru (npunoxkenue Ne 6 k TexHnueckoMy 3a1aHuio).
[Ipunoxenue Ne |
[lepeunu URL pecypcos H paspelnenHbIx U 3aupeineHHsIx [P-agpecos:

[. Tlepevyenn 3anpeménHbIX u pa3pewénusix URL  pecypcoB  (HpoTOKOS
HTTP/HTTPS)

URL pecypea (npumep cnneka) | IP-anpec PesyawTar Karteropus N
Hoytbyka ¢ | 610KHpOBKY
KOTOpOro
MPOBOJIHTCS
fIpoBEPKa

11



{oTkpbiTas ]
JABCY:
https://yandex.ru 10.%x.x.X He Pazpemenmslil pecype
3absiokuposan
https://vk.com 10.x.x.x 3abnokuposan | CoumannHas cernb
https://www.facebook.com 10.x.x.x 3aGnokuposan | Counanbuas ceTh
iy ‘pornhub.com 10.x.x.x 3abnoxvposan | [lopnorpadus N
htip://worldoftanks.ry 10.x.x.x 3abnokuposan | Komu. vrpel
http://3rm.info/?newsid=26584 | 10.x.x.x 3abnokuposan | -
http://upyachka.ru H0.x.x.x 3abiokMposan | Jlocyr

2. Tlepeuens 3anpeléunnlx ¥ paspewéHusix URL pecypcos (brokuposka no [P-
ajgpecam pecypca)

Ip-aapec Caitr [P-appec Pesynbrar Kareropns
pecypca Hoytéyka  c | Gnokvposku
KOTOPOro
MPOBOAUTCS!
IpOBCpKa
(oTKpbITan
JBCy:
87.240.131.99 | vk.com 3abnokuposan | 3abnoknposan | CollnaibHas
ceTh
31.13.64.97 www, facebook.com 3abnokuposan | 3aGnoxuposan | Coumanbhas
CCTh
62.240.84.135 | 3rm.info/?newsid=26584 | 3aGnoxuposan | 3aGnokupora | -
185.12.241.151 | worldoftanks.ru 3abnoknpopan | 3a6nokuposan | Komn. wipnl
[IpoBenenne NMPpHEMOYHBLIX MCHBLITATINH KOMIIONEeHTA Yeayr

«MonnTopHHr 1 obeeneuente SezonaenocTn cBAIHY

- EeMEHT « MexceTeBoe AKPAHHUPOBAHHE Y

- ANEMEHT « MOI’IHTOpHHl" Ka4deCTBa NpCHOCTABAAEMBIX yonyr»

- 3JIeMeHT «3awmTa oT DDoS arak»



I [lpoBepka 610KHPOBKM 3aNPEIEHHBIX TUIIOB B3aHMOAEHCTBHH 3NeMeHTa yenyr

«MexceTeBoe 3KpaHUPOBaHHEY.
1.1, Yc1oBus # NOPAIOK NpoBeAeHHs HCNbITan#it

[.I.I B kauecTBe npoBepKM HMPOBORMTCA TECTHPOBAaHHWE GIOKHPOBKH
3aNpeUICHHBIX THMOB B3aUMOJEHCTBHI B COOTBETCTBHH € HACTPOSHHBIMH

HOJNMTHKaM# UHPOPMALIMOHHOH Ge30HACHOCTH.

[.1.2. TpeGoBauus & cpeacTBaM H3MepEHHI, BCNOMOTATENLHBIM YCTPOHCTBAM,
Marepuanam:

[.1.2.1, Tlpy  BLIMOAHEHHH  HMHCTPYMEHTAIBHOTO  KOMTPOJNA  MPHMEHSIOT
CJICAYIOUIHE CPEACTBA H3MEPEHNH, BCHOMOTATENbHbIE YCTPOHCTBA, MaTepransl:

— | nepeHocHO# koMribloTep (HOYTOYK) ¢ TaKTOBOM 4acToTol Me meHee |
I'Tu, obbvemom namsith He MeHee 4 ['Gaitr, nanuunem He meuee [ nopra Gigabit
Ethernet, nanuunem onepaunonHo# cuctemsl (1anee — OC) Linux unu FreeBSD
nwin MS Windows Bepcun 7 u Bolne (J1anee — Hoyt6yk);

- HHTepHeT-0003pesatenr Firefox, Chrome, Opera wnm HxX ananoru
(CHYTHHK, SIHAEKC) B BEPCHH He panee 2019 rona;

— [0 (ytunura) cmd (xomaHAHAad CTPOKAa) YCTAHOBICHAOE HA KaXkKIOM

HoyTt6yke B cocrape OC

[.I.3 na nposepenus nposepku HoyT6yk HeoGX0anMo HOAKAOYMTD K MOPTY

KPURATOMAPLWIPYTH3aTOpa AN OTKPLITOM CETH MM HANpPAMYID K KOMMYTATOPY

JOCTYRa.
ANTOPHTM HPOBELCHUS MPOBEPKH

—  Hacrponts nHa Hoytbyke [P-anpec, [P-agpec nuttosa no yMonuanuio v Macky
MOACETH B COOTBETCTBM# ¢ HiaaMoMm [P-agpecaumu. [lnan [P—anppecanuu n
[napaMeTpbl HOLKIIOYEHHA U8 TNPOBEACHUA IPOBEPKM HPEHOCTABIAETCS

HcnonnuTenem 3aka3zuuky npH NpoBeAEHHH NTPOBEPKH.

—  3anyctutb yTHAUTY cmd






Mpunoxenne Ne 3
K TEXHH‘!ECKOMy 3a0dHAIO
Ha 0Ka3aHHE roCYJ1apCTBEHHBIM W MY HULIHRAL HBIM 00Pa30BaTeNbHBIM OPraHH3aUHAM,

PEANM3YIOIIUM 00pal0BaTeNbLHbLIE TPOTPaMME} 06LIEre 00Pa30ORaHHR H EPENHETD
npoheccHoHANLHOTO ofipazpeaHHg (aance — 00pa3oRaTeNLHEIE OPranU3alHH)., H3BUPATENLHLIM
komucenam cybnektos Pocouiickoit detepalut W TEPPHTOPUANEHLIM H3OHPATENbHBEIM KOMUCCHAM
(nanee - wabupartebHbie KOMMCCHY), PACTIOIOWEHHBIM HA TEPPHTOPHAX cyDbekToB PoccHiCKO
denepaunn (3a Hekmouenvem Pecriybanku Kpsim v r. Cepactonosn) (¢ yuetoM noTpebHocTei
YKalaHHeEX MOAR30OBATENEH), YCAYT MO MPEOCTABACHHIG C HCMIONBIOBAWNEM EAHTIOH CETH HEDERASH
HAHHEIX ZOCTYNA K MOCY 1APCTBEHHEIM, MYTIHUHTRAIbHLIM, HHBIM HHOPMALIHOHTIBIM CHCTEMAM
H K HHOPMALIMOHHO-Te le KOMMYMUKAUHOHUOTE ceTH «MHTepHeTs» (Fanee — ceTh «MHTCpHETY);
RO NEPEAade JaHHBIX TIPH OCY CCTEAEHHH JOCTY A K FOCY AAPCTEEHHEIM, MYHHLIHRANBHEIM, UHLIM
HHGOPMALHOHKBLIM CHCTEMaM H k cetH «HuTepneT»: no 3awHTe AaHHbIX, obpabaTeiRacMbIx
W NEPE JaBAEMBIX NPH OCYLWECTAAEMHA JOCTYNA K TOCY AAPCTBEHHBIM, MYHHIHIANLHEM, HHLM
HHUOPMaLHOHHBLIM CHeTEMAM W K ceTH «HATepHeT»; HO obecneueHUu orpaHM4eHHR A0ETYHA
K MHGOPMAUHH, pacTipocTpaHerie KoTopoH B PoccHiickoit QeacpaunH 3anpeweHa,
¥ K HupopMaLWH, TFpH4HHAMOLWEH RPed 3A0D0BBI0 W (MITH) Pa3BWTHIC AcTel, coaepwalleiica B CeTH
«HuTcpreT», An9 00pa3oRATENLHEIX OPTaHH3ALMIL; MO MOUHTOPHHTY W oDecHedeHm0 Be30HacHOCTH
CES3H MPH RPENOCTABNENHH SOCTYNA K FOCYSAPCTEEHHBIM, MYHHUHRANEHBIM, TiHbM
HH{(POPMALIHOHHEIM CHCTEMaM W K ceTH « HHTepHETY . MO OpranHIauyMy NOAKMOYEHHS K EAWROH CETH
nepenayy JavHbIX 00pasoBaTeNbHULIX OpraHK3aUHil W H3BupaTenEHEIX KoMUuCCHIE, No nepefade
JaHHEIX MPHA OCYIUECTBIEHHA AOCTYTA K ?TOH CETH

Havano dopMbl

M1, HUXKeHOANHCaBLIHe A, OT NHLA

AKT
MPOBEPKII OKA3AHHA Yeayr

(nanee — MicnonHuTenp), B JHLE

(nomKHOETE, (PaMMIHS, WMA, OTUECTRO)

AelcTRYOIero (-eit) Ha ocHOBAHHH




C OHOM CTOPOHDIL, U

(manee — 3aKaz4yuk), B JIMLE

{LOIKHOC Th, PAMUANA, HMA, OTHECTBO)

OeUCTRYIOWEro (-eH) Ha OCHOBAHUH

¢ APYrod CTOPOHbI,

COCTABUAM HACTOSILUHK aKT O TOM, HTO MNOAKAHYCHHE COUHAJIBHO 3HAYHUMBIX 00BEKTOB K ECI'IIL HECPEHHUCTICHHBLIX B
Taﬁnnue, obecneveHo McnonHuTEIeM B COOTBETCTBHH C Tp@ﬁOBaHHHMH roCyldpCcTBCHHOTO KOHTPAKTA OT « »

20__roma Ne

{} K33bIBASTCA TEXHOIOMHA NOAKINEHHA)

CyOLekT Tun Mo Touka npucoendiieHus
Ne N TMoanoe HauMeHoBAHUE IP-anpeca o
, Poccuiickoit HACENEHUHOTO | Alpec YUpe#I1eHNs [Huporta Hoarora ) oTkpattoro % ECLLI nopr Ne
n'n yypeknenus APM
Genepaumu NyHKTA CerMeHTa
I
2
N

ot UcnonHHTENs:

OT 3aka3uuka:







[Mpwnoxenye Ne 4
K TeXHHYECKOMY 3aJanHI0
Ha OKAa3aHHE roCyJapCTEEHHBIM H MYHHOHIAI:HBIM 00PAZ0BATENBHBIM OPraHn3auHAM,
peanuIyIoUMM 00pazoBaTeNbNLE MPOrpaMMbl 00LEro 06Pa30BAHHA H CPEAHErD
npoheccHoHanbROro obpasoratua (ganee — oGpatopaTensble OPravy3aiiH),
uibupaTeneurIM KOMUCCHAM cyBbekTor PoecHiickoli Peaepauti H TEPPUTOPHANBHBIM
iBnparTensHelM KOMHCCUAM (fanee  HIBHpaTenALHLIE KOMHUECHH), PACTIONOKEHHBIM
Ha TeppuTopHax cybrextor Pocciickoii Geaepauyy (3a Hekmouennem PeernyGiHku
Kpei H 1. Cegacrononn) (¢ yueToM HOTPeOHOCTEH yKalaHHLIX NOALIOBATENER), YCIYF
N0 NPEAOCTABAEHHIO C HCTIONLIOBAHHEM £AHHOMR CeTH NEPEAAYY NAHHBIX JOCTYnNA
K rOCYAapcTACH HbIM, MYHHUNMANbHbBIM, HHEIM HUOPMAUHOHHBIM CHCTEMAM
U K HHOPMALHORHO-TEIEKOMMYHHKAUHOHNOH cetu «M HTepHeT (Oanee cetb
«HuTepnem); no nepenate RAHULIX NPH OCYLWECTBACHHH JOCTYNA K FOCYAAPCTECHHBIM,
MYHHLIHHATI LIThIM, HHBIM HHPOPMAUMOHHEIM CHCTEMaM H k ceTH « MRTepner»; o jamuTe
AAHHEIX, 00pabaThIBAEMBIX H TIepelaBacMbiX NPH OCYLIECTRIEHHY JOCTY A
K FOCYRapCTBEUNbIM, MYMHUHMTANIBHBIM, HHEIM HHPOPMALHOHHBEIM CHCTEMAM W K CETH
«MurepreT: no ofecneveHuto orpaHHMeRHs 40CTYNA K UHPOPMALHY, pacNpoCTPaHEnHE
KOTOPOA B Poccniickoli Qexepault 3anpetieno, H K UNQOPMALHH, NPHYHHMIOLIed spex
ITOPORLIO M (MAM} passHTHIO neTel, conepxatuefica B ceth «MurepHer, and
oBpa3oBaTENbHEIX OPFAHWIALKE, N0 MOHMTOPHHIY W 0DECHEUEHHID GEIONACHOCTH CRA3Y
TPH MpeJocTABENHN ROCTYNA K NOCYAAPCTREHHBIM, MY BHLHHAMANIBEM, URBIM
HHPOPMALMOMHBIM CHCTEMAM H K CETH «HHTepHCT», HO OPraHy3alii MoaKAIYEH s
¥ eavnoii CeTu nepenayn AanHex obpazepaTenbHbiX OpraHv3audi 1 H3OHpaTeRHn HbIX
KOMHCCHﬁ. no nepejgaue JaHHbIX pH OCYIUECTBIENHH T0CTYNA K ITOH ceTH

Hauano dropmsr

Yreepxkaaw
H.O. Gamunns

DomHHOCTD PYKDBOAWTEAA YNOAHOMOYEHHOIO NognHen

AWUEB 32K33uMKA

« » 20 r.
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[Mpunowenne Ne 5
Kk Texuuueckomy 1aganuio
Ha OKa3auke rocyAapCTBEHHEM H MYHHLIHNATEHEIM oﬁpasoaaTcanmM OpPraH{3aunaM,
peanH3yOIHM 00pa30BaTEbHBIE MPOrpaMMEl abLero ofpa3osaHus H cpeanero npodeccHonansoroe
obpazozanrua (1anee — obOpazosaTenbHble OPrarnIauMyn), H30UPaTeILHBIM KOMHCCHAM cyOLeKTOR

Pocewiickoit Denepauuyt 0 TEPPHTOPHANEHLIM H3OHPATENBHBIM KOMHCCHAM (Raree — H3bHpaTenihHe
KOMUCCHH), pacrioNOReHHBIM Ha TEPPUTOPHEX CyOnekToB Poccuiickoii MeaepanHit (32 HCKITHOUSHHEM

Pecnybmnku Kpsim 1 r. Cesactonona) (¢ yuetoM notpefHoOCTEH yKazauuLIX HONbIOBATENEH), YeTyT

Mo HPEAOCTABIEHHIO C HCMOJILIOBAHHEM EI[HHOﬁ eEeTH Nepefaui TaHHEX JOETYHA
K TOCYAPCTBEHIBIM, MYHHLIMNAALHEM, MMEM HHQOPMALIMCHHEIM CHCTEMAM H K HH(OPMALHOHHO-
TenekoMMYHHkallMoHHOH eeTH «MutepHeT» (Aanee ~ ceTh «MHTEpHET»); HO Nepeaaye NAHHBIX TIPH
OCYUICETBIEHHH JOCTYHA K MOCYAAPCTBEHHBIM, MYHHLIMMATLHLIM, HHBIM HHPOPMALHOHHRIM
CHCTEMAM M K CCTH <(HHTEPH€T)>; Mo 3alnTE QAHHBIX, oGpaGaTuaaeMb}x H MEPEAABAEMBIX TDH
OCYLIECTBJIEHHHW IOETYTIA K TOCY/IAPCTBEHHBIM, MYHHLIMHATLHBM, HHEIM HHQOPMALHOMMTHIM
cHcTEMaM H Kk eeTH «MHTepHeT»; N0 obeeneveH o orpaHHIeHHA AOCTYHE K HudiopManni,

paenpoeTpaHeHne kotopoh 8 Poceniickoil enepaunn anpeweno, H K HHOOPMaLIvH, NPHUHHAIOWIEH
BPEJ 340POBLIO H (HNH) pazeUTHIO JeTeH, copepaweiics B cetn «MHTepHET”, A 00pa30BaTeNbHbIX
Opradu3alUrit: Mo MOHHTODHHTY W obecneueHHI0 0e30MaEHOCTH eBY3H NP NPeAOCTABAEHHN A0CTYNa

K TOCYAZPCTREHUHUBIM, MYHHALIMMBALHBIM, HHLIM HHPOPMALIUMOHHBIM CHCTEMAaM M K eeTH «MHTepHeT;

No OpraHH3aUHM MOAKNKYSHHA K E,HHHOﬁ CETH nepenavuyt JaHHbLIX oﬁpasoaa'renbmlx opra}msauui‘l

H M30HPATENBHBLIX KOMHEEHH, HO Nepeaave AAHULIX TPH OCYILSCTRISHHH NOCTYNA K 7TOH eeTH

Hauano ¢dopmel

AKkT
00 oxazaHHu Ycayr cBA3H

Mb1, HHKeToQNKCaBILIMECH, OT JIHNa (nanee — HMcnonuurens), B nnue

, AeicTBYIOLero (-ei) Ha OCHOBaAHUH .

(AONXKHOCTD, haMUIIHSA, HMS, OTHECTBO)

¢ OJIHOH CTOpOTIbI, U (zanee — [Ipeacrasurens C30), B nuue

, AeicTByrowero (-ei) Ha OCHOBaHUK ,




(AOJDKHOCTh, GaMUINAsA, HMS, OTYECTBO)
¢ Apyro¥ CTOPOHBI, COCTABHIH HACTOALIHN aKT O TOM, YTO COLHANBHO 3HaYMMOMYy 00BEKTy okazaunl cremylomue Komnonents
YCHYTH B COOTBETCTBHH € yelnoBHAMH KOHTpaKTa H moJyseHHBIMH 3aABKaMH:
Komnonent Ycnyru eassH «[lepeaada nannnix» (tpebyerca/ue tpebyeres 3asaska Ne ot )
Komnonent Yenyrn cesizn «lIpenpocragnenne goctyHa» (Tpedyerca/ne Tpedyeres 3aapka No oT )
Komnonent ¥Ycenyrn cessH «Opradnzanus kanana L2» (tpebyerca/ne tpebyercs 3asBka Ne ot )
KomHoHeHT YenyrH cassH «Ilepeaaya nanusix L2» (tpebyercsa/ue tpebyeres 3aspka Ne ot )

(Yxazame Komnonenme:r ycayzu, komopwie mpebyemca oxazams COYUanbHO 3HAYUMOMY 0bbexmy 6 coomeemcemeuu ¢ 3asexamu)

T = :3 = = i

E E v “5 = ~ g E E = E E
AR P (if(f.gfEgidgy (E|E B2 |2 | .
e |8 | g z 2 %gg 8 ES3 S| |8 gg 5
ST E | @ | Bg|pifsg iy RN

S e g g x g o a2 & = SE| Bk, - Er*
Elce 8 | ¢ : 5 éﬂ Srf R Szt eo [EF|EE|gEy |25%(2i
E |3 g o g 3 8% | 258|535 52E| 558 2 |22 s :-E§ 2 5 gz
gl e ¥ & L : |52 |54 588 5E3EE B |55 B REE {BER| B2
2ol 0o & < = = = 2| S5 & 2R 5 S8 S |da|CB|2 88 |288|HE S
1

*. B COOTBETCTBMH C YTBCPKACHHON MeTomHKO#H NpoBeeHUA PUEMO-CARTOUMBLIX HCNBITAHMNA, paspaboTannoif cornacuo TpeGonannio 0. 7.1 TexHUuCCXOro 3agaHus.

Jata gavana oxasanua Yciayrd Ho KoHTpakty «__ » 20 r







Tpunoxenue Ne 6
& Texuvveckomy 3aganHm
Ha OKa3aHHe rocyapcTREHHbIM M MY MMUMNAILHLIM 00paioBaTENLHEIM
OpFaHHIaUNAM, peann3yiolium opaiosaTesibibie HPOTPaMMel 00ILETD
0OpasvBaHKA H CPEAHEI0 NPOdECCHOHATLMOTO 06pasuBaHMY (Awiee -
00pa3oBaTenLHbIC OpraHsaunH), W3GHpaIeTbHbIM KOMUCCHAM
cybvextos Poceulickoit deacpaunu v 7eppHTOpHATbHBIM
WibHparenbibiM KOMHCCHAM (Janee - HIDHPATENLHBIE KOMMCCHM),
PAENONUKEHHEIM HR Tepp1opHAX cybbekToB Pocculickoii deaepaunu
(32 nckmouenvem Pecirybauxs Kpbim v r. Cegaciononn) (¢ yyerom
norpebroctedl ykazanHnix nonsioeatenei), yeayr
110 HPEAUCTARNEHUIO € HCNUILIUBAHMEM EAHHDN CETH nepesady
OaHHbIX AOCTYNA K I'OCYXAPCTBEHHbIM, MY HHLLINANL HbIM, HHBLIM
HH( OPMALMOHHLIM CHCTEMAM H K HH(OPMALHOMHO-
TENEKOMMY HHKALMOHHORA ceTh «HTEpeTs (manee  cerb
«HuTEpHETH); N0 NEpcAaie NAHHLIX NPH OCYINECTRAEHHH QUCTY A
K FOCYAADCTBEHHBIM, MYHHLMAIATLNILIM, MHEIM HHPUPMALHOHHLIM
CHCTEMAM M K CCTH «MHTEPHCT?, N0 JALUKTE JaHHLIX,
0GpabaTeIBagMbiX 1 [IEPEAaBAEMbIX FIPH OCYILECTHIIEIMH A0CTYIa
K FOCYAAPCTRENHBIM, MYHHLHNANbLHLIM, HHBIM WHGOPMALHONHLIM
cHCTeMaM H K ceTh «HMuTepHeT; no ofecneyenuio orpanHueHus
A0cTyna Kk uudopmatuu, pacnpocTpanenue koTopol 8 Pocouiickoi
Denepauny 3aHpeileHo, ¥ K ungopmaLty, NIpHunHalomelt Bpen
3A0POELIO H (WAH) PAIBHTHIC deTel, eoaepkalciics B ceTh
«MHTEpHET», 113 0OPAIORATENLHLIX OPrAHHIALMI 110 MOHHTOPUHTY
u obecneyenuio Ge30H/aCHOCTH CBAIM NPH NPCAOCTABNEHHH AOCTYHA
K FOCYAPCTBEHHUBIM, MYHHUHNANLILIM, HHLIM HHPOPMALHOHHLIM
CHCTEMAM M K ceTH «MHTEpHET?, N0 OPTaHK3IALMH INAKMOYEnHA
¥ ennHOH CeTH Nepeladn Jauuelx o0palopaTelLHbIX Opra|uHIaniti
M H3OHPATENbHBIX KOMHUCCHIA, N0 11EPEAAYE SAHHBIK MPH
OCYHUIECTBACHHY ADCTYNA K 3TOH CETH

Hauano dopmbl

[Iporoxoa
HPOBeAEHHA TECTHPOBAHHA YCJyr

1. Touxa npucoennnetus IpoBeaAeHNs UCTTBITALINI:

(naumenopauue /agpec)

2, Cocran:

Ot HUcnonuurend, B 1HNE

(10MKHOCTD, haMHWIIMs, UM31, OTHECTBO)



JNEeHCTBYIOLIErO Ha OCIIOBAHMII

Ot 3aka3uuka, B 1Hue

(10BKIOCTD, (haMUIIUA, UM, OTYECTBO)

JEeHCTBYIOWIETO HA OCHOBAITUH

Ot Munnctepersa pocselieHns Poceuiickoil ®eaepauny Hix ynoiHoMo-
yenHoe nuuo LMK, B nnue

(10MKHOCTS, haMUINS, UMS, OTUECTBO)

JAeMCTBYHOWETO Ha OCTIOBAMMII

Or oprana rocynapcteennoii Bractn cyobexra Poccuiickoi ®eaepaunu n
(1K) OpeacTaBUTENs Oprada MECTHOTO CaMOYTIPABIIEHHS, B JIULIE

(AOMKIIOCTL, PAMHNUA, UM, OTYECTBO)

JeHCTBYIOEro Ha OCMIOBAUHH

Ot TeppHTOpHANbLHOrO OpraHa heAepaTbHOTO OPraHa NCMONHUTENbLIOM
BITACTI, OCYIIECTBISIOUWErO (PyHKIHMH IO KONTPOIO B Chepe CBA3M, B
anue

(nomXnocTs, GpaMulins, UM, OTUECTBO)

AEHCTBYIOLIETO 1A OCHMOBAHMH

[Npoeenu ncnsiTanms oxazanms Ucnonnurenem Yenyr B cootsercTanm ¢ Ipo-

rpaMMoi ¥ METOIMKOM MCNIbITAIHA.
B xone npoBeneHHs UCMIBITAHMIA TONYYENbl PE3YILTATHI:

[Iposepka snementa «[lepenaua AaHTBIX»



CBA3HOCTL

Ne | Cybvekr Poccmiickoil Gepepa- MonHoe HaumeHoBaHWe mexdy TH
ec y4 eHuA -
n/n LM AApec yupesma yHPENAEHHA IP-agpec €30 | | c30
Ha/uer
1
2
N
« CKDUHIOm 0ua0208020 OKHa cmd.exe © GotHOAHENHOT KOMAHOOT] ping»
[Iposepka anemeHTa «[lepenaya naHHbIX B CeTh HnTepHeT»
MHH. nponyck-
HaA cnocob- Makc. Bpems Makc. aons
Ne | Cybbekr Poccwit- | Agpec yupemae- | MoaHOE HAMMEHOBA- | HOCTb KaHaNa 3aniepiKM nepe- | NOTEPH P-
n/n | ckold Pegepaumn | HHA HUE yYpemaeHNA nepeaaun aav- | paun IP-nakeros | MAKETOB
HbIX «0T/K» C30 | mc. 9%
Q.
M6EHT/C
1
: _
N

— @omozpagua seigecxku C30

« Pomo avigeckiy

— Hsmepenue nponvekHoll cnocobuocme kanaia nepeodati OaHHbIx «om/iy

C30 u apemenu zadepacru IP-nakemos

«Crpunwom okua (cmpanuyet) unmepnem-obospesameis CKCAH no aopecy

http.//speedtest.rt.ru

—  Hsmepenue npoyenma nomepaunex 1P-naxemos
«CKpUHWOM OUAaN0c06020 OKRA YmuAumer cmd ¢ pe3yromamantu usMepeHust

[IpoBepka KOMMOHEHTa YCNYTH «3alLUKUTa JalHbIX»

Ne -

n/n fipoBepremeiid 1P - agpec Pe3ynbTaT npoBsepxu FpHmedanna
1 test.ip.rt.ru He noctynen
2 XXX X* AOCTYNEH

Ne | IlposepsieMbiii koM- | [Tepeuenb npopepok

MOHEHT

OTMeTKa 0 BHITIOTHEHUH

(cooTBeTCTBYET/




He COOTBETCTBYET)

Kommnounent ¥Ycenyr
ceasu  «llepenaua
JATIbIX»

Obecneuenne noaxaroydenHs C30 k
€AMHOM CeTH Mepeaavu JanHbIx

Komnonent «3a-

UIHTA JaHHLIXY»

KoMmnonent «QOrpa-
HIYEHHE MOCTYHA K
HHbOPMALUH»

ObGecneuenre B KONTPONL AOCTYMA
MONb30BaTeNicH B ceTs «MIHTEepHET ¢
(GuaAbTpaLUel BXOAIIETO U UCXOI9-
wero Martepuer-tpaduka no nporto-
xkonam HTTP/HTTPS

KoMmnosent «Mo-
HHTOPHHT U oDecHe-
yeHue Oe3zonacno-

CTH CBIA3H»

bIOKHpPOBKA 3anpelieHHbIX THIIOB

B3aUMOIEHCTBHH

Komuosent Ycayr
cBa3  «Opranusa-

LHA KaHana L2»

oT Ucnonunrens;

0T 3aKa3zyuMka;

(BOIKHOCTD) (1OJDKHOCTD)

/ / /

(noauucek)

(N.0. pamunns) (moanmnce) (U.0. damunus)

ML.IL M.IL

<« »

20 . « » 20 r.







Hpinoxenne Ne 7
K TeXHHYeCKOMY 330aHHID

Ha OKA38HHE I'0CYARPCTHEHHBIM H MYHHUHNIAILHBLM 00paI0oBaTEIbHbIM
OpraHu3auHaM, peanu3ytewum ofpalosaTentyele IPorpaMMel ofilnero
00paloaanus W epenHero npodeec Houans oo 08pazosakus (natee
06palopaTeNbHbIE OPraHu3aLHK), HIGHPATEILHLIM KOMHCCHAM
cyOuexTos Pocemiiekoil Denepallmi H 1eppUTOPUHAIbHBIM
H30HPaTENb HBIM KOMHCEHAM (ganee - H30 HPAaTENbHBIE KOMHCCHH),
PAcTONOKEHHBIM Ha TEPpHTOpHAX eyObekTOoB Poceniickof Geaepaliu
(38 nckmoueunem PectiyGankn Kpuim 1 1. CesacTonosns) (C yuerom
HOTPeOHOETE R yKazaHHbIX 1I0ABLIOBATENEH), YCAYT N0 NPENOCTABAEHHIO
C UCNOABIOBAHHEM €AMHOR CETH HEPEnaYtH ARHHEIX JOCTYHA
K FOCYAAPETREHHLIM, MYHHLLUTIANLHEIM, HULIM HHBIOPMALHO HHBEIM
EHCTEMEM H K WHGOPMALHOHHO-TENCKOMMYHHKALMOHHOH CETH
«MuTepHeT» (nanee - ceTh «KMHTEPHETH); N0 NEPesade TAHHBIX upH
OCYHUISETRNEHHH 1DCTYNIA K FOCYAAPCTBE HHBLIM, MYHHUMNA ILHLIM, HHBIM
HNOPMALIMOHHLIM CUCTEMAM H K CETH « MUTEPHETY; N0 JAIIHTE SaHUbIX.
o0patathbrsacMelx H 1IEPENAAGEMBIX HPH OCYLIECTBAEHHH N0CTY A
K [0€yNaPeTBEHHBLIM, MYHHUHTIANIEHBIM, HHBIM HHGODMALIIOHHEM
CHCTEMAM H K CeTH «MHTEpHETY; NO 0DeeneUeHHIO OIPARUYEHHS 10CT VI
x WnopMaumy, pacHpoeTpaHekue koTopoll B Poccuitckolt MenepaLnu
387peWeHo, W K HHPOPMALIHH, NPHYKHAICWEH Bpen 3JA0POREID H (MAN)
pasadTnio geTeit, conepxaweiica B ceTH «MuTepreT», s
ofpazosaTenbibX OPraHHIALAI; N0 MOHHTOPHUTY H 0BECHEYEHHIO
fel0nagHOETH CHAIM NPH NPEIOCTARNCHHU AOCTYNE K HOCY NAPCTREHHBIM,
MYHHUHNAALHEI, HHbIM HHPOPMALHOHHBIM EHCTEMAM
U k CeTH « MHTEepHeT?; N0 OPraHHIAUNH NOAKITIOYEHUA K EAHNHOI CETH
Nepenayu 1aHUbX obpazosarensubix opravn3zauuil u w3buparensbix
KOMHCEHHA, N0 Mepenaye NaHHBIX NPN 0S8y WSETHIIRHWH nGCTYNIB K Y10H
€€TH

TEXHHUYECKHE TPELOBAHWA
Ha OKa3aHue YCIyr TePPUTOPHANbHBIM H30NpaTebHBIM KOMHCCHIM 1
H30MpaTenbHbIM KOMHCCHAM cyObekToB Poccuiickoil ®eaepauvu ans

obecnieyenmns pynxuronuposanus [ AC «Bubopb»



1. Ob6uue TpeGopanusn

[.I. CeTb Hepenauu AaHHbIX (yc/ayra cBsS3H HO nepenaye AaHIbIX) JOA¥KHA
cooTBeTCTBOBATH Peaepanstibiv 3akonam «O cBa3n» oT 7 mions 2003 r. N 126-(3,
«OQ TocynapcTeenHOH aBTOMaTH3HPOBaHHON cHcTeme Poccuitckol Denepauny
«Bubidopsl» o1 10 snBaps 20031, Ne20-®3, [NpasuiaM okasamnus YCJIYT 1O nepenaye
AaHHBIX,  yTBEpXKAEHHbIMH IloctaHoBnennem IlpasurenscTBa  Poccuiickoir
@enepauss of 23 aHeaps 2006 . N 32, HHbIM denepansnbiM—3aKoHaM U
HOPMAaTHMBHLIM MNpaBOBBIM akTaM PoccHiickoii Meaepauss B 001aCTH CBA3M M

HACTOALMM TpeDoBanHaM.

1.2, Hacrpoiika cetn mnepemauu aaHHbix Mcnonuurens, YCTAllOBKa U
HacTpoiika HeoOxoanmoro kananooGpasyrouiero obopyzoBaHus WcHonHuTens,
noaknouene OOBEKTOB K y3naM AOCTYNA K CeTH Nepenayy JaHHbX VicHonHuTens
H TNpoBCpKa KayecTBa 3aJelCTBOBANILIX NP 9JTOM JHHHH CBA3IH ABIAOTCA
HCOTBEMIICMOH 4acThio (YHKUHOHHPOBAHHS CETH MepefauM NaHHLIX (OKa3aHHsA

YCIIYTH CBS3M IO HEpeaayd JaHHBIX),

2. TpeboBauus K ceTH Hepenaun JAHHBIX (YeJyre CBA3H HO Hepeqate
AAHHBIX)
2.1, Cerp Hepenaud AaHHbIX IOMKHA (QYHKUHOHHDPOBATE (YCAYTH CBA3M

MOJIKHBL OKA3bIBATHCS ) HENPEPLIBHO — 24 (IBaALATL YETHIPE ) Yaca B CYTKH, 7 (ceMb)
AHEH B Heleso, B TEHEHIIE BCETO CPOKA HPEAOCTABNEHHS CETH nepesavyu AaHHbIX

(oxazaHus yCnyr cBa3M MO Hepeaue JaHHBIX).

22 TenexoMMyHHKaLHOHHOE 060pYACBaHHE, HCIOB3YEMOE [UTS OKA3aHHS
YCIYT CBA3M MO NPELOCTAB/ICHIK AOCTYHA M Mepenave NaHHBLIX, Pa3MELlacMoe B

H36HpaTe.ﬂbelX KOMHCCHAX, 1€ JOJKHO HMETL CPeACTB 63C]'Ip0B0,ElHOFO AOCTYIIA.

2.3 HMurepdelichl okoH4yaHHI KaHANOB JOCTYHAa K CETH nepefayH JaHHBIX
Ucnonunrens (manee — Wurepdelicnl nocTysa) momximsl pacHOonaratecs B
nomewenuax OOBEKTOB, COOTRETCTBOBATHL TexHozoruu Ethernet 10/100 (10BASE-

T/100BASE-TX) nnn Ethernet 10/100/1000 (10BASE-T/100BASE-TX/1000BASE-



T) H paborate B pexUMe aBTOCOIMAcCOBaHUA MapaMETPOB CETH, INIPH ITOM
Wntepdeicsl gocTyHa no/kHbl ObiTh BhITOAHENsl B Buae posetku SP8C ¢
COCAMHENNeM TNpPOBOAHHKOB B COOTBETCTRBNN ¢ Tabmuuedt T568B cranmapra

TIA/E1A-568, ecitn ¢ 3a2Ka34HKOM He COTJIACOBAHO HHOE.

2.4 VicaonnuTtens gomken obecneduTs HEOOXOAHMY IO MUHEMALITYIO CKOPOCTS
ABYHaNPaBNEHHOTO Kalala JOCTYHa B KaXAOM [aNpaBACHHH (MPOMYCKHYIO
crocoOHOCTE) K CBOEH CETI Nepenayn JaHHbIX He Menee 40 I'6/cex s LentpansHoit
n3buparensHol  komuccun  Poccuiickod  ®Depepaumu, 140 Mb6/cek s
n30MpaTensHOR KoMmrccuu cyObexta Poccuiickoit ®enepaunu, 60 M6/cex ans
TeppuTopHanbnol  n3dupatesnenoit  komHccHMH, 2 MOG/cexk  asm ydacTkoBOM
H30HPATENbHON KOMHMCCHM (HOMELICHINA SIS TOJ0COBAHHSA) NIPH 3TOM [10Ka3aTeNH
KayecTha OOCNYXMBAaHHUA Ha CeTll Tnepefavyd JAaHHbIX WICTIOJHUTENS AOKHLI
YAOBJIETBOPATH HACTOALLIHM TpeDOBAHHAM B CJIyvae MAKCHMANLHOTO HCIIOJIb30BAHUS

TpadnKoM MponyckHONH crocoOHOCTII.

2.5 Hcnonnntens HOMKEN HPEAOCTABUTH MAapLIPYTUIHPYEMYIO BHPTYAILHYIO
YACTHYIO CeTh 3-T0 YpOBHs coryacno knaccudukaurn IF'OCT P UCO/MIK 7498-1-
99. npu 3TOM yKazaHHas CeTb [OJDKHa oGecHeuyHBaTh mepejiady MndopManuy no
nporokony 1P cornacko cHenndmkaurn IETF RFC 791 u  oGecrieuuBaTs
HpoxoxneHue mexay Uurepoeiicamu nocryna 1P-naxetor pasmepom ao 1500 bant

BraOunTENsHO (MTU) Oe3 ux pparmenTaurns,

2.6 B nensax cobOarojeHHs yCTAanmoBAEHHOro B JOKYMEHTAUNM Ha
AC «Bsibopsi» aapecnioro mitana VicnonHHTe b 101KeH 06€CIeYNTh JOCTYTTHOCTS
A8 HCIIOJIB30BaHHA 3aKa3uMKOM BCETO aApecroro MpOCTPancTBa YacTHLIX ceTeit
KmraccoB «A» H (unu) «Bx», cornacHo cneuudmkansd IETF RFC 1918, 3a
MCKJIKYEHHEM  COMNAcOBaHHBIX  3akasuvkoM  |P-agpecoB,  BblaenemHsix
VicnonHHTeno ans ofecniedenns MaplupyTH3alWH, B KONUHECTBE, PABHOM YHCIY
OObekToB (nanee — Buiaenennsie 1P-ajipeca), CooTBeTCTBYIOIMNE anpecblii InaH,

TOMONOTHA CETH M MapaMerpsl MaplipyTH3alHH {HPUIOKeHHe A) mepenarorcs



HCITOTTHHTENKD MocClic 3aKNKYCHHA KOIITpaKTa (yTO‘{Hﬂl-OTCH B xone

TIPOEKTHPOBAHNS).

2.7 B uenax obecneyenns BO3MOXHOCTH MOIIMTOPHHTA JOCTYIINOCTII KAHAIOB
CBA3H W BO3MOXHOCTH JMAardoCTHKI ceTH 3akaszuukoMm HMcmonnuTens goykeu
obecneyuTh I8 YCTPOWCTB, WMEIOLIMX B COOTBETCTBHH € I 2.6 HMacTOAILMX
TpeOoBaHmi BhigeneHusie |P-agpeca, koppekrnyro paGoty nportokona ICMP,
BK/IKOYas reHepauuo 1 odmed cinyxedHsiMu ICMP-coobmenusmu tunos 0, 3, 8, 11
(¥ ApyrdMH HO cornacoBaHuio) cornacHo criieundukaunyd IETF RFC 792 (nanee —

CnyxeOHblii TpapHk).

2.8 Hcnonnurens nomken ofecnevyuTb HA OCHOBE MEXAlH3MOB KauecTpa
obcnyxusanna (QoS) npHopuTeTHOE OOCAYKHBANINE MaPKUPOBAHHOTO TpadHKa
3aKazu¥ka, B TOM HMC/IE YyBCTBHTENBHOIO K HOTEpSIM NakeToB Mndopmaliuy,
3a/€pKKAM Tepenavd MAKeTOB MHGOPMalUnd MO CeTH W BapUALMAM BpEMEHH
fIEPEHOCa NAKETOB HH(QOPMALIMH N0 CETH B OJIMOM HAHPABIEHHHU (TpaUK peansnoro
BPEMEIH), TIPH 3TOM Ma CThixe ceTH McHOMHUTENS U ceTH 3aKa3uHka MeXaHH3IMb
Ka4ecTBa 00CYKMBAHMS TODKHBI OCY LECTBIIATHCS coracHo cneudduxaunsm [ETF
RFC 2474, RFC 2475, RFC 3260. lMapameTpb! MapKUpOBKM COOTBETCTBYIOLIETO
TpadHKa, a TakkKe BENUUUIIA TAPAHTUPOBAINIION NPONYCKHOH CHOCOBHOCTH Ans
Kaxaoro McHonezyeMoro B [AC «Beibopel» knacca Tpadmka yTOUHSIOTCA
Hcnonuurenem y 3akazuMka 3abnaroBpeMeHHo [0 Mayaia OKa3aHMs  yCaIyr
(nprnoxkerne b). INpu nefocTaTodHoM ANs HCTIONL30BaHHAS BCeH MAPAHTHPOBAHHOM
MPONYCKHOH cHOCOOHOCTH o6bveMe mpoxoasiero Mexay Muatepdeiicamu goctyna
MapKMPOBANHOTO TpadUKa, OTHOCAILErOCs K MOGOMY U3 HCTIONb3YEMbIX 3aKa3uHKOM
KJ1accoB, HEICIOb30BaHAs IPOHYCKHAs CIOCOOHOCTE JOMKHA
MEpepacnpeicnaTsCs B HpeAenax MpoNyCKHON CMOoCOGHOCTH KaHanoB [OCTYyHa

MEXY OCTaNlBHBIMY KaccamM TpahHka, HCIONb3YeMbIMH 3aKa3YHKOM.

2.9 WUcnonuuTens nomkeH obecnevHTh HA CBOEH CETH CliedyloUUe 3MaueHNns
[HOKa3aTe/IeH KauecTBa 00CNYKMBAHMSA AU MAPKUPOBAHHOTO 3aKa3uvuKoM TpaduKa

PEANLHOTO BpeMENY, MepenapaeMoro Mexay O0bekTaMH:



—  33[epKKa HEPENavyu NaKeTa B KaX/OM IIANpaBJICHUH NPUH OTCYTCTBHH Ha
KaHaje CIIyTHHUKOBOW cocTaBnsAtome — He 6onee 150 mc;

—  3a4epKKa Mepefayud faKeTa B KaXIOM HaHPABICHUM TIPH HANWYMM HA
KaHajie CIyTHHKOBO#A cocTaBiiAtowei — He Honee 400 Mc;

— B3pMalHsd BPEMEHM TIEPEHOCA IaKeTa B KAKIOM MAHPABIENHU —
ne donee 40 Mmc;

—  TOTEPH NMAaKETOB B KAXKAOM HaIIpaB/IEHHH — He bonee 2 %.

2,10 Hcnonmutens gomkeH obecneudTs  JOCTOBEPHOCTh  NEpeEIauH
HndopMaldy  3aKkazuMKa IMyTEM HCKIIOYEIIHS BO3MOXHOCTH HM3MEMEHMS Kak
CTPYKTYPbi NakeTOB HH(MOpMALIIH, NpoxXoasltdx mMexay Hutepdelicamu noctyna,
TAK H COLEPKHMOTO CHYXeDHBIX 3aroJOBKOB M O/IOKOB JaHHLIX [IAKETOB

HHpOpMaUHH.

2,11 B uenax cobnmwienus OCHOBHBIX TPHHLUMIIOB HWCHONb30BAHUA M
skcryataudk [AC «Boibopery B cootBerctBuM ¢ DenepanenbiM 3akoHom «O
Focynapcrsennodi  aproMatH3HpoBamHoii  cucteme Poccuiickod  Menepauuu

«Be10opbi» o1 10 auBaps 2003 r. N 20-®3 MicHonHuTens 10MmKeH 06eCeyHTb:

— HegonmycTHMocTh mnojakmoueHus [AC «Beibopbi» &k uHpopMmauuoHHo-
TEJIEKOMMYMMKALIMOHHOW ceTh «MuTepuer», npH 3ToM, 3aKAa34MKOM Na KaKIOM
O6bexTe BBIMOANAETCS KOWUTPONb [yTEM AaHAIW3Aa HAKETOB HH(DOPMALHH,
MOCTYHAILKX U3 ceTH Mcnonnurens Ma MenocpescTBEHHO MOAKIIOYENINOe K CeTH
Hchonkutens obopynoanve ['AC «Bbiopbi» (aanee — KouTpPons rpaHHYHBIM
MapwpyTusaropoM). CobGeiTHe, HPH KOTOPOM B pesysbraTe Kontpons rpaHuyHbM
MapuipyTH3aToOpoM (BHUKCHpYeTcs BXoasmi naker uH(opmauvn ¢ [P-aapecom
OTIIpaBHTENS WX MONy4arens, KOTOPbIi HE  OTHOCHTCH K  CIHCKY
3ape3CPBHPOBAHHBIX AN CNELUMANIBHONO UCIONB30BaHUA nernodaneHuix IP-aapecon
cornacto creudpukauun IETF RFC 6890, tpakryeTcs kak HapyleHWe ZaHHOTo
TpeboBaHHKA.

—  HeJOoNyCTHMOCTH MOAKMIOYEHHA ['AC «Buibopbi» K HilbIM

HHPOPMAUHOKHHBIM CHCTEMAM H CETAM CBA3H, He npUMeHseMbiM B TAC «Boiopei»,



npy IToM, 3akazuukoM Ha kaxaom OObekTte Bbinonusiercs KoHTposb rpaHUdHbIM
mapwpytasaTopoM. CobeiTie, npH koTOpoM B pedyinbrate KOHTpons rpanuuHbiM
MapLpyTH3aTOpoM (QIKCHpPYETCS BXOIAMINA HakeT WHpopmauud ¢ IP-azpecom
OTHPABHTENS [UIM TIOJIyYaTend, KOTOPBIM He OTHOCHTCA K ucnosib3yemsiM B [AC
«BbI10opsI» aApecHBIM NPOCTPAHCTBAM YACTHBIX CETEW COTAACHO CHelW(bHKAaLMK
IETF RFC 1918 (Bknwoyas MHMPOKOBELWMAHHE), WIH BXOIAWKMH NakeT dHpopMaLHK
coaepxuT nenpuMmeHsembie B ['AC «Bribopel» cTpyKTYpbl NpPOTOKONOB, HOMepa
noptoB cnyx6 ornpasurens unn noayyatens (TCP/UDP), 3a wuckioueHHeM
yKa3aHHoro B 1. 2.7 nacrosmux tpeboranun CnyxebHoro tpaduka, TpakTyeTcs Kak

HapyweHue fgaHHoro TpeGopanmns.

3. Hdonoannteasnbie TpefoBanus

3.1.  Hcnonxurens nomkKeH oOecrnevuTb KPYIIOCYTOMHYHO €XKEIMEBHYIO
padoTy TEXHMYECKOW NOAAEPXKKI, B TOM 4YHCHE W B HpazAHHYHbIE [HH.
MakcuManbHoe  Bpems  yCcTpaHeHMs — HEWCnpaBHOcTell u  mepeboeB B
GYHKUHOBMPOBAIIMH CETU NEpefayul AaHHBIX (OKAAMHU YCIIYT CBS3M 1O Nepelaye
JlaHHbIX) HE JIOMXKHO NPEBBIATE 4-X YaCOB B MEXKBbIGOPHLIN MepHoa, a B NepHo

MPOBEAEHHS W30MpATEIbIIbIX KAMNAMAH ¥ B IeHbL roNocoBauus — [-ro yaca.

3.2.  HcronHuTens cornacyeT ¢ 3aKa3luMKOM Bpems, Heobxoaumoe s
TIPOBE/ICHHS MIAHOBEIX PabOT, CBA3aHMbIX € NEPEPBIBOM B (BYHKUMOHHPOBAHMH CETH
fiepeaun NanmbiX (MpPeaoCTaBNeMHd YCNyr ©BA3M HO nepenade JAHHBIX) HIH C

YXYALICTIITEM nokasartelien KayecTna, He Melee YeM 3a 3-e CYTOK A0 MOMEHTA Navalla

Takux padoT.

33 JocTyHnocTs ceTd nepeaaun JauHbIX (KOYhUIMEnT roToBHocTH (Kr)
CETH Hepeaayn JanHbIX (YCOyri CBA3M HO [EpeAaye OaHMbiX) B COOTBETCTBHU ¢
TpedoBaHUAMH NpHKa3a MuKKcTepeTBa MHBOPMALIHOHHBIX TEXIIONOMHH 1 CBA3H PD
or 27 centabpsa 2007 r. No 113 “O6 yreepxaenun TpeGoBauuii kK opranu3aluoHNO-
TEXHHYECKOMY 00eCreYeHH IO YCTOHYHBOrO (PyHKLUHOHHPOBAHHA CETH CBA3H 06wWwero

MONb30BANUA™ He A0KeH ObITh Hike 0.99 33 pacueTHbIH nepyoA ( IMecsn).






[Tpunoxenne A

Aapeca mibnpareabhbix Komiicenii Cybbexta P®, [P-agpeca n MapmpyThi /1% HACTPOHKN CeTeBOro 060py 10BaAHHA
Oueparopa eessH (IPUMEPHOE, YTOUHSAETCS 110 pPe3YJILTATaM HPOEKTHPOBAHHS)

L1103 no-
Hacrtpoiikn I[P- | ymoagannio
Hacrpoixsi [P- AUAPCCAHHH AJIH CeTH
Muunmaasian ajgpecaunn ceteBbIXx WAN- | 10.0.0.0/8 ua
CKOPOEThH cereebix WAN- | nurepdiciieon | obopyrosanu
Ne 3ap. No Hanmenopaie nnynaquanncu- nntTepdeiicos | obopyaosanns, u,
n/ KCA Sucicra (KCA) Anpec HOT0 KanaJja 060py10BAHHA, | PACHOIOKCHUOr | PACUOTONKEN
n 0bk AOCTYHA B 0HOM | PACHOJOMKEHHOr | O HA CTOPOHE HOM HA
HAHPABJEHHH o Ha KCA Oncparopa cropone
(M6ur/c) (IP-ampec Cna Onepatopa
y3aa/mpedure) (IP-aapec CHJA
vina/upedmrc) {IP-agpec
y3Ia)
l LleHTpaisHas
RRS0Q0 | "20nparcistas 40 10.RR.254.1/30 | 10.RR.254.2/30 | [0.RR.254.1
gomuccna CybdnekTa
P®
2 TeppuTOpHalibHas [0.RR.25 A _
.RR.254.249/3 | 10.RR.254.250/
RRTX u3OHpaTesbHas 10 ’ RR.2 [0.RR.254.1
XX 0 30
KOMHCCHS
3 Tepputopraiuas 10.RR.254.245/3 254.24
RR.254. .RR.254.246/
RRTX u30bupaTenbHas 10 [0.RR [0.RR.254.1
XX 0 30
KOMHCCHS

["ie RR - nomep pernona. XXX - romep KCA



[Tpunoxenne b

Hapamerpel QoS ceTi 'AC "Bribopb1" B cropony TeppuTopHAABHBIX HIGHDATC/IBHBIX

koMHecuii {IPHMEPHOE, YTOUHSeTCs N0 pe3ybTaTaM HPOEKTHPOBaH U )

Beanunna
rapaHTHPOBaHH O 3uavcana DSCP-metok 1 nong TOS
nponycknoi (mapaMerpil Mapkuposkm) IP-
No | Tipoduas Tpadmia na CHOEOOHOCTH B HAKETOB Anp(;‘(bnéu:'l;;)r(; Tpa(Rllxa Ha
n/u | cern Oucpatopa CTIJ HPOUCHTHOM certn A LIDOpLE
COOTHOLWICHHH 4,19 (bykpenhoe obosHavenke {asoniHoc
Henmoas3yemoro B FAC IMAYCHHE) - JECATHUHOC 3LaHeHe
"Bribopn" nosis TOS)
npoduabHoro Tpaduika
Tpadux npunoxenui
PeanLHOIC BPEMEHHU.
l KPUTHUHbBIH K OTePsM % CS6 (110000} - 192
{IAKETOR, K 3aACPHKKaM H — EF(101110) - 184
BAPHALIMAM 33ICPKeK
CJIC/1I0BAHNA NAKETOB. ]
Tpadux npunoxenui, C83 (011000) - 96 |
2 | KpHTHMHBIH K OTepsM % CS82 (010000} - 64
aKeToB. CS81 (001000) - 32
Tpaux npunoxennit, HE
3 | KpUTHYHLIR K 3aiepKKam % BE (000000) -0

H HOTCPAM MAKCTOBR.

r—

Mapamerpur QoS ceru FAC "BriGop" B cropony H3bupareiibuoii komneenn Cybbekra PO

Beanunua
rapanTHPOBAHHOI 3uaucuua DSCP-meTok nm moasa TOS
HPONYCKHOFH (napameTpel MapkaposkH) [P-
Ne | Tpoduas Tpadmka ua cHocofHOCTH B HAKeTOB HPOQHILHOIO Tpa:!:nxa Ha
HPOUCHTIOM ceTH FAC "Briopsl
n/u | ceTh Oneparopa CI1J
COOTIOMICTTHH 174 {byxseunoe o6o3nadeHte (1poHUHOE
ncHoabsyemoro B FAC HAYCHTE) - AECATHYHOE 3HAUCTIHE
"Boibopsr" Hons TOS)
npoguabHore TpagHkKa
T'pachux upnnoxennii
peaiilbHOTrO BPEMEHH.

l KPMTHUILIR K HOTEpAM o CS6 (110000) - 192
FAKeTOR, K 3alIepKKaM H — EF (101110) - 184
BAPHALIHAM 331€pPKEK
CNel0OBaHNA NAKETOB.

Tpadk upunoxenmii, CS3 (011000) - 96

2 | KpUTHHHEI K mOTEpsAM % CS2 (010000) - 64
HAKETOB. CS1 (601000) - 32
Tpadux npunoxenuii, HE

3 | KPHTHYUBIA K 3aepiKam Yo BE (000000) - 0

; H HOTCPAM NMaKCTOB.







Mecan
Komrionent Yeayru ceasn «llepenava aawusix» ana | 100 M6/c - YcnosHan 6 650.00
3 |rOpoackuy 0BpaioBaTe IbHBIX OPraHW3ALHI CTOHMOUTh e1HHHILA
- Tapuda B
Mecal ]
Komuonent Yenyrn ceasm «llepesawa nauwelx» s | SO Mé/e - YenosHan 535000
13 CENIbCKUX 0DpazoBATEIbHBIX OpIaHHIALHI CTOMMOC Th eAHHHLA
- Tapuda B
mecau
Komnonent Yenyru ceasn «llepeaasa gamusiorx» s | | M6/c - Ycenornas 5 290.00
| 4 00pazoBaTE/IbHLIX  OpraHM3aumMil (A0 CNYTHMKOBOW | CTOMMOCTb TN B
TEXHONIOTHA NOAKIIOYEHHN ) TapHda 8
Mecsl |
KomnoHent Yenyru ceasu «flepeaaua paminix» ana | 40 U'o/c - Yeaosaag 1 080 000.00
|5 LIUK PD CTOUMOCTh €AHHHLA
' Tapuda B
Mecsail o
Komtiowent Ycayru ceasn «llepegasa namepix» ann | 140 M6/c - Yenosuas 7 150,00
16 HIOMpATETBHBIX  KOMHMCCHR  CyGbekToB  Poccuiickodl | CTOHMOCTE €AHHHIA
) Denepaunu Tapupa B
MecaL ~
Komironent Yenyru ceatu «llepesaua Aammsix» 118 | 60 Mé/c - Yenoeuan 5 550.00
| 7 | TEPPHTOPHANLHLIN HIGUPATENBHBIX KOMHUCCHIl CTOMMOCTh €AMHNILE
' TapHga B
MECSLL):
Komnonent Yenyrn csasu «llepesawa nanmeix» a7a | | Mo/c- Ycnosras 83 15000
18 HIDHPATEIbHBIN  KOMUCCHIE  CyObekTOR  POCCHitCKON | cToMAIOCTL eqHHMLuA
' Deflepaund M TEPPUTOPHAIIBHBIX  MIBAPATENbHBIX Tapua B
KOMHCCHIA, NOAKIIIOHEHHBIX 110 CMYTHHKY MECSk
Yeayrn esnin ann o6pa3oBaTenbuuIx Opranuzaunii U HWibnpaTeLHBIx KOMHCCHH,
PacnonokeuHbIX 1A TeppHTOpHAXx eybnekTop Poccwickaii ®eaepaunn (3a
2 neknodeunem Pecuybankn Kpeim n r. CesacTonoas), uo Hepcaaue nannbix npHx
OCY1eeTBIIEHHWH AOCTYLA K €AHHOH CeTH Hepedayn aannbix (rasee — KomuoHent
Yeayrn cerin «[lepenaua aannpix L2»)
Komnonent Yeryru ceazun «llepeaava manneix L2» wis | 100 M6/ - Yenosnas & 000,00
5 TOpOaCKHX 00pazoBaTeNbHBIX OPraHH3anmil CTOHMOCTD glMHHLA
- Tapucta B
Mecau
KoynowenT Yenyru ceasn «[epenaya ganneix L2» ang | I'6/c - Yenosnas 62 700.00
. TOPOJACKHX 00PaIORATENBHLIX OPTAHHIALMI CTOHMOCTh €aHHUHE
o TapHda B
Mecay .
Komnonewt Yenyrn cesasu «lflepepaua qanmmx L2» 105 | 50 M6/c - Yenosnas 4 630,00
33 CEJIbCKHX 00PA30BATENbHLIX OPTATN3aNHi CTOMMOCTD S RTTE]
) Tapuga B
mecay _
Komuonent ¥enyrm cosam «[lepesaua navmmx L2» s | 1 M&/c - Ycnosuas 13 600.00
24 00pa3oBaTebHpIn  OPradH3aNMH O CHYTHHKOBOH | CTOMMOCTD eINHHIE
' TEXHONOIHH NOAKTKIMCHHA TapHda B
MECAL
Yenyrn  cBa3H  AAR 06pa3oMaTeNbHLIX OpramHiauHid u  oGbektos IIHK,
PACNGAOKEHUBIX MR TeppHTOpusix eybnekTon Poceuiickoii ®epepaunw  (3a
3 Heknwoyennem Pecuybnnkn Kpbim w r. Cesactonona), uo upesocrapiennio ¢

HEHONILIOBAHHEM CIHHOK CCTH HEPENAYH NAHMBIX N0ETYHA K TOEYIAPCTBEHULIM,
MYHHURHAILHGIM, HHLIM HHPOPMALMOHHBLIM CICTEMAaM M K HHPOPMALHOWNO -
TCAEKOMMYHHKAUKOHHO# ceTn "Hntepuer" (aanee — Komnonent Yciyrn ceaiu













